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Hacking Satellite TV receivers :
Are those loT devices secure ?
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Agenda

Introduction

Many things going wrong

Thank you
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Why Satellite TV receivers ?
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TV encryption scheme

ECM : Entitlement Control Message
EMM : Entitlement Management Message

CW : Content encryption key

\ This is what we

are looking for
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Scrambling

CAS
ECM EMM
A
CWwW
a
—

\ 4

Scrambler />

CAS: Conditional Access System

ECM: Entitlement Control Message
EMM: Entitlement Management Message
CW: Control word

)
Scrambled Stream
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Descrambling

STB CAM: Conditional Access Module
CAM STB: Set Top Box

Smart
Card

EMM CW

Scrambled
Stream ECM

! To TV
—> Descrambler >
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What made the difference ?

We used to have :

Proprietary STBs
One service provider per STB

We now have :

Open STBs
Fully featured Linux boxes



Hardware Security Conference http://hardwear.io

Case study : Forever Nano Pro
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Better than my graduation computer
Forever Nano pro : ~150 USD

Realtek
RTL8201CP Tuner
10/100M
GL850G
STi7111 ; . USB 2.0 Hub
(ST40-300 Tl il e J‘;," 7 i -
@450 Mhz) = B ks = ' 1x2Gb NAND
: flash
2x1 Gb DDR2 &
SDRAM CORERIVER
ClCore 1.0
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Recap
STi7111 processor (St40 CPU @450Mhz)
ROM=256MB
RAM= 256MB

10/100M Ethernet port
2 USB 2.0 ports
1 card reader

2 module reader (Cl)
HDMI — RCA — SPDIF
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Things getting easy

(2 channels)

Eigital PCMout El%lR/N AND DDR-2
S/PDIF| Analog Stereo YPrPb  HDMI CEC  SDTV w SDRAM
414 4444 4 Ads S
Audio Video out 11 [ - Memo -
DAC [HD DACs|[HDMI] SD DACs 'Vv ! <— JTAG
= = = — _A_ 422 B |Padlogic| |Padlogic|
— | Video output |#1—5 DENC N ClockGen/ |4 IRQs
: A Service
Audio VDP main Compositor (JTAG, ICE..)
ST231 CﬁOf
alpha
A A T i i «4+— clocks
v v | v

STBus system interconnect

|4 4 4 4 4+ 1 4 44
SAT FE core \ 4 Transport/SEC| [CPU DMA ¢ ¢ Peripheral l l Video ¢ ¢
v
SWTS CPU FDMA Video
ST40-4/300|| (x2) COMMS Ethernet|| USB 2.0 decoder
DVB-S2+DVB-S v GMAC || Host H.264/VC-1 HD
- + -, 1 PP N | A | I | A A N | B
demodulator ITSmerger-y PTI |4{PDES3 MailBoxes (x2) A A A A * ST231 I
int 12C PHY Blitter display
A
Y v v v
FEO FE1|DIiSEQC 1/FSK SSCs, PWM ¥ MIVBMII USB-bus
v TSin PIOs, UARTs ¥
DiSEQC 0 2 x serial MAFE, SC...

or 1 x parallel
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What could possibly go wrong ?

by payatu
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What bring STBs to loT ?
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What made the difference ?

We used to have :

Proprietary STBs
One service provider per STB

We now have :

Open STBs
Fully featured Linux boxes
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Attack evolution

STB without CAS
Software emulator
STB + CAS

Cloned smart cards
CAM
Card Sharing

Protocol providers plugin
Internet connectivity
Satellite key sharing
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Card sharing concept

Server

ccam
mgcamd
oscam, ... gbox
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Components and Actors

Root Provider

http://hardwear.io

RseTIer Regeller
End User End User End user End user
Plugins Plugins Plugins Plugins
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Components and Actors

Root provider :

Generally server hosted at home
Reseller :

Generate keys and provide/install plugin
End user :

Plugin running on STB
Cardsharing plugins installed on STBs:

cccam, mgcamd, newcamd, gbox, etc.: UNKNOWN origin
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What could possibly go wrong ?
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Vulnerabilities ?
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Root account without password

Any other users ?

mail:*:9:11:mail:/var/spool/mail:
news:*:18:12:news:/var/spool/news:
operator:*:12:9:operator:/root:
games:*:13:100:games:/usr/games:
ftp:*:15:14:ftp:/home/ftp:

man:*:16:199 :man:/var/cache/man:
nobody:*:65534:65534 :nobody: /home:/bin/sh
sshd:*:74:74:sshd:/var/empty/sshd:/bin/false
httpd:*:75:7/5:httpd:/homeshttpd:/bin/false
dnsmesg ™ /5 /o dnsmasqg: /vars Lo/ mresethin/false
 dummy : 3AQ0ygxOMABHYU :@:@:dummy:/:/bin/ash
e ——
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Rooting the devices
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SH4 compiling options

Install gcc for SH4.:
Thanks to cross compiling tools
Qemu and SH4 debian image:
SH4 vm
stLinux

http://www.stlinux.com
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sofiane — telnet — 76x45

|0Active

Pluglin

08:37 PM/OZ-AQQ-?OIS[SW\]

State Start Type
Mcas

Manual
Manual

Manual

MBP:~ sofiane$ nc -lvv 4444

by payatu
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Main processes

SWN  [jffs2_gcd_mtdd]
telnetd
fusr/sbin/smbd -0 -5 Zetc/samba/smb.conf
fusr/sbin/httpd -c Jetc/httpd.conf
fusr/sbin/smbd -0 -5 Zetc/samba/smb.conf
[EMBXSHM-NewPort]
[EMBXSHM-PortClo]
[EMBXSHM-NewPort]
[EMBXSHM-PortClo]
[STFDMA_ClbckMgr]
[STFOMA_ClbckMgr]
fusr/sbin/vsftpd Jetc/vsftpd.conf
/bin/sh Jetc/init.d/app_start start
/sbin/sys_func
/root/bin/app
[TUNER®]

Everything runs as root

by payatu
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No firewall

~ # netstat -anp | gre

tcp 0.0.0:13¢ 0.0.0:* LISTEN 395/ smbd
tcp 0.9.0: 0.0.0:* LISTEN 1430/FR1or
tcp 0.0.0:8 0.0.0:* LISTEN 397 /httpd
tcp 0.9.0:2: 0.0.0:* LISTEN 1248/ vsttpd
tcp 0.9.0: 0.0.0:* LISTEN 389/telnetd
tcp 1 0.0.9.0: 0.0.0:* LISTEN 385/smbd
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Iptables config

start() {
echo Starting firewall: iptables.
Iptables-restore < /etc/firewall.conf

}save() {
iptables-save > /etc/firewall.conf
}
stop() {
echo Stopping firewall: iptables.
save
}
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FTP config

226 Directory send OK.

ftp> cd /

250 Directory successfully changed.

ftp> 1s

229 Entering Extended Passive Mode (I11518151).

150 Here comes the directory listing.

drwxr=xr-x 4 544 Sep 27 2010 STORAGE
drwxr=xr-x 3784 Mar 29 2012 bin
drwyr-xr-x @ Jan @1 1970 config
dru Py rwt 6940 Jan @1 2000 dev
drwr=xr-x 4296 Nov 27 2012 etc
drwyr=xr-x 224 Apr 3@ 2009 home
drwyr=xr-x 5264 Oct @9 2012 11b
drwyr=xr-x 288 Jun @4 2006 mnt
drwyr=xr-x 160 Sep 98 2009 mntl
dr=xr-xr-x @ Jan @1 2000 proc
drwyr=xr-x 166 Oct 96 2009 ramdisk
drwyr=xr-x 288 Feb @7 2011 root

H

—
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by payatu
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Network Activity

| Protocol| Length| Info

UNDS DU Stalidqarua guery =& A =RLOOL~-

DNS 59 Standard query response ! =2 No such name
DNS 60 Standard query © © A <Root>

DNS 59 Standard query response @i No such name
DNS 60 Standard query 3 A <Root=>

DNS 59 Standard query response & %) No such name
DNS 59 Standard query “s==u_. A <Root>

DNS 134 Standard query response ==

DNS 60 Standard query Guawe = A <Root>

DNS 59 Standard query response s

DNS 60 Standard query 7 A <Root>

DNS 59 Standard query response Gl 2 No such name

DNS 60 Standard query w.. A <Root>

ot S N FPlhae da ed e = ome - s mes = - A..vvr L o S - - -




’ - SOV

<?xml version="1.0" encoding="I1S0-8859-9"?>
<frior:query xmlns:frior="http://0.0.0.0:8080" £
etime="2015-07-11T723:43"><svc sat="65535" type="

<l-= frql.frior -->

Unauthenticated

Hardware Security Conference

What could reversing FRior service

80/frql?7cmds=

Check status, channel details, co

View and set alarms

View and edit service status
Manage streaming to remote IP
More, more, more, ....

http://hardwear.io

nop
.align h'20
; CODE XREF: sub_
mov.l #sub 40A560, r0
mov.l @(8,rl4), r4
mov.l @(h'C,rl4), r5
jsr @r0 ; sub_40A560
mov rll, ré
bra loc_409D34
cmp/pz  r0
.align h'20
; CODE XREF: sub_
mov.l #strncmp, rl
mov.l #aCmd, r5 s "cmd="
jsr @rl ; strncmp
mov $4, r6
tst r0, r0
bf/s  loc_409D86
mov $h'FFFFFFFF, r0
bra loc_409C4E
add $2, rl2

ction sub 409B60

Does it contain bugs ? : YES
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What could possibly go wrong ?
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System Updates
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What about system update ?

Main firmware update

Clear text protocol from internet
No digital signature verification

Plugins and applications

Clear text from internet
No digital signature
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Updated to the latest firmware

W busybox

‘E.uh.E.o vl1.14.2 (2012-03-12 15:08:37 KST) multi-call binary

anioht () 199252080%Erik Andersen, Rob Landley, Denys Ylasenko
and others. Licensed under GPLvZ.

)ad Results Select Table
CWEID #ofExploits Vulnerability Type(s)  Publish Date  Update Date  Score Ga

Copy Results Down
4 CVEID

Total number of vulnerabilities : 1 Page : 1 (This Page)
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However they do fix some bugs ....

HS v2.12.15 ¢
v2.12.15 ~ Ver 2.12.18

1. Youtube support

by payatu
GGG
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Miscellaneous
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Internet connectivity support

Integrated web browser
No support for HTTPS

IPTV plugins applications

Remote SQL Injection
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What could possibly go wrong ?
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Put all this together
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Overview

Internal Architecture and security
Total Fail !
Cardsharing plugins installed on STBs:

cccam/mgcamd/newcamd/gbox : UNKNOWN
DEVLOPERS and Untrusted

Firmware upgrade and patching:
Total Fail !

Main Actors :
Unknown, untraceable and untrusted
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Number of devices

Number of cards haring subscribers :

~ 4 Millions in Algeria only / what about the
world “?

End user :

Unaware
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sharing
FOREVER HD 7819 PYR NANO Pro

Présentation Caractéristiques FAQ Mises a Jour Catalogue Gallerie

¢ Récepteur Sataliamian@EmeruoTTC SUP LINUR DuerDee . NIGMA2
onnexion en mode ETHERNET, WIFI ou méme 3G

arveur Gratuit pour 394 jours (1an+1mois) dans le meilleur serveur au monde

Ouvrant toutes les chaines normales et Haute CRfinitions HD dans différents satellites

¢ Fonction PAUSE a |'abonnement pour ne pal perdre de jours ... Exclusivement sur les FOREVER

¢ Enregistrement des chaines sur USB / Disti@e dure Externe

Free access to card sharing
server for 394 days
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Contacting vendor

Contact

Notre équipe s’engage a répondre a votre demande dans les plus brefs délais.

Votre nom (obligatoire)
Votre email (obligatoire)

Sujet

Votre message
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Building a botnet

Building the plugin :
Some C/C++ coding skills to build the plugin
Thanks to cross compiling tools

Hosting the service :

Either host a card sharing server
Or become a reseller
Throw that on internet

End users/Resellers:

They will come for you
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Demo of a Backdoor

long read to SH7750_WCR1_A7 (0x000000001f300008) ignored
long read to SH77S0_WCRZ_A7 (0x000000001f80000C) ignored
long read to SH7750_WCR3_A7 (0x000000001f300010) ignored
long read to SH7750_MCR_A7 (0x000000001f300014) ignored
long read to SH77S0_MCR_A7 (0x000000001f800014) ignored

No Signal

(@] sh4 — bash — 76x24

MBP:sh4 sofiane$ ICActive MBP:sh4 sofiane$

by payatu
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OOPS ... Something went wrong.

by payatu
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Thank you




