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Simple: Turn on Verified Boot
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How do we prevent 
unauthorized code?
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Thanks for coming to my talk!
Have a wonderful Day 2

At Hardwear.io
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https://magiclantern.fm/

https://linuxboot.org/

https://github.com/osresearch/heads
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“Root of Trust for Update”

CC-BY-SA Jared Benedict  
https://en.wikipedia.org/wiki/File:Series_2_tivo_front.jpg



https://www.zdnet.com/article/lenovo-rootkit-ensured-its-
software-could-not-be-deleted/

https://www.zdnet.com/article/lenovo-rootkit-ensured-its-software-could-not-be-deleted/
https://www.zdnet.com/article/lenovo-rootkit-ensured-its-software-could-not-be-deleted/


https://devopsdays.org/events/2019-chicago/program/jessie-frazelle/

“Vendors can rarely debug 
firmware issues…”



Reference
Implementations

Independent BIOS 
Vendors (IBV)

Original Equipment 
Manufacturers (OEM)

Device Manufacturers 
(ODM)

Less than 10% 

of BIOS code!



Photo by Evaggelos Balaskas, 
https://twitter.com/ebalaskas/status/946702017841463296 
https://www.youtube.com/watch?v=iffTJ1vPCSo
https://schd.ws/hosted_files/osseu17/84/Replace%20UEFI%20with%20Linux.pdf

https://twitter.com/ebalaskas/status/946702017841463296
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???

https://www.spiegel.de/international/world/nsa-secret-toolbox-ant-unit-offers-
spy-gadgets-for-every-need-a-941006.html



Sophia D’Antoine “A Tale of Two Supply Chains”
https://www.riverloopsecurity.com/blog/2018/12/supermicro-validation-1/



Locate BMC serial console header
Hit enter and run commands as root!
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https://trmm.net/Modchips



https://www.opencompute.org/about



Open hardware



https://twitter.com/corcra/status/605356172158332929
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Failure examples



Reflash firmware

Ultra
-high touch
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openbmc

Samantha Downs, “Lessons Learned from a large OpenBMC deployment”
https://osfc.io/talks/openbmc-system-resilience
https://2018.osfc.io/talks/lessons-learned-from-a-large-openbmc-deployment.html
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Zero-touch

Zero touch

https://commons.wikimedia.org/wiki/File:Edge_Night_02.jpg

https://commons.wikimedia.org/wiki/File:EFF_photograph_of_NSA%27s_Utah_Data_Center.jpg

https://natick.research.microsoft.com/



“Tools, not policy”

Ryan O’Leary, “LinuxBoot Status Report”
https://2018.osfc.io/talks/linuxboot-status-report.html



Easy to implement site 
specific policies

https://2018ocpregionalsummit.sched.com/event/F8ax/



Recovery from attacks is hard



https://www.pcworld.com/article/2948092/hacking-teams-malware-uses-uefi-
rootkit-to-survive-os-reinstalls.html



https://2016.zeronights.ru/wp-content/uploads/2017/03/Intel-BootGuard.pdf
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“BMC - Typically unsecure
- No protect, no detect, no recovery
- No reliable attestations”

Yigal Edery, Program Manager Azure Security
https://2018ocpregionalsummit.sched.com/event/F8b0
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Reaction to Intel CPUID

https://www.wired.com/1999/01/boycott-targets-intel/

“The Intel's Pentium III chip will be 
equipped with a unique ID number 
that means that over-the-Net 
communications will carry what 
amounts to user fingerprints.”



Microsoft Palladium

https://web.archive.org/web/20050918150937/https://www.salon.
com/tech/feature/2002/07/11/palladium/index.html

“The whole point of the GPL is to 
allow people to modify code. But 
under Palladium, an application that 
has been modified loses its signature. 
Each new version of an application 
needs a new signature.”



TPM

Trusted Platform Module



Chromebook TPM

https://www.chromium.org/developers/design-documents/tpm-usage

Monotonic counters

“Sealed” secrets

Remote attestation



TPMs can be used for good



tpmtotp
Matthew Garrett, “Beyond Anti-Evil Maid”

https://media.ccc.de/v/32c3-7343-beyond_anti_evil_maid



Tpmtotp in use

https://trmm.net/Tpmtotp



System transparency

https://mullvad.net/en/blog/2019/6/3/system-transparency-future/

“The source code for the firmware and reproducibly built 
artifacts executed by the platform, must be available to 
parties auditing the running system...
Measurements in the TPM provide remote attestation”



Open source server

￼
https://mullvad.net/en/blog/2019/8/7/open-source-firmware-future/

u-bmc
(arm)

coreboot
(x86)



Trusted Execution 
Environments

https://software.intel.com/sgx



Signal contact discovery

https://signal.org/blog/private-contact-discovery/

“The open source enclave code builds reproducibly, so anyone 
can verify that the published source code corresponds to the 
[attested hash] value of the remote enclave.”



AMD SEV

https://developer.amd.com/sev/

“Encrypting virtual machines can help protect them not 
only from physical threats but also from other virtual 
machines or even the hypervisor itself….

Cloud computing need not fully trust the hypervisor and 
administrator.”



AMD SEV-ES

Buhren et al, “Analyzing AMD SEV’s Remote A�testation”
https://arxiv.org/pdf/1908.11680.pdf



CC-BY-NC
https://www.ifixit.com/Guide/Image/meta/rfh6qOxsLWInTGKc

Microsoft CerberusGoogle Titan

Amazon Nitro Apple T2



Joanna Rutkowska, “Towards reasonably trustworthy laptops”
https://media.ccc.de/v/32c3-7352-towards_reasonably_trustworthy_x86_laptops







NIST Special Publication 800-193
Platform Firmware Resiliency Guidelines



Counterfeit FTDI chips

FTDI FT232RL: Real vs Fake (CC-BY Zeptobars)
https://zeptobars.com/en/read/FTDI-FT232RL-real-vs-fake-supereal



TPM Genie
https://github.com/nccgroup/TPMGenie



Security Research

https://trmm.net/TOCTOU
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http://slack.u-root.com/
#linuxboot 


