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How do we prevent
unauthorized code?

Simple: Turn on Verified Boot
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& CPU Reset

Invalid

Signature
Check

— Halt

Run firmware
validates OS, validates apps
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Thanks for coming to my talk!
Have a wonderful Day 2
At Hardwear.io
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Overlay

Global Draw
Zebras
Focus Peak

ON, all modes
RAW RGB

» Cropmarks
Ghost image
Spotmeter
False color
Histogram
Waveform
Vectorscope
Level Indicator

Enable/disable ML overlay graphics (zebra, cropmarks...)
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“Root of Trust for Update”

https://en.wikipedia.org/wiki/File:Series_2 tivo_front.jpg



VIDEOS SMARTCITY WINDOWS10 CLOUD INNOVATION SECURITY APPLE MORE

B used shady ‘rootkit' tactic to quietly
reinstall unwanted software

Even when users reinstalled a clean version of Windows on some devices, the software would still reappear.

~h
&l‘. By Zack Whittaker for Zero Day | August 12, 2015 -- 15:21 GMT (08:21 PDT) | Topic: Security

https://www.zdnet.com/article/lenovo-rootkit-ensured-its-
software-could-not-be-deleted/

(Image: Sarah Tew/CBS Interactive)


https://www.zdnet.com/article/lenovo-rootkit-ensured-its-software-could-not-be-deleted/
https://www.zdnet.com/article/lenovo-rootkit-ensured-its-software-could-not-be-deleted/

Why open source
firmware is important

Jessie Frazelle - @jessfraz

“Vendors can rarely debug
firmware issues...”

https://devopsdays.org/events/201 9-chicago/program/jessie-frazellé/ '
. d
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Replace Your Exploit-Ridden
Firmware with Linux

Ronald Minnich, Google

https://www.youtube.com/watch?v=iffTJ1vPCSo :
https://schd.ws/hosted_files/osseu 7/84/Rep|ace%20UEFI%20W|th%20L|nux pdf

ra


https://twitter.com/ebalaskas/status/946702017841463296
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(i L am GODSURGE

ANT Product Data

RGN %

(TS/SI/REL) GODSURGE runs on the FLUXBABBITT hardware implant and
provides software application persistence on Dell PowerEdge servers by exploiting
the JTAG debugging interface of the server's processors.

06/20/08

(TSHSWREL) FLUXBABBITT Hardware
Implant for PowerEdge 2950

(TSHSVIREL) FLUXBABBITT Hardware
Implant for PowerEdge 1950

(TS//SIIREL) This technique supports Dell PowerEdge 1950 and 2950 servers that
use the Xeon 5100 and 5300 processor families.

(TS//SIIREL) Through interdiction, the JTAG scan chain must be reconnected on
the target system by removing the motherboard from the chassis and attaching the
depopulated parts back onto the circuit board. After this step is complete, the
hardware implant itself must be attached to the motherboard. The implants should
already be programmed with the GODSURGE application code and its payload, the
implant installer. Once implanted, GODSURGE's frequency of execution (dropping
the payload) is configurable and will occur when the target machine powers on.

Unit Cost: $500 for Hardware
and Installation

Status: Released / Deployed. Ready for
Immediate Delivery

poc: I s32221, [ -

Derived From: NSAICSSM 1-52
Dated: 20070108
Declassify On: 20320108

TOP SECRET//COMINT//REL TO USA, FVEY
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Case Study: Test Pad or Inductor

Sophia D’Antoine “A Tale of Two Supply Chains”

https://www.riverloopsecurity.com/bloa/2018/12/supermicro-validation-1/




A¢ = 6.045ms
AY: = 3940V
BY: = -50.00mV
BX-AX: = 8400us

_ BY-AY: = 4000V

Please press Enter to»act1Vate this console.
starting pid 1133, tty '': '-/bin/sh’

M = 119.0kH:z

-

BusyBox v1.23.1 (2016-10-12 14:05:23 CST) built-in shell (ash)
Enter 'help' for a list of built-in commands.

/ # uname -a

Linux (none) 2.6.28.9 #1 Wed Oct 12 13:57:10 CST 2016 armv5tejl G
/ i whoami

"root
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steph

@corcra

| your threat model is not my threat model but
your threat model is okay

7:52 AM - 1 Jun 2015

13 Retweets 46 Likes 0 @ . @ . @ f 0 ‘

https://twitter.com/corcra/status/605356172158332929
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CPU Reset

Signature

Valid?

Run firmware

—» Halt
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* Trusted CA and Authorized Principals are great 4 ‘& o

T

* SSH server configuration is easy }V‘V{ v’vi ’
* CA only contacted when creating/renewing client certificates . %h }“’{ ”:‘%
* Group based (not user based) | “-i“ DO XX
* Certificates expire and can be revoked & } }zéz{i ;‘ﬁ
\s | d
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Samantha Downs, “Lessons Learned from a large OpenBMC deployment” R
https://osfc.io/talks/openbmc-system-resilience’ $AVAY, [ B é %@i bzf
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Philosophy “'rt)()|55, not F)()|i(:)/”

e Tools, Not Policy.
o Foster a community that develops tools.
o  Youpick and choose which onesyou want in which configuration.

e Security and User Freedom.
o Orthogonal to LinuxBoot: security features should allow change of ownership;

reprovisioning hardware with your own keys.

e Have toolsfor: Boots, Not Bricks.
o Scary Screen?

Ryan O’Leary, “LinuxBoot Status Report”

https://2018.0sfc.io/talks/linuxboot-status-report.html



OSF Track

T Turning Linux engineers
into firmware engineers

David Hendricks Firmware Engineer/Facebook
Andrea Barberio Production Engineer/Facebook

SUMMIT

1-2 October

https://2018ocpregionalsummit.sched.com/event/F8ax/ S UMMIT Amgiﬁ



Recovery from attacks is hard



PCWorld o O @ SUBSCRIBE

FROM IDG

NEWS REVIEWS HOW-TO VIDEO
BUSINESS ~ LAPTOPS  TABLETS  PHONES  HARDWARE = SECURITY | SOFTWARE = GADGETS @

Privacy  Encryption  Antivirus

NEWS

Hacking Team's malware uses a UEFI rootkit
to survive operating system reinstalls

The feature allows the company's software to persist even if the hard disk drive if replaced.

By Lucian Constantin | Follow
Romania Correspondent, IDG News Service ﬁ O @ @ @ @

Jul 14, 2015 6:56 AM PT

https://www.pcworld.com/article/2948092/hacking-teams-malware-uses-uefi-
rootkit-to-survive-os-reinstalls.html




https://2016.zeronights.ru/wp-content/uploads/2017/03/Intel-BootGuard.pdf

Safeguarding rootkits:

Intel BootGuar

Alexander Ermolov

d

‘o ol

The issue

One day | found out that some systems have the SPI flash regions unlocked
and the BootGuard configuration not set (nor enabled, nor disabled):

* 21 Lenovo branded notebook machine types and 4 ThinkServer machine
types -

That’s because of the close manufacturing fuse was not set at the end of ’Ehe d

manufacturing line. =" My
N

54 www.zeronights.org *sﬁ
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Yigal Edery, Program Manager Azure Security
https://2018ocpregionalsummit.sched.com/event/F8b0
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BUSINESS CULTURE GEAR IDEAS SECURITY

BELENDE:D1.25.90 DIRO AN https://www.wired.com/1999/01/boycott-targets-intel

Boycott Targets Intel

PRIVACY ACTIVISTS ARE calling for a boycott against Intel (INTC) because

of the company's recently announced plans to ship a new generation of chips
that will make

- o I o _— L



| https://web.archive.org/web/20050918150937/https://www.salon.
salonh.com com/tech/feature/2002/07/11/palladium/index.htm

COMICS FEOFLE FOLITICS

ARTICLE FINDER TECHNOLOGY & BUSINESS

Search

Can we trust Microsoft's

® Al of Salon. 1
of Salon.com T VR Palladium?

Only Technology 5
" OK | 28 Critics say Redmond's new security initiative
| i will imprison users. But why would Bill Gates

Directory. ""' ' T i want to do that?

“The whole pomt of the GPL IS to T T—
a”OW people to mOdIfy COde' 555 July 11, 2002 | It was only when Microsoft
under Palladium, an app|ication that ® unveiled Palladium and disclosed that both
Intel and AMD were willing to build hardware
haS been mOd Ifled IOSGS ItS Slg natu re to support the plan that people became
EaCh new VerS|0n Of an appllcatlon g seriously worried about the idea of ubiquitous,
cryptographically enabled and, in this case,
needs a new signature.” & & s 3

8 monopolistically abetted "trusted computing."
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Home

Chromium
Chromium OS

Quick links

Report bugs
Discuss
Sitemap

Other sites

Chromium Blog

Google Chrome
Extensions

Except as otherwise noted, the
content of this page is licensed
under a Creative Commons
Attribution 2.5 license, and
examples are licensed under
the BSD License.

The Chromium Projects

https://www.chromium.org/developers/design-documents/tpm-usage

For Developers > Design Documents >

TPM Usage

Introduction

Chrome OS uses the TPM for thes

The TPM is not directly available outside of Chrome OS for any

1 Introducti
2 Modes of

/ Monotonic counters
e tafks:

Preventing software and firmware version rollback
Maintaining information to detect transitionsf; ” J
developer modes Sea I ed SeCretS k
Protecting user data encryption keys 5 Protecting
Protecting certain user RSA keys (‘hardware-backed’ certificates) 6 Protecting
Providing tamper evidence for installation attributes 7 Tamper-E

Protecting stateful partition encryption . -
Attesting TPM-protected keys ——— | IXCTpg[o] (CRPETL(SIT EE TN [0] 0]
Attesting device mode .

10 Attesting

11 Chrome

purpose; that is, no remote computer has access to the TPM.



TPMs can be used for good



“Matthew Garrett, “B'eyond Anti-Evil Maid”
https://media.ccc.de/v/32c3-7343-beyond_anti_evil_maid

?

we solved all of that

at some point



4 /start xen to load the hgper01sor
Run ’kexec = to boot it

B

Sun Jul 31 09 25 05 EDT 2016

'Uerlfg TPH PCR 356?05

356705

/bln/ash can’t access ttg. j:
v 8 [ 2.451809] clocksourc




¥® MULLVAD VPN =

https://mullvad.net/en/blog/2019/6/3/system-transparency-future/

System Transparency is the future

3June 2019 NEWS PRIVACY  SECURITY

Since we started Mullvad VPN over 10 years ago, we have been obsessed with the question, “How do we
demonstrate our trustworthiness to our users?”

This query is closely related to two thoughts often asked by the VPN users themselves:

e How can | trust my VPN provider?

' The source code for the firmware and reproducibly built
Wartifacts executed by the platform, must be available toj
parties auditing the running system... S

Measurements in the TPM provide remote attestation”



hl‘

2 JSTBY1:SV STBY

-«-,. .“; momonn

ghuu“
it

" ASPEED
> AST2400

PHBP63. 00A-1
1816 TAN a1 GP

R9BS

R9BA xmax
v w

POBER

-NOI501°

SATA DOM!

EYEETE
bt
2
2
R4et

euRI o \: e ®



‘l@ Developer Seal eal Ch our content“bfafy--- Q @ support & Signinv @ English v
Software  ZONE ‘

B INTEL" SOFTWARE GUARD EXTENSIONS

Home

DEVELOP & DELIVER MORE SECURE SOLUTIONS

Use hardware-based isolation and memory encryption to provide more code
protection in your solutions.

Enhance Application Security

Intel® Software Guard Extensions (Intel® SGX) is a set of instructions
that increases the security of application code and data, giving them
more protection from disclosure or modification. Developers can
partition sensitive information into enclaves, which are areas of
execution in memory with more security protection.

https://software.intel.com/sgx




SUPPORT BLOG DEVELOPERS CAREERS DONATE L 4

https://signal.org/blog/private-contact-discovery/

Technology preview: Private contact discovery for Signal

moxie0 on 26 Sep 2017

At Signal, we've been thinking about the difficulty of private contact discovery for a
long time. We've been working on strategies to improve our current design, and
today we've published a new private contact discovery service.

“The open source enclave code builds reproducibly, so anyone

can verify that the published source code corresponds to the
[attested hash] value of the remote enclave.”




AMDH ‘ De"EIoper central China / AMD.com SEARCH Q

Home > AMD Secure Encrypted Virtualization (SEV)

AMD Secure Encrypted Virtualization (SEV)

AMD EPYC Hardware Memory Encryption

&hrdware virtualization instructions and communication with the AMD Secure processor to manage the appropriate

gadministrator.

key:
AMD Secure Encrypted Virtualization-Encrypted State (SEV-ES)

Encrypts all CPU register contents when a VM stops running. This prevents the leakage of information in CPU registers to components like the hypervisor,
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Figure 3: Initial deployment of a guest virtual machine in

an SEV scenario.

@ ¥ PSP INSIDE

Guest Owner Platform
Guest VM :
1. deploy——> Hypervisor
Diskimage .. [ |\ | sushuiinsana j e ploy
Q Guest VM
4. send :
hash Disk Image . 2. encrypt
memory
5. send
diskkey| \ :

2. encrypt 3. thodsiife 6. forward
memory disk key :
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What is the Cerberus

« Dedicated security microprocessor

A, Flash

e ‘ Secure SRAM

Google Security Ch|p Hi \m S/’TRN(;/"PI'L/‘\

« Interpose SPI/QSP! filter interface

A bl ber Of Sl LR 4 « e-fuses for authentication public key hash and manifest revocation

* Ha > Physically Unclonable Function (PUF)

Chrome OS Use Case Device |dentifier Composition Engine (DICE)

vbendeb@go°8 * Tamper resistance

Google Titank

) Nitro Security Chip

L9¥00S68€ LT0L1dV

- x
f = %
LI “ Y ;
Custom microcontroller * Controllable from the L ] b ‘ =
that traps all 1/0 to non- Nitro Controller to hold [ ] = =
volatile storage system boot aw 2 T 2 il
Ve 2 =
Provides a simple, hardware-based root of trust L et ey
is = I
LR = pd
POMUB400LL 1744 & ' :
#lnvent [T w' R 9;' ®
40 ‘owe o
Amazon Nitro \ 7~ Apple 210050,
AWS \"\V} l LA / 9 ®o’ *. o
e lnvent aws 1 | ceEeNe R @:::::: ;:‘
77 “httos://www.ifixit com/Gu|de/Imace/meta/rfh6ansLWInTGKc



%
Joanna Rutkowska, “Towards reasonably trustworthy laptops”
https://media.ccc.de/v/32c3-7352-towards_reasonably trustworthy x86 laptops

m‘hmnnﬂmﬂ
code and how the peripheras nteferetere
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whitequark @whitequark - Sep 8 v
hot take: laptops are embedded devices

| QO 3 9 O 66 =

whitequark
@whitequark

hotter take: PCs are just several
embedded devices in a trenchcoat,

3:00 PM - 8 Sep 2018

23Retweets 146Likes @HEOYE) > O R & D &

Q 8 = 23 ¥ 146 &




NIST Special Publication 800-193
Platform Firmware Resiliency Guidelines

Processors §

Service
processor(s)

NV Storage

TP

FPGA ==

Andrew Regenscheid
Computer Security Division
Information Technology Laboratory

Power supply

6

https://doi.org/10.6028/NIST.SP.800-193

SIO mmEm [2C Ctir

| e /

Boot f/w

] RAID
Op ROM

LimavA Aisl
ILlawad Adial
LlawvA Aisl
LimavA Aisl

Hard disk

RAID Ctlr §

\
Sensor Sensor Sensor

NIC
= NIC Ctl
Op ROM il

Elc

NIST

National Institute of
Standards and Technology
U.S. Department of Commerce
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@DFTDI

FEB 2005

ie

FTDI FT232RL: Real vs Fake (CC-BY Zeptobars)
https://zeptobars.com/en/read/FTDI-FT232RL-real-vs-fake-supereal



TPM Genie
https://github.com/nccgroup/TPMGenie
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