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x86 != native instruction set

e Macrolnstructions are converted to microinstructions (uops)

e Simple instructions map 1-to-1: ADD EAX, REG becomes EAX:= ADD EAX,
REG

e More complicated instructions yield multiple uops

e Even more complicated instructions and other architectural details invoke a full
microprogram



APPENDIX C

PENTIUM® PRO PROCESSOR INSTRUCTION TO
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mn

ST

comp ex

VERR mi8

comp ex

STOSB/'W/D m&/1 632 m&f1 632

3

VERR rmi&

comp ex

STRmiB

VERW mis

comp ex

STRmiB

VERW rmib

comp ex

SUB AL, mm8

Wa NVD

comp ex

SUB eAX, mmi8/32

WRMSR

comp ex

SUB m16/32, mmi&32

XADD migf32,r16/32

comp ex

SUB m18/32,r 632

XADD m8,r8

comp ex

AAS

ADD ri8/32,m16/32

ADC AL mm8

ADD r8. mm83

ADC sAX, mmi&32

ADDrgmg

ADC migf32, mmi8/32

ADD 8. m8

ADC mi&32r1&32

ADD rmi&32,r18/32

| ADC m8, mm8

| ADDrm8 3




Getting to these microprograms

e Download an update and extract it?

Each block is encoded differently, and the majority of the 2,000 bytes are not used as configuration

program and SRAM micro-operation contents themselves are much smaller.l*] Final determination and
validation of whether an update can be applied to a processor is performed during decryption via the
processor.[26] Each microcode update is specific to a particular CPU revision, and is designed to be
rejected by CPUs with a different stepping level. Microcode updates are encrypted to prevent tampering
and to enable validation.[20]

With the Pentium there are two layers of encryption and the precise details explicitly not documented by
Intel, instead being only known to less than ten employees.[21]

Each block IS encoded differently, and the majority of the 2,000 bytes are not used as connguration
program and SRAM micro-operation contents themselves are much smaller.!!! Final determination and
validation of whether an update can be applied to a processor is performed during decryption via the
processor.[18] Each microcode update is specific to a particular CPU revision, and is designed to be
rejected by CPUs with a different stepping level. Microcode updates are encrypted to prevent tampering
and to enable validation.[20]

With the Pentium there are two layers of encryption and the precise details explicitly not documented by
Intel, instead being only known to less than ten employees.[21]




Getting access to these microprograms
&  Download an update and extract it?

e Extract from running system?



Type="SNB" >
<_tdefDevice steppings="A0,A1,B0,B2,C0,C1,D00,D1,D2,J0,J1,P0,00">
{StateDefs>
<StateDef>
<State _name="ms_ram_by rf" _description="The MS patch RAM">
<Dimension _name="set"” _instances="127:0">
<Field _name="RF_9(31:0)" />
<Field _name="RF_8(31:0)" />
<Field _name="RF_7(31:0)" >
<Field _name="RF_6(31:0)" />
<Field _name="RF _5(31:0)" >
<Field _name="RF 4(31:0)" ,>
<Field _name="RF 3(31:0)" />
<Field _name="RF 2(31:0)" ,>
<Field _name="RF_1(31:0)" />
<Field _name="RF_0(31:0)" />
</Dimension>
<sState>
<Operation Type="Read" Scope="set">
<Procedure Name="Readms ram_by rf">
<Param Name="set" />
<LDatSetup UnitSel="0x3d3" >
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Getting access to these microprograms

&  Download an update and extract it?
R

e Extract from mask ROM?
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left array readout circuits




First attempt

https://github.com/AdamLaurie/rompar




Better photos
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pladecode
https://github.com/peterbjornx/pladecode

e Decodes mask-programmed ROM and PLAs

e Outputs
o  Csimulator code for PLA
o  Text representation of ROM

e Qt based Ul exposes all state
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readout circuits:
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CONTROL
FIELD FOR
INDIRECT

ACCESS OF
OTHER
REGISTERS

226

OPCODE
FIELD

IMMEDIATE




PREFIX ~~ CONTROL
MACRO- . VECTORS / INFORMATION
INSTRUCTIONS
: 576 574

OPCODES
AND
OPERANDS 570

MACRO-ALIAS

MICROCODE REGISTERS

SEQUENCING
UNIT

I
CONTROL (4X) FIRST | SECOND | THIRD i FOURTH
1

CUOP | CUOP CUoP cuop
REGISTER | REGISTER | REGISTER | REGISTER
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AND column readout
and
OR column drivers
*46

OR

plane
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Finding fields by comparison

OPCODE+—@E 00 00 push cs

A: 800124800000005C00

B: 000551000080000C60

C: OFFB9500006A000899 — 1_

D: 4084406A6A000O0BOAZ t getsegse ( $ Seg)
160000 store...

OPCODE-—16 00 00 push ss

A: 800114800000005C00

B: 000S81000080000C60
C: OFFBY9500006A000899
D: 4084406A6A0O00OBOAZ




Mapping this onto the ROM

432+24+48+420 = 924 columns per physical row
72 bit microinstruction word
3 microinstructions per cycle from ROM

128 rows per block



Row interleaving
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Indexing rectangles...
found 111 named rectangles
found 111 named rectangle
found 111 named rectangle

Assigning rectangle ids...

after metal 1
af ter metal 2
after metal 3

(re)named 177 rectangles, for a total of 288 in metal 1
(re)named 1531 rectangles, for a total of 1531 in metal 2
(re)named 1357 rectangles, for a total of 1357 in metal 3

Indexing vias
found © named vias fter via 1 to 2
found © named vias after via 2 to 3

Assigning via ids...
(re)named 158 vias, for a total of 2
(re)named 252 vias, for a total of 2

Indexing nets
found 160 nets after metal 1
found 216 nets after metal 2
found 216 nets after metal 3
found 216 nets after via 1 to 2
found 216 nets after via 2 to 3

Assigning rectangles to nets
assigned ZBB rectangles in metal 1,
assigned 1531 rectangles in metal 2,

in via 1 to 2 layer
in via 2 to 3 layer

generating 70 new nets
gen

rating 996 new ne

assigned 1357 rectangles in metal 3, gemerating 1152 new nets

Assigning vias to nets...
igned 158 vias in via 1 to 2, ge
igned 252 vias in via 2 to 3, g

Initial index and assign pass
total 3176 rectangles acro:
total 410 vias across all layers

rating 158 new nets
rating 252 new nets

layers

total 2844 nets, of which 2628 newly autogenerated

Determining intra-layer connectivity...

found 58 already connected, 11 new endpoint joins in metal 1, merging away 11 nets
found 453 already connected, 125 new endpoint joins in metal 2, merging away 125 nets
found 84 already connected, 108 new endpoint joins in metal 3, merging away 108 nets

Inferring vias...

found 596 already connected, 421 new endpoint joins

found 557 already connected, 1172

Determining via connectivity

found O already connected, 451 new bet

v metal 1 and via 1 to Z, merging away 451 nets

found 426 already connected, 27 new between metal 2 and via 1 to Z, merging away Z7 nets
found 7 already connected, 1204 new between metal 2 and via 2 to 3, merging away 1204 nets
found 308 already connected, B85S new between metal 3 and via 2 to 3, merging away 885 nets

Flushing net information to rectangles already in SUG..

updated 70 ne in metal 1
updated 996 nets in metal 2
updated 115Z nets in metal 3

Flushing net information to vias already
updated Z nets in via 1 to 2
updated 14Z nets in via 2 to 3
found 1295 vias not in SUG

Adding new vias to SUG...

Writing output file sug-edited3.svy. ..
pbx@theseus :/med ia pbx,29CD-5993,d4p$ [

in SUG...

between metal 1 and 2, of which 126 already had vias
w endpoint joins between metal 2 and 3, of which 1?2 already had vias

38267
39259
40 256
41 z66
42270
43 z4
44 z6

85z12
86 z5
87217
88z11
89210
90z18
91219
9229
93z7
94 z20
95z41
96 z8
97239
98 z42
99 z68
100 z40
101 z43
102z71
103 z49
104 z21




Google find!

AP-526

D.3. Uop Pseudocode for Macroinstructions

Following is a description of the timing tables.
Example timing:
HDR: "IMUL rm32" ¢ 11110111 11.101.sss
e FLOW tmp0 = int_mul.port0.latencyd(EAX, REG_sss)
EAX := mowve.port01.latency1(tmp0);
EDX := portQ.latency1(Tmp0, const);
Where:
“IMUL rm32" s

[s the Intel Macro Instruction:




Putting it to use

s "SID™: ( 11111101
: TMP5= Port 01.latency 1(ArithELA
: TMP5= Port_01.latency 1(TMP5, 000010000
: SystemFlags= Port_01.latency 1(TMP5, #0xA
sink= move.Port_01.latency 1(CONST

OPCODE: FD 00 00
: 01C0088F9283800001 TMPS
: 06060000038383C100 | TMPS

: 06050400038F83COAD|SystemFLAGS :

. 060010000000800002 SINK

SystemFLAGS,ArithFLAGS OP:1C0 LSEG:® IMM:000 f0:1 f1: 0 f2:0 f3:
CONST , TMP5 OP:606 LSEG:0 IMM:010 f0:0 f1:16 f2:0 f3:
CONST , TMP5 OP:605 LSEG:0 IMM:00A f0:0 f1:16 f2:0 f3:
CONST , CONST OP:600 LSEG:0 IMM:000 f0:2 f1: 0 f2:0 f3:




The microinstruction encoding, so far.

e The obvious 3 operand form fields: opcode, srci, src2, dest
e FlowMarker:
o Indicates Beginning Of Macroinstruction (BOM), End of Macroinstruction (EOM) and other
flow control metadata



Instructions and Opcodes

LEA: This instruction is optionally included in the hybnid
execution unit 35. If it is to be included, the hybrid execution
unit 35 will also have 1o include a 3 input adder which, in
a preferred embodiment, would consist of a 3-to-2 reducer
leading into a 2-input Kogge-Stone adder. The LEA instruc-
tion returns an effective address calculated from a basc
which is on the lower bits of source 2, and index which is
on source 1 and a displacement which is on the upper bits of
source 2 (also referred 1o as LEA source 3), and a scale
which is bits [5:4] of the Uopcode. The result is right aligned
to bit 0 of the result. The base is shifted left by the amount
of the scale and added to the index and the displacement.
The size of the data returned is determined by the LEA
modifier. The ASZ16 modifier returns 16 bit data. The
ASZ32 modifier returns 32 bit data. For each modifier, the
upper data bits are forced to zero. No flags are returned. If
implemented, this instruction follows the following formula:

INTEXTRACT: This instruction returns portions of the
source 2 input data right aligned to bit [0] of the result,
according to the INTEXTRACT modifier. The HI32 modi-
fier returns source 2 bits [63:32]. The HI16 modifier returns
source 2 bits [31:16]). The UP32 modifier retlums source 2
bits [66:35]. For cach modifier, the upper data bits are forced
to zero. The flags associated with the source 2 input data are
returned. The result data is set as follows:

flags := src2 fags
INTEXTRACT.HI32

data out := “0::54 & src2[63:32]
INTEXTRACT.HI16

data out ;= ‘0::70 & src2[{63:48)
INTEXTRACT.UP32

data out := ‘0::54 & src2[66:35]

flags :='0

LEA.ASZ16
data := 0::70 & (srci1[15:0) + src2{15:0] SHL
uop[5:4) + src2[47:32))

LEA.ASZ32

data :='0::54 & (srcl[31:0] + src2{31:0] SHL
ua:{j;d] - src2[6;‘;§2|) e U85574942A




MACRO-ALIAS REGISTERS

316
CUOP REGISTER
318
CUOP IMMEDIATE CUOP ALIAS
FIELD

I B B
> > 1

LITERAL
INTEGER ALIAS FIELD

SIGN
EXTENSION COE%LANT DECODER

UNIT 380

ALIAS MUXES

MACRO-  MICRO- AUOP
BRANCH BRANCH  LITERAL ~ CONSTANT MAR 384
IMMEDIATE IMMEDIATE IMMEDIATE IMMEDIATE IMMEDIATE

DATA  DATA DATA DATA DATA
MAIN QUEUE
5:1 MUX

390 DUOP IMMEDIATE
FIELD




Immediate Operands

e Only 9 bits for Immediate

e Immediate Alias Control field selects source for “immediate” data
o  0x11 seems to select Macroinstruction Alias, IMM field selects which MAR register
m O0x0O Macroinstruction Immediate
m 0xl0 REG_Op_Size (Operand size in bytes)
m Oxll virt_ip
m Oxl2 next_virt_ip

e 0x04 seems to be used for sign-extended literal, where the data is signext(IMM)
e 0x16, 0xOE also seem to be literal?
e Constant ROM¢



Registers: LSrc1,2 and Dest

Index | 0x00 | 0x08 | 0x10 | Ox18 0x20 0x28 0x30 0x38
0 CONST | AL | ST(0) AX EAX
1 SINK |CL | ST(1) CX ECX
2 TMPO | DL | ST(2) DX EDX
3 TMP1 |BL | ST(3) BX EBX
4 TMP2 | AH | ST(4) FCC SP ESP
5 TMP3 | CH | ST(5) ArirthFlags | BP EBP
6 TMP4 | DH | ST(6) | FSW S| ESI

7 TMP5 | BH | ST(7) | SystemFlags DI EDI




Registers: LSrc1,2 and Dest

Ind | Ox50 | 0x70 0x88 OxA8 0xCO 0xC8

ex

0 (E)AX | (E)AX REG_sss
1 (E)CX | (E)CX

2 MMX Source | (E)DX | (E)DX

3 (E)BX | (E)BX

4 ST(i) (E)SP | (E)SP Reg in Opcode | REG _ddd
5 (E)BP | (E)BP

6 MMX Dest (E)SI (E)SI

7 (E)DI (E)DI




Segments

IDTR?

LINSEG?

PHYSEG?

Index 0x00 0x08
0 SEG_SINK ES

1 CS
2 SS
3 DS
4 FS
5 GS
6 GDTR

7 LDTR TR




Control registers
Shown microcode is CNL, from Github

UZ4ad wrmsr_apicbase_continue:

UzZ4ad BTS_DSZ64 THPS < SRC_SXQA » TMPS » THPS » Ko #

U24ae UJMPCC_DIRECT_TAKEN_CONDNB < CONST_O , TMPS , UROM_SINK , KO # , XR: UBB4c wrmsr_past_rsud_bit_check

Uz4af MOVEFROMCREG_DSZ32 THP9 < CONST_© » Ox6f7 » THP9 . Ko # Lit in SRC_SXQA, ©Ox6f7 = CORE_CR_RR_MODE
Uz4b0 ANDOR_DSZ32 THP9 < TMP2 » THMP9 » THMP9 » KO #

U24b1 MOUVEFROMCREG_DSZ32 THPD < CONST_© , OxZec » THPD , Ko # Lit in SRC_SXQA, ©x2ec = PMH_CR_SMRR_BASE
uz4bz MOVEFROMCREG_DSZ32 THP? < CONST_© ; OxZee » THP? » KO # Lit in SRC_SXQA, ©OxZee = PMH_CR_SMRR_MASK
Uz24b3 UCALLPARAM_DIRECT < CONST_O ,» CONST_© » UROM_SINK » KO # , XR: Ua050 check_apic_base_owverlap with_smrr
Uz24b3 IMPLIED JUMP TO Ua®50 check_apic_base_overlap with_smrr

UzZ4b4 MOVEFROMCREG_DSZ32 THPD < CONST_®© » Ox2ff » THPD » Ko # Lit in SRC_SXQA, OxZff = PMH_CR_SMRRZ_BASE
UzZ4bS MOVEFROMCREG_DSZ32 THP? < CONST_O » Ox282 » THP? » K@ # Lit in SRC_SXQA, ©Ox282 = PMH_CR_SMRRZ_MASK
U24b6 UCALLPARAM_DIRECT < CONST_O , CONST_© , UROM_SINK , KO # , XR: Ua®50 check_apic_base_overlap_with_smrr

Uz4b6 IMPLIED JUHMP TO Ua®5© check_apic_base_overlap with_smrr



Some example microcode flows: DIV

TMPZ := WUCONCAT( EDX, EAX )
TMPO := DIVU(C TMPZ, REG_sss )
EAX = MOVEC TMPZ )

EDX = INTEXTRACT.HI3Z2( TMPO )



Some example microcode flows

[ sSbase |

TMP?
TMP2
TMPB
REG_36
SINK
TMP4
THP3
EDI_30
ESI_30
EBP_30
ESP_30
EBX_30
EDX_30
ECX_30
EAX_30
REG_36
SINK
TMP9
REG_36
TMPA
REG_36
TMPA
REG_36
THPA
REG_36
THPA
REG_36
TMPA
REG_36
TMPA
TMP1
REG_36
TMPA
REG_36
TMPA

L[ | 1 | | | | [ | | | B 1}

{1 | A 1 | 1 | | | | 1 | 1 | Y | | A 1}

0P_032
ADD_DSZN
LOAD_200
LOAD 200
MOUVETOCREG
LDAD_200
LOAD_200
LOAD_200
LOAD_200
LOAD_200
LDAD_200
LOAD_200
LOAD_200
LOAD_200
LOAD_200
LOAD_Z00
MOUETOCREG
LOAD_200
LOAD_200
WRSEGFLD
LOAD_200
WRSEGFLD
LOAD_200
WRSEGFLD
LOAD_200
WRSEGFLD
LOAD 200
WRSEGFLD
LOAD_200
WRSEGFLD
LOAD_200
LOAD_080
MOUVETOCREG
LOAD_200
WRSEGFLD

(CONST_Oe_171
(THP?
(CONST_06_000
(Ox-0000094
(CONST_Oe_06b
(Ox-0090088
(0x-000006C
(0x-0000010
(0x-0000014
(0x-0000018
(0x-000001C
(0x-0000020
(0x-0000024
(0x-0000028
(Ox-000002C
(0x-0000030
(CONST_Ge_17d
(0x-0000034
(0x-0000038
(0x00000004
(0x-000003C
(TMPA
(0x-0000040
(THPA
(Ox-0000044
(THPA
(Ox-0000048
(TMPA
(0x-000004C
(TMPA
(0x-0000050
(0x-00000DC
(CONST_Oe_161
(0x-0000054
(THPA

CONST_Ge_171
CONST_Oc_07c
TMP2
TMP2
REG_36
TMPZ
THP2
TMP2
TMPZ
TMP2
TMP2
TMPZ
TMPZ
THPZ
THPZ
THPZ
REG_36
TMPZ
THP2
REG_36
TMPZ
REG_36
TMPZ
REG_36
TMPZ
REG_36
TMPZ
REG_36
TMPZ
REG_36
TMPZ
TMPZ
REG_36
TMPZ
REG_36

B o N B

IMM:
IMM:

LSeg:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMH:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:

171

7c Uz: 20
SEG_01
1fc LSeg:
6b

1f8 LSeg:
1f4 LSegq:
1f0 LSeg:
lec LSegq:
1e8 LSeq:
1e4 LSeg:
1e0® LSeg:
1dc LSeg:
1d8 LSeg:
1d4 LSeg:
140 LSegqg:
17d

1cc LSeg:
1cB LSeg:
04 LSeg:
1c4 LSeg:
04 LSeg:
1cO LSeg:
04 LSeg:
1bc LSeg:
04 LSeg:
1b8 LSeq:
04 LSegq:
1b4 LSeg:
04 LSeg:
1bO LSeg:
124 LSeg:
101

lac LSeg:
04 LSeg:




Some example microcode flows

TMPA
THMPA
SINK
TMP3
THMP3
SINK
THMP3
TMP4
TMPS
THPZ
TMP6
THMP6
TMPS
TMP6
SINK
SINK
SINK
THPS
TMP3
THP?
SINK
SINK
THMP3
TMP4
SINK

0P_032
BTEST_DSZN
0P_313
RDSEGFLD
BTEST_DSZN
0P_313
LOAD_100
SHR
AND_DSZN
SUB_DSZN
SHR

0OP_624
LOAD_100
AND_DSZN
0P_315
0P_098
SETcc_NS
MOVE_DSZN
MOVE_DSZN
MOVE_DSZ16
MOVETOCREG
(1) A [0)
MOVE_DSZN
0OP_120
SIGEVENT

(CONST Oe_022
(TMPA

(TMPA
(Ox00000001
(TMP3

(TMP3
(Ox00000066
(TMP1

(TMP1
(CONST_0Oe_004
(CONST_Oe_0Of
(TMP6

(TMP4

(TMPS

(TMP6
(CONST_©O
(CONST_©
(CONST_©
(CONST_©
(CONST_©
(CONST Oe_16e
(CONST 0
(0x0C1

(Ox06D

(TMP4

L . T T . L T S R

CONST_Oe_022
Ox00D

TMP6
Ox00000001
OxO0B

TMPS
Ox00000066
0x003
Ox007

TMP2

TMP2

TMPS

TMP3

TMP6

TMPS
REG_33
REG_33
ESI_30
EDI_30
ECX_30
REG_33
TMPO

Ox0C1
Ox00D

TMP3

IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:
IMM:

LSeg:

IMM:

IMM:

IMM:
IMM:

22

0d

86

01 LSeg: TR
Ob

199 UZ: 8

66 LSeg: TR UZ: 20

03
o7
04
of
TR

199

16e

cl
0d



Some example microcode flows

EBX_30
ECX_30
EDI_30
ESI_30
ESP_30
EBP_30
EDX_30
REG 34
EDX_30
DH

REG 37

MOUE_DSZN
MOUE_DSZN
MOUE_DSZN
MOVE_DSZN
MOUE_DSZN
MOVE _DSZN
OP_032

OP_52F

OR_DSZN

MOUE_DSZ8
MOUE DSZN

(CONST_0O
(CONST_0O
(CONST_©
(CONST_©
(CONST_0O
(CONST_©O

(CONST_Oe_18c

(Ox1FO
(EDX_30
(Ox006
(OxOFF

- - - - - - - - - - - ~

CONST_©
CONST 0
CONST 0
CONST_©
CONST 0
CONST_©

CONST_©Oe_18c

Ox1F0O
Ox060
Ox006
OxOFF

w e w w w o o o o o N

IMM:
IMM:
IMM:
IMM:
IMM:

18c
1f0O
60
(0]3)

ff U2:

20



Future work

e Complete ROM extraction:

o Finish capturing all ROM blocks (3/6 done)
o Determine uopcode[6] column

Map out more opcodes and registers
Determine Entry Point PLA input format and extract macro-op entry points
Find constant ROM

Map out CRBUS addresses
Determine update encryption mechanism
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