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WHO ARE WE?

• Douglas McKee

• Principal Engineer & Sr Security Researcher for McAfee’s Enterprise Advanced Threat Research team

• 12+ years experience in vulnerability research, penetration testing and forensics

• @fulmetalpackets

• Philippe Laulheret 

• Senior Security Researcher for McAfee’s Enterprise Advanced Threat Research team

• 10+ years in hacking the planet: C/C++ dev, CTFs, Embedded Security, 

Reverse Engineering, Hardware Hacking, Vulnerability Research, etc.

• @phLaul



B. BRAUN INFUSOMAT

• B. Braun Infusomat Large Volume Pump

Model 871305U 

• SpaceStation Model 8713142U 

• Running - SpaceCom

• Released in 2017

• “An infusion pump is a medical device 

that delivers fluids, such as nutrients 

and medications, into a patient’s body 

in controlled amounts.” - FDA



PAST RESEARCH

• ManiMed (2020)

• Overview of medical device security ordered by German BSI 

• Pacemaker + Insulin pump hack (Billy Rios + Jonathan Butts @ Blackhat 2018)

• Announcement of FDA's CYMSAB

• CYMSAB = CyberMed Safety (Expert) Analysis Board



SYSTEM ARCHITECTURE





SYSTEM ARCHITECTURE



IMPORTANT APPLICATIONS

• Json-dbus-bridge

• Listens on 80/443 for GET/POST requests

• Used for Wi-Fi configuration

• Open source!

• PCS

• Processes commands from the management 

software 

• Listens on port 1500 for proprietary 

protocol/commands

• Commands sent in cleartext  

• Updates drug library, calibration data and pump 

settings



DIVIDE AND CONQUER

• Constraints

• Limited lab access 

• Work done in Texas & France (6h time difference) 

• Approach

• Split the two logical components 

• RE the firmware and pwn communication module

• Meet in the middle with compromised com module and firmware w/ interesting attack 

vectors uncovered



THE PUMP FIRMWARE









GETTING THE FIRMWARE OUT



IMPORTING IN IDA?

• Support for M32C/80

• We have a M32C/83, close enough….

• Finding the load address?

• Common way

• Strings, pointers, interrupt table ⇒ guess best candidate

• Datasheet!



DATASHEET + MANUALS





MEMORY MAP

Datasheet: There are function pointers at 

0xFFFFDC - 0xFFFFFF 

Result when we load the FW at 0xE00000



MEMORY MAP – IDA 

• Two sections of code

• Main application (0xF2E4CE – 0xFEFC00)

• Bootloader / Monitor code (0xFF9000 – 0x0FFE6E4)

• Segments as defined in IDA

• Special Function Register

• Internal RAM (used by RTOS)

• Application RAM

• Flash: Configuration, Calibration

• Flash: Code





PERIPHERALS OF INTEREST

• How the firmware communicates with the rest of the world:

• UART

• CAN bus

• Tons of I/O pins

• A/D and D/A converters

→ useful for physical processes

• Two ways to find them

• SFR 

• Interrupt handlers



FINDING THE FUN VECTORS

• SFR (Special Function Registers)

• Special Memory [0x0, 0x400]

• Read/Write/Configure devices

• Can be XREF-ed 

• Interrupt handler

• Addr in INTB register

• Function ptr triggered when 

something interesting happens

• UART, CAN, Timers, …











INTERNAL DATABASE

• Used for storing data and/or triggering actions

• Higher-level interface exposed over the CAN bus.

• Key names  can be retrieved from auxiliary software

→ PCS binary 

• Entry contains: 

• Types

• Allowed Range

• Unit

• Precision 

• Callback Function 

• Etc.







HUNTING FOR BUGS





FORMAT STRING EXPLOITATION





MANY MOONS LATER….

• Leak content of memory layout using 

%x

• Use %n to

• Overwrite an address in the PLT with the 

address of system

• Return to libc attack

• Gained user level access



PRIVILEGE 
ESCALATION

• Leveraging insecure .tar 

handling to create a 

privilege escalation 

(ManiMed)

• Binary patch configExport to 

run attacker script as root



WE GOT ROOT, FINISHED?

• POC || GTFO 

• How do we control the pump’s 

critical OS with root access?

• Previous reports indicate root 

access could not cause “patient 

harm”

• Realistic attack scenario



HACKING THE PATIENT



NO SYMBOLS, NO PROBLEM



PCS CAN OPERATOR DATATYPES



BUILDING A CAN OPERATOR

• Cause canbus objects to be constructed

• DOWNLOAD commands don’t require a 

file

• UPLOAD commands validate a file

• Pump config commands deal with 

critical pump settings



UNDERSTANDING THE CALL CHAIN

1. activateServiceMode

2. disableFlashProtection

3. performUpload/restoreBackup

1. Triggered by sending DOWNLOAD_PUMP_CONFIG command 

2. Results in PumpConfigCanOperator

4. While we have data to write

1. getPayloadBufferFromValue – helper function to prepare for setSvcData

2. setSvcData – write data to flash chip

5. enableFlashProtection

6. deactivateServiceMode



USING GDB FOR FUN AND PROFIT

• Install “malware” → GDB

• Attach to PCS

• Breakpoint to grab PumpConfigCanOperator

• Execute function call chain to modify data

• Profit! But what to write where??



CRITICAL DATA



WHAT DATA CAN WE MESS WITH?

• Drug Library

• Safety net to avoid improper posology

• Lots of data structure to reverse

• Most of what we can tamper with is going to be shown on screen 

• Calibration Data + Disposable Data

• Internal parameters on how the device and disposable (tubes) operate

• Servicing information → invisible to end user (nurse/doctor) 







• Allow the pump to handle different infusion tubes 

(different volume, rates, …)

• TUBE_HEADVOLUME

• “Amount” of drug per squeeze of the pump

• Used for calculations

• Wrong value → incorrect volume estimation → over/under 

delivery

DISPOSABLE DATA



MODIFYING CRITICAL DATA

• What? 

Disposable Data → TUBE_HEADVOLUME

• Where? 

Flash Memory → Internal Database 

• How? 

• gdb + PCS → SetSvcData → CAN messages 

• Requirements

• Must account for multiple CRCs

• First erase existing disposable data
HACK THE PATIENT!!!



PUTTING IT ALL TOGETHER



IMPACT

“Something as routine as correcting a 

person’s high blood sugar or sodium 

level too quickly can cause the brain to 

swell or damage the nerves which can 

lead to permanent disability or even 

death.” 

Dr. Shaun Nordeck

• Manipulating medication dosage 

can be fatal

• Ransomware 

• FBI reported $61 million 

earned in 21months

• University of Vermont Medical 

Center

• October 28th 2020

• 75% of active chemotherapy 

patients being turned 



MEDICAL INDUSTRY COMMON PITFALLS

• Device lifecycle

• Patching is costly

• Designed for safety rather than security

• Everything is trusted

• CAN gets connected to WIFI

• Technical debt



TL;DR

• 5 CVEs discovered (highest a CVSS 9.7)

• Remotely compromised a B.Braun Infusion 

Pump

• Exploitation can lead to overdosing

• Infusion pumps are popular →$54B in 

sales worldwide

• Mitigations for medical devices are hard

• Worldwide hacking collaboration is fun!



QUESTIONS?
THANK YOU!!!

@FULMETALPACKETS

@PHLAUL

HTTPS://WWW.MCAFEE.COM/ENTERPRISE/EN-US/THREAT-CENTER/ADVANCED-THREAT-

RESEARCH.HTML


