OVERMEDICATED

y , | BREAKING THE SECURITY BARRIER OF A B.BRAUN INFUSION
PUMP

4
H

Philippe Laulheréf




Douglas McKee

@fulmetalpackets

\\5 WHO ARE WE?

®* Douglas McKee
® Principal Engineer & Sr Security Researcher for McAfee’s Enterprise Advanced Threat Research team
®* 12+ years experience in vulnerability research, penetration testing and forensics

* @fulmetalpackets

* Philippe Laulheret

® Senior Security Researcher for McAfee’s Enterprise Advanced Threat Research team
® 10+ years in hacking the planet: C/C++ dev, CTFs, Embedded Security, :
Reverse Engineering, Hardware Hacking, Vulnerability Research, etc.

°* @phLaul




B. BRAUN INFUSOMAT

® B. Braun Infusomat Large Volume Pump
Model 871305U

® SpaceStation Model 8713142U

® Running - SpaceCom

® Released in 2017

® “An infusion pump is a medical device

that delivers fluids, such as nutrients

and medications, into a patient’s body

in controlled amounts.” - FDA



PAST RESEARCH

®* ManiMed (2020)

®* Overview of medical device security ordered by German BSI

® Pacemaker + Insulin pump hack (Billy Rios + Jonathan Butts @ Blackhat 2018)
® Announcement of FDA's CYMSAB
* CYMSAB = CyberMed Safety (Expert) Analysis Board
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SYSTEM ARCHITECTURE

&0
1500
| a0 | 4002 |
OPEN PORTS

Main
Application

RTOS FIRMWARE

Bootloader Database ) PCS BCC SSH DB2JS
I CANON | BARCODE | PROFTP | LIGHTTPD

WATCHDOGD DATA_UPDATER
AUTOPROGRAMMING JSON-DBUS-BRDIGE

EMBEDDED LINUX

PROCESSES

CAN

Controller Flash

|:::| o
ell)e
PowerPC % {:} ‘~‘“’¢ g
ARM CPU Laird Linux Lighttpd
Ethernet

Battery
Power Mgmt

MOTORS SENSORS

HARDWARE

INFUSOMAT

\
|
|
|
|
|
|
|
|
|
|
|
|
|
|
I

S .

SPACECOM

SPACE STATION



IMPORTANT APPLICATIONS

® Json-dbus-bridge

®* Open source!

* PCS

@ .

Listens on 80/443 for GET/POST requests

Used for Wi-Fi configuration

Processes commands from the management

software

Listens on port 1500 for proprietary

protocol /commands
Commands sent in cleartext

Updates drug library, calibration data and pump

settings

i [iee
443 1500
4001 4002

OPEN PORTS

PCS

BCC

DB2JS

BARCODE

PROFTP

LIGHTTPD

5

WATCHDOGD

DATA UPDATER

AUTOPROGRAMMING

PROCESSES

JSON-DBUS-BRDIGE

EMBEDDED LINUX
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DIVIDE AND CONQUER

® Constraints
®* Limited lab access

®* Work done in Texas & France (6h time difference)

® Approach

* Split the two logical components

COAHUILA

| , Y e
Mk _

I TAMAULIPAS

® RE the firmware and pwn communication module

* Meet in the middle with compromised com module and firmware w/ interesting attack

vectors uncovered
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GETTING THE FIRMWARE OUT
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IMPORTING IN IDA?

Q Disassembly memory arganization

RAM

|:| Create RAM section

® Support for M32C/80 RAM start address

RAM size

®* We have a M32C/83, close enough....

ROM

° ° Create ROM section
® Finding the load address? -

ROM start address
¢ Common way ROM size

® Strings, pointers, interrupt table = guess best candidate Tnput file

Loading address
® Datasheet! File offset

Loading size

Additional binary files can be loaded into the database using the

"File, Load file, Addtional binary file" command.




DATASHEET + MANUALS
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00000018
00040018

00080018

10000016

20000048

30000016

40000018

Single-Chip
Mode

Memory Expansion Mode

Mode 0

Mode 1

Mode 2

Mode 3

Microprocessor Mode

Mode O

Mode 1

Mode 2

Mode 3

SFR

SFR

SFR

SFR

SFR

SFR

SFR

SFR

SFR

Internal RAM

Internal RAM

Internal RAM

Internal RAM

Internal RAM

Internal RAM

Internal RAM

Internal RAM

Internal RAM

Mot Used

CO00001E

E0000016

E0000016

FO000016
FFFFFF16

Reserved Space

Reserved Space

Reserved Space

Reserved Space

External Space 0

[o55]
2M bytes!)
External Space 0

External Space 1

cs2
2M bytes
External Space 1

CS1
4M bytes ()
External Space 0

Mot Used

‘CS1, 1M byte
Extermal Space 0

CS2, 1M byte
External Space 1

Resenved Space

Reserved Space

Reserved Space

Resenved Space

External Space 0

Csi1
2M bytes (1
External Space 0

Mot Used

DRAM-
Connectable
Space 0,

0.5 to 8M byte
{Available as
external space
when DRAM is not
used)

(External Space 2)

DRAM-
Connectable
Space 0,

0.5 to 8M bytes (
Remaining space
cannot be used if
empty space is
less than 8M
bytes)

(Extemal Space 2)

DRAM-
Connectable
Space 0,

0.5 to 8M bytes|
Remaining space
cannot be used if
empty space is
less than 8M
bytes)

(External Space 2)

Mot Used

(Cannot be used
as DRAM-
connectable
space or external
space)

External Space 3

Cs0
2M bytes
External Space 3

Mot Used

CS0
3M bytes
External Space 3

CS3, 1M byte
External Space 2

Mot Used

CS0, 1M byte
External Space 3

Reserved Space

Reserved Space

Reserved Space

Reserved Space

Internal ROM

Internal ROM

Internal ROM

Internal ROM

Internal ROM

External Space 1

DRAM-
Connectable
Space 0,
0.5 to 8M bytes(
Available as
external space
when DRAM is nof
used)

(External Space 2)

External Space 3

Cs2
2M bytes
External Space 1

cs1
4M bytes?)
External Space 0

Mot Used

CS1, 1M byte
External Space 0

TS2, 1M byte
External Space 1

Mot Used

DRAM-
Connectable
Space 0,

0.5 to 8M bytes(
Remaining space
cannot be used if
empty space is
less than BM
bytes)

(External Space 2)

DRAM-
Connectable
Space 0,

0.5 to 8M bytes
(Remaining space
cannot be used if
empty space is
less than 8M
bytes)

(External Space 2)

Mot Used

Cs0
2M bytes
Extemal Space 3

CS0
4M bytes
External Space 3

Mot Used

(Cannot be used
as DRAM-
connectable
space or external
space)

CS3, 1M byte
External Space 2

Mot Used

C30, 1M byte

External Space 3

NOTES:
1. 20000016-00800016=2016K bytes. 32K bytes less than 2M bytes.
2. 40000016-00800016=4064K bytes. 32K bytes less than 4M bytes.

The WCR register determines how many wait states are inserted for each space CS0 to CS3.




MEMORY MAP

Datasheet: There are function pointers at
OxFFFFDC - OxFFFFFF

00000016

00040016

DOTFFF16

00BOOD1E

FO0D00s

FBOD0015

FFFFFFIs

NOTES:

SFR

Intermnal RAM

Rezserved Space

External Space(1

Reserved Spacel2)

Intemal ROKME

FFFEDD1&

! FFFFDC16

FFFFFFis L

1. In memary expansion and microprocessor modes

Special Page
‘\fector Table

Undefined Instruction

Owerflow

[ BRK Instruction

F Address Match ]

Watchdog Timer(4)3

MM

Reset

:BOFFFFDC
:00FFFFEO
:0OFFFFE4
:00FFFFES
:@OFFFFEC
:0OFFFFFO
:OOFFFFF4
:0OFFFFFS
:0OFFFFFC
:BOFFFFFC

1: QOFFFEFC

off F121BC

of f_FFFFFC

3

end of

"ROM’

unk_E00000

Result when we load the FW at OxEO000O0

int fixed default
int fixed default
int fixed default
int fixed default
int fixed default
int fixed default
int fixed default
int NMI
reset_interrupt

; DATA XREF:

; tlash_sectq

tlash_calib _data checksum
ft1lash_ADIDATACHKSUM
tlash_disposable

unk_E08000
off_E0AD0O
unk_EBC0O00
unk_EGE000
unk_E10000
byte E20000
unk_E30000
unk_E40000
unk_E50000

2. In memary expansion made. This space becomes extemnal space in Microprocessor mode.

3. This space can be used in single-chip made and memory expansion made. This space becomes extermnal
space in microprocessor mode.

4. Watchdog timer intermupt, oscillation stop detection intermupt, and low voltage detection intermupt share vectors.,

unk_E60000
unk_E70000
unk_ES0000




MEMORY MAP - IDA

; |
b

Library function [l Regular function ] Instruction Data Unexplored External symbol ] Lumina function

®* Two sections of code
® Main application (OxF2E4CE — OxFEFCOO)
* Bootloader / Monitor code (OxFF9000 — OxOFFEGE4)

®* Segments as defined in IDA

o . . . MName Start End
Special Function Register 5
85| SFR 00000000 00000400
* Internal RAM (used by RTOS) 2] SystemMem 00000400 0000GFFF
* Application RAM %] Global_mem 00200000 002FFFFF
. . . . 48| Flash QOEQOOOD O0F00000
® Flash: Configuration, Calibration l% ROM DATA 0000000 QOFEACE
ALY Fal
[

Flash: Code 25| ROM O0F2E4CE 01000000




GETTING
STARTED

DUMP FW — IMPORT IN IDA

P

EXPLORATION




PERIPHERALS OF INTEREST

® How the firmware communicates with the rest of the world:

¢ UART Peripheral |I/O Port 123 /O pins and 1 input pin

Function |Multifunction Timer Timer A: 16 bits x 5 channels, Timer B: 16 bits x 6 channels
o C AN bUS Three-phase motor control circuit

Intelligent I/O Time measurement function: 16 bits x 12 channels
* Tons of 1/O pins

Waveform generating function: 16 bits x 28 channels
Communication function (Clock synchronous serial /0, Clock asynchronous se-
rial /O, HDLC data processing, Clock synchronous variable length serial /O,

) A/D Gnd D/A converters IEBus(!), 8-bit or 16-bit Clock synchronous serial 1/0)
Senal /O 5 Channels
ful f PvEicel Clock synchronous serial I/0, Clock asynchronous serial /0, IEBus(]
— usetu or p YSICCI processes CAN Module 1 channel Supporting CAN 2.0B specification

A/D Converter 10-bit A/D converter: 2 circuit, 34 channels

* Two ways to find them

DMAC 1l Can be activated by all peripheral function interrupt sources
® S F R Immediate transfer, Calculation transfer and Chain transfer functions

CAS before RAS refresh, Self-reflesh, EDO, EP
CRC-CCITT

® Interrupt handlers XY Converter

Watchdog Timer

Interrupt
Clock Generation Circuit

Oscillation Stop Detect Function

16 bits x 16 bits

15 bits x 1 channel {with prescaler)

42 intemnal and 8 external sources, 5 software sources, Interrupt priority level: 7

4 circuits

Main clock oscillation circuit(*), Sub clock oscillation circuit(*), On-chip oscillator,
PLL frequency synthesizer

(*)Equipped with a built-in feedback resistor. Ceramic resonator or crystal oscilla-
tor must be connected externally

Main clock oscillation stop detect function




FINDING THE FUN VECTORS

®* SFR (Speciql Function Regis’rers) 4. Special Function Registers (SFR)

.
* Special Memory [0x0, 0x400] e S

* Read/Write /Configure devices e
® Can be XREF-ed [0005 [ ProcessorModeRegisler 1 [P | oxooooom |

=
=}

.
Interrupt handler

i XXXX 10002 (BYTE p
[ Ad d r in I NT B reg is,l_e r 00B16 | External Data Bus Width Control Register DS XXXX 00002 (BYTE pi
000C16 | Main Clock Division Register XXX0 10002
000D16 | Oscillation Stop Detection Register | o0 ]

L] L] x -
® Function ptr 1'r|ggered when

something interesting happens Addvess Match Intermupt Register 0

®* UART, CAN, Timers, ... o ————————————

Address Match Interrupt Register 1 RMAD1 00 00 0018

VDC Control Register for PLL XXXX XX012

001816
001916 | Address Match Interrupt Register 2 00 00 0018
001A

001B16 | VDC Control Register 0

001C16
001D16 | Address Match Interrupt Register 3 00 00 0018

0000 X0002
0010 00002
_ 111 11112

O
i

=
o]
o

3|2

m
(e}
JU;U

Q=
SEEE
OUJ




Tahle 10.2 Relocatable Vector Tables

Interrupt Generated by

Vector Table Address
Address(L) to Address(H)(1)

Software
Intermupt Mumber)

Reference

BRK Instruction/2!

+0 to +3 (000018 to Q0D0316)

0

M3I2C/80 Series

Table 10.2 Relocatable Vector Tables

(Continued)

Interrupt Generated by

Vector Table Address
Address(L)to Address(H)!!)

Software

Interrupt Number

Reference

Bus Conflict Detect, Start Condition Detect,

Stop Condition Detect, (UART2)13),

Fault Error(#!

+136 to +139 (009C14 to D09F18)

39

Bus Conflict Detect, Start Condition Detect,

Stop Condition Detect,

(UART3/UARTD)S!. Fault Erort?)

+160 to +163 (00AD16 to 00A318)

Bus Conflict Detect, Start Condition Select,

Stop Condition Detect,

(UART4/UART1)®) Fault Error?)

+164 to +167 (00A416 to 00AT18)

Serial /O

AIDO

+168 to +171 (D0AB16 to 00AB18)

42

A/D Converter

Key Input

+172 to +175 (DDAC 16 to DDAF 18)

43

Interrupts

Intelligent YO Interrupt 0

+176 to +179 (00B016 to 00B318)

44

Intelligent IFO Interrupt 1

+180 to +183 (D0B416 to DOBT18)

45

Intelligent VO Interrupt 2

+184 to +187 (D0B&16 to 00BB18)

46

Intelligent YO Interrupt 3

+188 to +191 (00BC16to 00BF18)

47

Intelligent YO Interrupt 4

+192 to +195 (D0CO18 to D0C318)

48

Intelligent YO Interrupt 5

+196 to +199 (D0C41a to D0CT 18)

43

Intelligent YO Interrupt 6

+200 to +203{00C815 to DOCB18)

50

Intelligent YO Interrupt 7

+204 to +207(00CC16 to DOCF16)

31

Intelligent O Interrupt 8

+208 to +211(00D018 to DOD31a)

52

Intelligent YO Interrupt 9, CAN O

+212 to +215 (000414 to D0D7T 18)

53

Intelligent YO Interrupt 10, CAN 1

+216 to +219 (00DE16 to D0DB18)

54

Intelligent /O
CAN

Reserved Space

+220 to +227 (D0DC18 to DDE316)

35to 56

Reserved Space +4 to +27 (000415 to DO1B18) 1to & Software Manual
ADA +28 to +31 (D01C16 to D01F18) 7 AID Converter
DMAD +32 to +35 (002018 to D02316) & DMAC
DMA +36 to +39 (002418 to D027 18) a

DMAZ +40 to +43 (002816 to 002B818) 10

DMA3 +44 to +47 (002C16 to 002F18) | 11

Timer AD +48 to +51 (003018 to 0033186) 12 Timer A
Timer A1 +52 to +35 (003416 to 003716) 13

Timer A2 +56 to +59 (D03818 to 003B18) 14

Timer A3 +B0 to +63 (003C16 to D03F18) | 15

Timer A4 +64 to +67 (004018 to 004316) 16

JARTO Transmission, NACK 3! +B8 to +71 (004418 to 0047 18) 17 Serial VO
UARTO Reception, ACKE) +72 to +75 (004818 to D04B18) | 18

UART1 Transmission, NACK(3) +76 to +79 (D04C15 to DO4F16) 13

UART1 Reception, ACK!®) +30 to +83 (005018 to 005318) 20

Timer BO +84 to +87 (D05418 to D05T16) 21 Timer B
Timer B1 +88 to +91 (005818 to D05B18) | 22

Timer B2 +92 to +95 (005C16 to DOSF18E) 23

Timer B3 +96 to +99 (006016 to D0G316) 24

Timer B4 +100 to +103 (006416 to DOBT16) | 25

INTS +104 to +107 (D06515 to D06B1a) | 26 Interrupt
INT4 +108 to +111 (006C18 to 006F18) | 27

INT3 +112 to +115 (007016 to DO7318) | 28

TNT2 +116 to +118 (007416 to DOT716) | 29

INT1 +120 to +123 (D07E16 to DOTB18) | 30

INTO +124 to +127 (007C18 to DOTFi8)| 31

Timer B> +128 to +131 (D0BO1& to D0B316) | 32 Timer B
UARTZ Transmission, NACK®) +132 to +135 (D084 18 to D0BT16) | 33 Seral VO
UART2 Reception, ACK3) +136 to +139 (D08E16 to D08B18) | 34

UART3 Transmission, NACK?®) +140 to +143 (D0BC16 to D08F18)| 35

UART3 Reception, ACKE) +144 to +147 (D02901& to 009316) | 36

UART4 Transmission, NACK() +148 to +151 (D09415 to 009716) | 37

UART4 Reception, ACK!?) +152 to +155 (D09815 to D09B18) | 38

Intelligent IFO Interrupt 11, CAN 2

+228 to +231 (DDE416 to 0DE718)

a7

Intelligent /O
CAN

Reserved Space

+232 to +255 (00E816 to 00FF18)

26 to 62

INT Instruction(2)

+0 to +3 (000016 to 0D0316) to
+252 to +255 (DOFC16 to DOFF18)

0to 63

Interrupts

MOTES:




probably syscall table .LWORD @FFFFFFFFh
; DATA XREF: app_from_flash_init+C to

; ROM:@8F306DDTo

; see page 108 of hardware manual

-LWORD OFFFFFFFFh
.LWORD @FFFFFFFFh

.LWORD @FFFFFFFFh ROM:@OFEFD94 .LWORD int_uart4_transmission ; sw int 37
.LWORD @FFFFFFFFh ROM: @OFEFDS8 .LWORD int_uart4 reception ; sw int 38
.LWORD OFFFFFFFFh ROM: @@FEFDIC .LWORD OFFFFFFFFh

.LWORD @FFFFFFFFh ROM: @OF EFDA® _LWORD @FFFFFFFFh

.LWORD @FFFFFFFFh ROM: @OFEFDA4 .LWORD @FFFFFFFFh

.LWORD int DMA@ ; sw int 8 ROM: @@FEFDAS .LWORD @FFFFFFFFh

.LWORD int_DMA1 . swint 9 ROM: BOF EFDAC _LWORD @FFFFFEFFh

.LWORD @FFFFFFFFh ROM: @OF EFDBO _LWORD @FFFFFFFFh

.LWORD @FFFFFFFFh ROM: @OFEFDBA .LWORD @FFFFFFFFh

.LWORD @FFFFFFFFh ROM: @OFEFDBS _LWORD @FFFFFFFFh

.LWORD OFFFFFFFFh ROM: @@FEFDBC .LWORD OFFFFFFFFh

.LWORD @FFFFFFFFh ROM: @OFEFDCO _LWORD @FFFFFFFFh

.LWORD @FFFFFFFFh ROM: @OFEFDC4 .LWORD @FFFFFFFFh

.LWORD @FFFFFFFFh ROM: @OFEFDCS _LWORD @FFFFFFFFh

-LWORD int uart@ transmission ; sw int 17 ROM: @@FEFDCC -LWORD @FFFFFFFFh

.LWORD int_uart®_reception ; sw int 18 ROM: @@FEFDDO -LWORD OFFFFFFFFh

.LWORD int_uartl_transmission_and_i2cNack ; sw [\0M:@OFEFDDA .LWORD int_CAN_53 ; INT 53
_LWORD int_uartl reception_andi2c_ack ; sw int |[ROM:@OFEFDDS .LWORD @FFFFFFFFh

.LWORD int_timer_B® ; sw int 21 ROM: @@FEFDDC .LWORD @FFFFFFFFh

.LWORD int_timer B1 s sw int 22 ROM: @@FEFDE® .LWORD @FFFFFFFFh

.LWORD int_timer_B2 ; sw int 23 ROM: @OFEFDEA4 .LWORD @FFFFFFFFh

.LWORD @FFFFFFFFh ROM: @OFEFDES _LWORD @FFFFFFFFh

.LWORD OFFFFFFFFh ROM: @@F EFDEC .LWORD @FFFFFFFFh

.LWORD @FFFFFFFFh ROM: @OFEFDFO _LWORD @FFFFFFFFh

.LWORD @FFFFFFFFh ROM: @OFEFDF4 - LWORD

.LWORD @FFFFFFFFh ROM:@OFEFDF8 .LWORD int_62 ; INT 62, called by int_DMA@, int_uart® transmission, int_uart®_reception
.LWORD @FFFFFFFFh ROM: @@FEFDFC .LworD EEEEEEEEER

.LWORD @FFFFFFFFh




il s =]

int_uart® reception:

Bee PUSHM  AB,FB
@as CMP.W  #@, uart® remaining bytes
988 INE/NZ loc_F3AF2F
L ] ' Li
Ll el 5= I
A8 MOV.B  #08, sBric ; UART® receive interrupt control register
Bes8 INT BF8h ; probably notify we're done / out of space loc F3AF2F: ;
Be8 IMP.B loc F3AF3F ges MOV.W  uvart® buffer_current_ptr, A0 ; <- this is a global buffer
; (char* uwart® buffer_current_ptr)
; that points to the next available spot
; to store a byte
B8 MOV.B  u@rb, [AB] ; UART® receive buffer register
P08 ADD.W  #-1, uart® remaining_bytes
P08 ADD.W  #1, uart®_buffer_current_ptr ; uart®_buffer_current_ptr++
|
vy
FIZE
loc F3AF3F:
P88 POPM AB,FB
Be8 REIT ;5 <- REIT instead of RTS because we are in an intterupt handler
5 End of function int uart® reception
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Used for storing data and /or triggering actions
Higher-level interface exposed over the CAN bus.

Key names can be retrieved from auxiliary software

INTERNAL DATABASE

— PCS binary

Entry contains:

Types
Allowed Range
Unit

Precision

Callback Function

Etc.

.WORD BEh
.WORD 1
.WORD @FFFFh
.WORD 18h

.WORD
.BYTE
.BYTE
.WORD 2
.WORD @
.WORD

.LWORD 1
.LWORD 176Fh

call tab le_aagic:_st ruct <

call_table_magic_struct <19

call table magic_struct <

call_table_magic_struct <

Wiy ey

ComTrigger

Al N AT AL
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[bridge_request] Fix sending json containing percent characters

Browse files

F master
O vile vi15 vii4

elrafoon committed on Mar 19, 2015 1 parent 569cb@l  commit 79ff62e918b182eca783944b@fbb74b6299F485b

Showing 1 changed file with 6 additions and 6 deletions. Unified  Split

src/bridge_request.c Ej

-78,11 +7@,11 @@ int 4 bridg ] *self, char **data)

return EINVAL;

if ((buffer = malloc((size_t)len+l)) == @) {
FCGX_FPrintF(self->request.err, "out of memory!");
FCGX_PutS("out of memory!", self->request.err);
return ENOMEM;

¥

if (FCGX_GetStr(buffer, len, self-»request.in) != len) {
FCGX_FPrintF(self->request.err, "Got less data than expected.");
FCGX_PutS("Got less data than expected.”, self-»reguest.err);
return EINVAL;

}

buffer[len] = "\@';

@ -84,14 +84,14 @@ int bridge_request_getinput(bridge_request *self, char **data)

void bridge request transmit(bridge request t *self, struct json_object *obj)
I
L
FCGX_FPrintF(self-»request.out, "Content-type: application/jsonirinirin");

FCGX_FPrintF(self-»>request.out, json_object to json_string(obj));

FCGX_PutS("Content-type: application/json‘r\nir\n", self->request.out);




#Testing Format String Vuln with multiple %x
I:iHacker@Hackers—HacBook—Prn:~/D/b/g/sbin]
$ curl --header "Content-Type: application/json" --header "Expect:" -d "
{\“service\“:\“org.freedesktoplgﬂgsIlorgffreedesktnp/DBus\“,\“method\“:\"nrg.freedesktop.DBus.StartServiceByName\“,\
1}

"id\“:9,\“params\“:[\“su\F,\“%x%x%x\“,@ " http://192.168.7.120/r
{ "id": 0, "error": { "origin": 1, "code": 1, "message": "The namgclfageldﬁamlﬂaaa w*s not provided by any .service
files" }, "result": null }d

T ———
" 0







1\\; MANY MOONS LATER....

O
® Leak content of memory layout using

%X

® Use %n to

® Overwrite an address in the PLT with the

address of system

® Return to libc attack

® Gained user level access




CAWindows\System32\cmd.exe - Ch\re\tools\VBinDiff-3.0_beta5\VBinDiff.exe system_outputiconfigExport pwn
system_output\configExport
PBAO 0600: 30 87 00 @O BS 08 01 60 57 87 00 @@ 1E FF 2F E1 9¢..5... Wg... /R
POYO O6AP: FO A7 2D E9 50 A@ 9F E5 50 50 9F E5 00 60 A E1 =G-OPafo PPfo. 4R
POGO 06BO: 01 70 A@ E1 ©2 80 A E1 4F FF FF EB 40 30 9F E5 .paR.CaR 0 &@efo
DBee 06Ce: 05 50 6A EQ 03 30 8F E@ 45 51 BO E1 QA A@ 83 E@ .Pja.0Aa EQ:R.&3a
P R IVI LEGE 700G 06DA: FO 87 BD 08 00 40 A® E3 04 31 9A E7 06 00 A® E1 =c)__@an .10t..aR
x POOO O6EQ: 01 40 84 E2 ©7 10 A® E1 08 20 A@ E1 33 FF 2F E1 .@&r..aR . aR3 /R

PAGO A6FG: 05 @@ 54 E1 F7 FF FF 3A FO@ 87 BD E8 OC FF FF FF ..TB= : =clo.
000 0700: 10 FF FF FF A@ 81 ©0 00 10 4@ 2D ES 10 80 BD E8 . ai. . .@—E).CJl{D
ESCA LATION P00 0710: @1 00 02 00 6F 74 280 61 6C 6C 6F 77 65 64 20 ....lot allowed
OG0 7 U D G S S S S S S U U
P08 07 0: 64 @8 73 65 74 75 69 64 00 2F d.setuid ./
2000 07 0: 2F /
p008 07 a: 88 65 78 65 63 76 65 28 25 73 .e xecve(%s
RO @7.9- 2r 24 2F IF IF 20 IA A IS5 AN AA BA Ar FN FF 7F Y. %¥m 12 oA
P08 077/0: 91 00 00 00 00 00 00 60 34 85 00 00 18 85 60 60 ........ da...a..
([ ) Q 2 D000 0780: 90 90 00 00 O1 00 00 00 10 00 00 00 OC VO B0 00 ........ ........
Leverqglng Insecure 'tqr PBE6 0798: FC 83 00 0O @D PO 6O 00 08 87 00 00 19 00 @6 6O "a...... B SR

P000 07A0: 78 97 01 00 1B 00 00 00 ©4 00 00 00 1A V0 80 00 Xx....... ........

h dlo PBAO 07B0: 7C 07 01 00 1C 00 00 08 ©4 00 00 00 04 08 00 00 |....... ........
andiing to create a PPOB 07CO: 68 81 00 0D ©5 00 00 00 A3 82 00 00 06 00 00 00 hi...... &
[ ] [ J [ )
pun
pl’lVIIGge eSCCIICITIOI‘l 0O 0690: 39 87 00 @0 BS 08 01 6@ 57 87 00 00 1E FF 2F E1 O9¢..5... Wc... /R

000 @6A@: F@ 47 2D E9 50 A@ 9F E5 50 50 9F E5 00 60 A@ E1 =G-OPafc PPfo.” 4R

. 2000 06BO: 01 70 A@ E1 @2 80 A@ E1 A4F FF FF EB 40 30 9F E5 .paR.CaR 0 6@efo
(qu|Med) 9OAO @6C0: 05 50 6A E@ 03 30 8F E@ 45 51 BO E1 @A A@ 83 E@ .Pja.0Aa EQ B.&aa
2000 06DO: FO 87 BD 08 00 40 AO E3 04 31 9A E7 06 00 A0 E1 =c/_ _@an .10t..aR

00O @6EQ: 01 40 84 E2 07 10 A@ E1 08 20 A@ E1 33 FF 2F E1 .@ar..aR . aR3 /R

. . d0P@ B6F0: 05 @0 54 E1 F7 FF FF 3A F@ 87 BD E8 OC FF FF FF ..TB= : =clo.

® Blnq ry pq'I'Ch ConflgEXporT 1'0 9000 ©700: 10 FF FF FF A@ 81 00 00 10 4@ 2D E9 190 80 BD E8 . ai. . .@—B.CJl{D
7008 871A- 01 OGA 67 6f AE 74 28 A1 AC AT RE 77 A5 A4 90 ot allowead
k POOO B7 B: 63 68 61 72 61 63 74 65 72 @A 80 73 65 74 67 69 characte r..setgi

L] -

Poee 07 0: 64 @8 73 65 74 75 69 64 00 2F d.setuid ./

run attacker script as root vove 7fo: 6 :
peee 07 a: @8 65 78 65 63 76 65 28 25 73 .e xecve(%s
8000 BT LU LU LC £C £C £9 SR £9 4D OU WA WY 40 U FC /0, ...j): oAll..L- O
POEE 9770: 91 00 00 00 00 00 PO 60 34 85 00 0@ 18 85 60 B0 . ....... da...a..
PO00 ©780: 90 90 00 00 91 PO 00 00 10 00 00 B0 OC VO B BO ........ ........
POBe ©790: FC 83 00 00 0D 00 00 P8 08 87 00 @@ 19 80 00 @@ "a...... B o

P00 O7A0: 78 ©7 01 00 1B 00 00 00 ©4 00 00 00 1A V0 B0 00 Xx....... ........
PEBG 07BA: 7C 67 01 @@ 1C 0O 00 08 04 0P 0O 60 64 00 00 60 |....... ........
P0B0 B7(C0: 68 81 00 00 5 VO 00 OO A3 82 00 00 06 00 00 00 hii...... ié......

Arrow keys move F find RET next difference ESC quit ALT freeze top
c [J@Ri/EBCDIC  E edit file G goto position Q quit CTRL freeze bottom

- . e . . P - - .. . . - -




o e
000- /dhhhs+
.+.0:hyys: “hdhyhhy.
::yhoshhssy: :hhssyy+ /+: Y e = e R aaast ./000/" 1H00+-  IHHEERED
+hddhdhhssy++hhyo+so/ hMy /MaMd®  MMNy T dMMN /MM/+mMy SN/ :+mN+ -mNS//yMd. :++mMme+:
hmddhdhysoy+yyhs+/++/ hMy .NN-sMs  .MM/MOYN+MN /MM+omm/ -MM.  +MN'hMh mMo  hMh
ymmddhyssohos/oyo+/0: hMy dMmyyMM/ MM +MN: :MN /MM+ONN/ .MM/ sMm sMd™ .NM+ hMh
+dmddyyy0ss00//0++0/ hMy SMh---/MN..MM" -. /MM :NM/ :hNhydmy. " ommyhmd+ hMh
ydmmdyhdddyo+/++++/" % i o S
hdmddddmmams /osyhy .
ommhyysyyhyo: oymh/
“ommdhso+0+/:0550°
N +mammdys+///0/0:
ol * /dmmdmhhys+0++/
..=/%0 -+s..--::ohmNNmdddhyyyysy:
*//..y.-+yhhhdhyhhmammNmddhyssoo/ "
T -++sysyyhdmdhhdddddmddmdmdhysos+"™  /
.-/:/..shhysshdmmdhyyyysyhhhmyhdhmdhyhdy+:* “+°
o+0sysssyhmmhsdhhhhhddysooooshhdyyhyyhhyyy/s/.
* . :sy+shhssmmhohddhdhyys+//////oyddmshshysdhso:
:hds+sddyshmmhysddmdyyys+///+///+hmdhyoyyshmyo+: .
. sddy+hmmmdhhdmmhs symdyyoo++++/+++oshdho//+/+++ddy+-
-hmdhyymmdmhyydmNmdhymdhyysoo+/////+oydyo/: ohhs+: "
. yhmdhyhmmhyyhdmNNNmmmmmdy s000+++//++Shmyo++ +sddyo: "
+hdhysohddsyhmNNNNNmdmmmddysyhyso+/+oshmyyy+//++/oyhdhhs/
" ydhyssyhhhyhmmmmmmmmdhhmmdddmhs s+++/+shmdhsoooo+ossydhyoo
odhhyyhhyshyhmmmmmmdmmhyhmmyhddyyssssyhdmmhhhyo++++ymddyo+.
R * /hhhyyddyyhy : . ydmmdddhNds smmhshmdddhhddmmddddhysooshmmsydso/
q CC e S . ynmamndddhosdndhy hnmmddddyhdddhdddhmmmdyoddy/ -
" ommNmmdhdhsyhdmmdyddhysyyhhmhsymdhhmdmhsodhys
:hshddmdy+hds- * smmmmmdddhyhhdmmds shsooooymhyohhsydmmmhosyds :
-dyhmmmhs+ds * dmmddddmdddmmmmdsyhsso+oymhhhsyy/ - hmmmdsoyss/
-ddysmmdyosy+ : hmmmdhdhdhhdyhyhnmyo+oydmmhhhdho *ommmmhso+s”
+mdysmdmhyoo- .ommmmmdmdhyydddmysssssyhyyyhdy/ -hmmddmhss:.

7
h q r m ydhyydhdmy+o* /dmmmmmhhdddhmmhhssyyy+ossshs.  -+mmhdmdhy+. "

(f ® Realistic attack scenario

hdyohyoyhs: /ddddmdmhohdhhs+/+////0550+: odmdddddyssh+”
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HACKING THE PATIENT



000
(
tl int __fastcall prepareDataUpload(PumpConfigCanOperator_obj *localPumpConfigCanOp)

{
char isServiceModeActive; // [sp+7h] [bp-19h] BYREF

O

syslog(
190,

"{FeaturePCSUpload} [%s] INFO preparing upload to device %hhu...",
"prepareDataUpload"”,

isServiceModeActive = 0;
if ( getBoolFromValueBuffer_wrapper(
localPumpConfigCanOp->servicelnterface,
(unsigned __1int8)localPumpConfigCanOp->device_number,
(int)&isServiceModeActive) )

{

C) if ( !i1sServiceModeActive )

syslog(
188,

"{FeaturePCSUpload} [%s] WARN 'service mode' is not activated on device %hhu: trying to activate it",
\ "prepareDataUpload",

if ( YactivateServiceMode(
localPumpConfigCanOp->servicelnterface,
(unsigned __1int8)localPumpConfigCanOp->device_number) )




PCS CAN OPERATOR DATATYPES

.rodata:0021D118 00000018
.rodata:0021E130 010]0]0J0J0NRe)
.rodata: 00220310 0000001F

.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:
.rodata:

C  21PumpConfigCanOperator
C 22ServiceModeCanOperator
C 28TherapyActivationCanOperator

0021D0BO
0021D0OB4
0021DOB8
0021DOB8
0021DOB8
0021DOB8
0021DOBC
0021D0OCO
0021D0C4
0021D0OC8
0021D0OCC
0021DODO
0021D0OD4
0021DOD8
0021DODC
0021DOEO
0021DOE4
0021DOES8
0021DOEC
0021DOF0
0021D0OF4

4

“vtable for'PumpConfigCanOperator DCD 0 ; offset to this

DCD

“typeinfo for'PumpConfigCanOperator

; int (*PumpConfigCanOperator_vtable[16])()
PumpConfigCanOperator_vtable DCD destructor_maybe

DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD
DCD

; DATA XREF: downloadDrugLibFiles+2B4t0
; .text:off_187208t0 ...
PumpConfigCanOperator_constructor
activateUploadActive
setAdjdataUpload
prepareDatalpload
finalizeDataUpload
sub_1AC1C4
clearAffectedDataSections
isDataldenticalWithDataOnDevice
performBackup
restoreBackup
sub_1AD6BC
performUpload
set_a_flag_maybe
osstream_and_string_stuff
sub_1AC19C




current_state = configSock->current_state;
switch ( current_state )

{
case CONNECTSTART:

;iiai;handle_connectstart_col1ected(configSock, return_string); BUILDING A CAN OPERATOR

case CONNECTCHECK:
v1l2 = handle_connectcheck_collected(configSock, return_string);
break;

case UPLOAD_DRUG_LIBRARY:
v1l2 = handleUploadCollected_wrapper(configSock, return_string);

break; ® Cause canbus objects to be constructed
case DOWNLOAD_DRUG_LIBRARY:

v12 = handle_download_collected_wrapper(configSock, return_string);

. ®* DOWNLOAD commands don’t require a
case DOWNLOAD_PUMP_CONFIG: file

v12 = handle_download_collected_wrapper2(configSock, return_string):

break;
CUSCTOERILSTIT. ®* UPLOAD commands validate a file

v1l2 = handle_getslotid_collected(configSock, return_string);

break; ) . i
case DISCONNECT: Pump config commands deal with

v1l2 = handle_disconnect_collected(configSock, return_string); o .

S critical pump settings

case UPLOAD_PUMP_CONFIG:
v1l2 = handleUploadCollected_wrapper2(configSock, return_string);
break;

case UPLOAD_THERAPY_ACTIVATION:
v1l2 = handleUploadCollected_wrapper3(configSock, return_string);
break;

case UPLOAD_FILE:
v1l2 = handleUploadCollected_wrapper4(configSock, return_string);
break;

default:
goto LABEL_15;



UNDERSTANDING THE CALL CHAIN

1. activateServiceMode
2. disableFlashProtection

3. performUpload /restoreBackup
1. Triggered by sending DOWNLOAD_PUMP_CONFIG command

2. Results in PumpConfigCanOperator

4. While we have data to write
1. getPayloadBufferFromValue — helper function to prepare for setSvcData

2. setSvcData — write data to flash chip
5. enableFlashProtection

6. deactivateServiceMode



\\ USING GDB FOR FUN AND PROFIT

® Install “malware” > GDB a
* Attach to PCS Es
. B g

~= GDB
® Breakpoint to grab PumpConfigCanOperator | . Zfeets
S22  The GNU Project
Q o Lo v}‘n
® Execute function call chain to modify data , o Debugger

® Profit! But what to write where?2? =
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WHAT DATA CAN WE MESS WITH?

® Drug Library
* Safety net to avoid improper posology
® Lots of data structure to reverse

®* Most of what we can tamper with is going to be shown on screen

® Calibration Data + Disposable Data

® Internal parameters on how the device and disposable (tubes) operate

* Servicing information — invisible to end user (nurse /doctor)



bb1 (4) ksy

expr

- positions

ud
expr

- drug_patient_array_tlv
tlv ptr

- drug_mystery_ struct_1 tlwv
tlv ptr

- drug_small_array
tlv_ptr

- string header pos
ud

- string list pos
ud

yT1lv [T1vPtr]
ct1T1lv [TlvPtr]
[T1vPtr]

= @x43A8

vpe
len = @x21F

ringlist [StringArray]

/pe = Bx@
rings
~String]
n = @x1e
DRMC 11-3-18.dl

(2]

hex viewer

code IS code (debug druglib_dl

0123456789ABCDEF

c 11-3-18.d1..H

0o

05

00

be

653

64

0o

be

75

69

43

T4

715

be

T2

info panel

selection: Ox43ad - Ox5de7

Selection length: 6715

B disable lazy parsing
Unparsed parts: << -/0=>>
Byte arrays: << -/0 ==

Selected: magicStruct1aPos/header/stringl
ist/strings

export to JSON (hex)

about webide

04147 48 BC..DEF..GHI..

50 51 52 FEL..MNO..PORS..T

0a]4l &c UV..WEXYA. .A1]1 dr

74 69 62 ugs..l AEntibioti

72 681 6c cs—antivirals..Z2

73 00]od IV fluids..3 Ca

10134 20 rdiclogy..4 Pain

o0 j10]35 /8edation..5 Mis|

73 00|06 cellanecus. .z0 E

T4 &9 63 R..zl Critical C|

ef &4 €5 are..z2 Code Bluy

&8 20 ¢c ..z3 Cath lab..

T2 &7 00 z4 Med Surg..z5

o0j12]|7a Education..zé L&

74 75 &d D/PoatPartum. .27
DDlDeI?a 38 Nursery..z8 Ane

converter

Type Value (unsigned) (signed)

id 16 16

ilele 17424 17424

ii2le 1297237668 1297237008

icdle 3544649855149425680 3544649855

il6be 4164 4164

i32be 272912973 272912973

i6dbe 1172152294815314225% 1172152294

float 228479744

double 9.69298774578826%e-72

unixts 2011-82-89 88:36:48

ascii BEDRMC 11-3-18.d1

utfad BEDRMC 11-3-18.d1

utflele BEEH- 05T SRS iss= | B e aE






Example2: Disposable data

[ COMMONO ]

TUBETABCHKSUM=35443 DISPOSABLE DATA
TUBETABSIZE=3140

DISPDATA_VERSION=506 ® Allow the pump to handle different infusion tubes
TUBECRCKUP=63207 diff |
TUBETABSIZE KUP=688 (different volume, rates, ...)

TUBERELEASE_TABCHKSUM=20106 .
TUBERELEASE TABSIZE=22 TUBE_ HEADVOLUME

TUBERELEASE_KUP_TABSIZE=22

TUBERELEASE_KUP_TABCRC=18226 * “Amount” of drug per squeeze of the pump
TUBE_COUNT=3 ® Used for calculations

[TUBEO]

TUBENAME_A= ® Worong value — incorrect volume estimation — over/under

TUBE_HEADVOLUME_A=0

delivery

ENTER #

PUSHM  R1,R3,A0,A1

MOV.L R2R@, tubetime[FB]
MOV.W  tubeheadvolume[FB], R@

[ MOV.W  device_delivery_constant[FB], R2

- - MOV.W  TUBE_TAUHEADVOLUME_1@MS[FB], A
TUBEPRESSURESURFACE_A=1131 MOV.W  TAUDELIVERYOFFSET[FB],
TUBE_AIRALARMLEVEL_A=23 v rem e et
UCLELS el il 2435 o ”g]‘f ::HMR ar_8[FB] ; var_8 = ((tubeheadvolume*@xffff)//500)&0xFFFF = THV_scaled
TUBE_MAXRATE_A:].ZG)@@@ ;-q[:w:w R;J I_,m...ar_u[ 1 ; var_8 = ((tubeheadvolume*@x )/ /500)&ax = _scalec
TUBE MAXBOLRATE A=120000 EXTS.W R ; EXTS.W -» signs extend R® into R2 (777)

- - JSR.W sub_F3228D ;[ — e —
TUBECRCFUP_A=41266 ADD.L R2R@, var 8[FB] ;] var 8 : i i

MOV.B  #8, g is computir

A0y 1 205



O

j§ MODIFYING CRITICAL DATA

* What?
Disposable Data — TUBE_HEADVOLUME

®* Where?

Flash Memory — Internal Database

®* How?
®* gdb + PCS — SetSvcData — CAN messages
® Requirements

® Must account for multiple CRCs

® First erase existing disposable data

HXCK TH

1

L
i\
E PATIENTI!




PUTTING IT ALL TOGETHER




IMPACT

Manipulating medication dosage
can be fatal
Ransomware
* FBIl reported $61 million
earned in 21months
University of Vermont Medical
Center
e October 28™ 2020
* 75% of active chemotherapy
patients being turned

“Something as routine as correcting a
person’s high blood sugar or sodium
level too quickly can cause the brain to
swell or damage the nerves which can

lead to permanent disability or even
death.”

Dr. Shaun Nordeck




MEDICAL INDUSTRY COMMON PITFALLS

® Device lifecycle

® Patching is costly

® Designed for safety rather than security
® Everything is trusted

®* CAN gets connected to WIFI

® Technical debt



g ?

® 5 CVEs discovered (highest a CVSS 9.7) ,
®* Remotely compromised a B.Braun Infusion | TOU

! LONG

Pump

® Exploitation can lead to overdosing

3 .«5"' IT
® Infusion pumps are popular = $54B in . | DIDN
?

sales worldwide

® Mitigations for medical devices are hard

®* Worldwide hacking collaboration is funl!
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