Automated vulnerability
hunting in SMM using Brick

Assaf Carlsbad, Itai Liba
() Sentinelone



Agenda

07 A whirlwind tour of SMM

Summary of SMM bug classes
and attacks

02

Automating bug hunting in
SMM

03




A brief introduction to SMM

System Management Mode

Virtual
8086
mode

A dedicated CPU mode for
firmware handling low-level Power
system-wide functions —_

o Power management
o Legacy device emulation
o Proprietary OEM code

Protected
mode

Compatibility
mode

System )
Management }«---
mode

Venturing into the x86’s System Management Mode



https://slideplayer.com/slide/4804061/

A brief introduction to SMM

a UEFITool NE alpha 57 (Mar 24 2020) - inspiron.bin
File Action View Help

Structure

e Originally introduced by the i386 -
CPU ;

e Over the years, OEMs started
shifting more and more
functionality into it




SMRAM

C:\Users\carlsbad\Code\chipsec> python .\chipsec_main.py common . smm_dma

e SMM runs from its own address
wARNING: dhkkkkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkhkhkhkhkhkhkhkhkhhkhkhkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkhkhkkhkhkhkhkhkhkkhkhkhkkkkkkk
WARNING: Chi hould v b d test T !
space called SMRAM T 3 I e b e R ANl matens

WARNING: See WARNING.txt
WARNING : ¥k skskskskskkhhhhhhhhdhhdddodddddkdkdhhhhhhhhhkhhdhdkddddddddkhhhhhhkhrkhhkkhkkdkdk

[CHIPSEC] API mode: using CHIPSEC kernel module API

. A reg ion Of phySiCaI memory Where [+] loaded chipsec.modules.common.smm_dma

[*] running loaded modules ..

SMM code and data lives o

running module: chipsec.modules.common.smm_dma

TSEG : Ox000000OOTAO00000 —~ OxOOOOBOOOTAFFFFFF (size 0x01000000)

. Can be queried by reading a bu nCh SMRR range: 0x000000007A000000 - Ox0OOPOOOOTAFFFFFF (size 0x01000000)
of registers called SMRRs et il e LG L

[CHIPSEC] **kkkkkkkkkkkkkkkkkkkkkkkkkx SUMMARY kkkkkkhkhhhhhdkdkkkkkkkkkkk

e Can be closed & locked by i e
[CHIPSEC] Modules failed to run 0:

hardware to iSOIate SMM from the [CHIPSEC] Modules passed 1:

“ . » [CHIPSEC] Modules information 0:
Ou‘tSIde World [CHIPSEC] Modules failed 0:
[CHIPSEC] Modules with warnings ©:

[CHIPSEC] Modules not implemented ©

[CHIPSEC] Modules not applicable @:
[CHIPSEC] khkkhkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkhkhkkhkhkkhkhkkhkhkkhkhkkhkhkkhkhkkhkhkkkkkk




SMRAM

e Once closed, only code running in SMM can read/write SMRAM contents

e Attempts to read/write it from outside SMM (OS/hypervisor/DMA) would
fail
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System Management Interrupts

e SMM is entered in response
to an SMI

e Preempt (almost) all other
code running on the CPU

e Execution jumps to an SMI

handler
o Firmware can install
additional sub-handlers at
boot time

Reset

SMi#

Real-Address
Mode

Reset or
PE=0

SMI#
D
Protected Mode B e
RSM
LME=1, CR0.PG=1*

SMI#

See:\ —
IA-32¢ <ooo
Mode RSM
VM=0 VM=1
* See Section 9.8.5

** See Section 9.8.5.4

System
Management

Mode

Virtual-8086 SMi#
Mode <

RSM




Taxonomy of SMis

Our focal point
for this talk

Software SMis Hardware SMls

Comm Buffer - UNIFIED EXTENSIBLE
Legacy SW SMis FIRMWARE INTERFACE



Invoking SMis (1/9)

e In UEFI, handlers are registered via Smst->SmiHandlerRegister

e Each handler is identified by a GUID

Status = gSmst->SmiHandlerRegister (
SmmLockBoxHandler,
&gEfiSmmLockBoxCommunicationGuid,
& ispatchHandle

)

= { @x2a3cfebd, ©x27e8, ©x4dea, { ©6x8b, ©x79, ©xd6, ©x88, ©xc2, ©xa3, Oxel, Oxco }}

gEfiSmmLockBoxCommunicationGuid



Invoking SMis (2/9)

Status;
*SmmCommunication;
ORE_ALL_IN PLACE *LockBoxParameterRestoreAllInPlace;

*CommHeader;
TempCommBuffer[ .
izeof (EFI_SMM_LO OX_PARAMETER RESTORE_ALL_IN PLACE)]; Retrieves the

*CommBuffer; EFI_SMM COMMUNICATION PROTOCOL

CommSize;

INFO, "“SmmLoc

SmmCommunication = LockBoxGetSmmCommProtocol ();

if (SmmCommunication == NULL) {
return-EF OT STAR C

} e Returns a continuous chunk of physical

3

memory

CommBuffer = LockBoxGetSmmCommBuffer ();
if (CommBuffer == NULL) {
CommBuffer = &TempCommBuffer[0];
1
J




Invoking SMis (3/9)

The CommBuffer is prefixed with the
GUID identifying the handler and the size
of data that follows

CommHeader = (EFI_SMM COMMUNICATE HEADER *)&CommBuffer[0];
CopyMem (&CommHeader->HeaderGuid, &gEfiSmmLockBoxCommunicationGuid, sizeof(gEfiSmmLockBoxCommunicationGuid));
CommHeader->Messagelength = sizeof(*LockBoxParameterRestoreAllInPlace);

LockBoxParameterRestoreAllInPlace = (EFI_SMM LOC »
&CommBuffer[OFFSET OF (EFI_SMM COMMUNICATE HEADER,

LockBoxParameterRestoreAllInPlace->Header.Command
LockBoxParameterRestoreAllInPlace->Header.DatalLength
LockBoxParameterRestoreAllInPlace->Header.ReturnStatus = (UINT64)-1;

=

The specific argument for the SMI are
placed after the header




Invoking SMis (4/9)

CommSize = sizeof(EFI_GUID) + sizeof(UINTN) + sizeof

Status = SmmCommunication->Communicate (
SmmCommunication,
&CommBuffer[0],
&CommSize

)s

The Communicate () method of the
protocol is called, which gets resolved to
SmmCommunicationCommunicate ()




SmmCommunicationCommunicate (

| ST EFI_SMM COMMUNICATION P Ol *This,
= IN-OUT - VOI *CommBuffer,
nvo I n g s [ T -UINTN *CommSize OPTI

Status;
WNICATE_HEADER *CommunicateHeader;

01dInSmm;

TempCommSize;

if (CommBuffer ==

CommunicateHeader = (EFI_SMM C CATE_HEADER  *) -CommBuffer;
. if (CommSize == ) {
Places the CommBuffer and its }-else {

respective size in their designated places
inside the gSmmCorePrivate structure

if (!gSmmCorePrivate->InSmm && gSmmCorePrivate->SmmEntryPointRegistered) {

. gSmmCorePrivate->CommunicationBuffer = CommBuffer;
Generates a SW SMI USIng the gSmmCorePrivate->BufferSize TempCommSize;
EFI_SMM _CONTROL_PROTOCOL

Status = mSmmControl2->Trigger (mSmmControl2,
if - (EFI_ERROR- (Status)) -{

return EFI ED;




Invoking SMis (6/9)

EFI_STATUS

SmmControl2DxeTrigger (
[N - CC EFI_SMM CONTROL2 PROTOCOL - *This,
T-UINTS *CommandPort
IN-OUT UINTS *DataPort
[N BOOLEAN Periodic
[N UINTN ActivationInterval

Writes to I/O port 0xB3 and 0xB2

if (Periodic || ActivationInterval > ©) {

IoWrite8 (©xB3, DataPort == NULL 2 @ : *DataPort);
IoWrite8 (©xB2, CommandPort == NULL ? © : *CommandPort);

retunrs = - -
recurn-crli SULLEDSS,




Invoking SMis (7/9)

12.8.2

APM 1/0 Decode Register

Table 12-10 shows the I/0 registers associated with APM support. This register space is
enabled in the PCI Device 31: Function 0 space (APMDEC_EN), and cannot be moved
(fixed I/0 location).

Table 12-10. APM Register Map

12.8.2.1

Address Mnemonic Register Name Default Type
B2h APM_CNT Advanced Power Management Control Port 00h R/W
B3h APM_STS Advanced Power Management Status Port 00h R/W

APM_CNT—Advanced Power Management Control Port Register

I/0O Address: B2h Attribute: R/W
Default Value: 00h Size: 8 bits
Lockable: No Usage: Legacy Only
Power Well: Core

Bit Description

7:0 Used to pass an APM command between the OS and the SMI handler. Writes to this port not only

store data in the APMC register, but also generates an SMI# when the APMC_EN bit is set.




SmmEntryPoint (
1 EFI_SMM_ENTRY_CONTEXT *SmmEntryContext

Invoking SMis (8/9 -

E
EF \_COMMUNICATE_HEADER *CommunicateHeader;
B InLegacyBoot;
B( IsOverlapped;
IL *CommunicationBuffer;
UINTN BufferSize;

The CcommBuffer and its respective size
are fetched from gSmmCorePrivate

InLegacyBoot = mInlLegacyBoot;
if (!InLegacyBoot) {

gSmmCorePrivate->InSmm = TRUE;

CommunicationBuffer = gSmmCorePrivate->CommunicationBuffer;
BufferSize = gSmmCorePrivate->BufferSize;
if (CommunicationBuffer != N ) {

IsOverlapped = InternallsBufferOverlapped (
(UINT8 *) CommunicationBuffer,

The SMI handler with the GUID found in Birffersize, _
the header is invoked (UINTE *) gSmmCorePrivate,

Status = SmiManage (
&CommunicateHeader->HeaderGuid,
CommunicateHeader->Data,
&BufferSize
);

sizeof (*gSmmCorePrivate)
);
if (!SmmIsBufferOutsideSmmvalid ((UINTN)CommunicationBuffer, BufferSize) || IsOverlapped) {
} else £
CommunicateHeader = (EFI_SMM_COMMUNICATE_ HEADER *)CommunicationBuffer;
BufferSize -= OFFSET_OF - (EFI_SMM_COMMUNICATE_HEADER, Data);



Invoking SMis (9/9)

Handler can access the CommBuffer
and CommBufferSize. Note that
CommBuf fer points outside of SMRAM!

EFI_STATUS

EFIAPI

SmmLockBoxHandler  (
IN EFI HANDLE DispatchHandle,
IN CONST VOID *Context OPTIONAL,
IN OUT VOID *CommBuffer OPTIONAL,
IN OUT UINTN *CommBufferSize OPTIONAL
)

{

EFI_SMM_LOCK_BOX PARAMETER HEADER *LockBoxParameterHeader;
UINTN TempCommBufferSize;

DEBUG  ((DEBUG_INFO, "SmmLockBox SmmLoc Handler Enter\n"));

if (CommBuffer == N || CommBufferSize == |

TempCommBufferSize = *CommBufferSize;

if (TempCommBufferSize < sizeof(EFI_SMM LOCK BOX PARAMETER HEADER)) {
if (!SmmIsBufferOutsideSmmvalid ((UINTN)CommBuffer, TempCommBufferSize)) {

LockBoxParameterHeader = (EFI_SMM LOCK BOX PARAMETER HEADER *)((UINTN)CommBuffer);
1

LockBoxParameterHeader->ReturnStatus = (UINT64)-1;

7




Attacks against SMM

Device Drivers

Device Drivers

Kernel



SMM privileges

e SMM code is highly privileged

Device Drivers

e You can think of SMM code as “ring -2"
o More powerful than the kernel (ring 0) and
the hypervisor (ring -1)

e SMM “superpowers’

Invisible to all the layers above it (SMRAM)
Full access to all physical memory

Full access to all MSRs

Can write the BIOS region on the SPI flash

©)
©)
©)
©)

IA Negative Rings



Attack scenario

e Goal: elevate privileges to ring -2

e Assumption: ring O privileges
o We can freely issue SW SMIs

e \ector: confused deputy attack

against SMI handlers
o The privileged SMI handler will be
“tricked” to corrupt/modify SMRAM
contents




Full attack flow

[ Hunt for SMM ]
bugs

g

[ Corrupt SMRAM ]

U

[ Hijack SMM code ]

execution

g

[ Payload ]




Full attack flow

SMMBACKAOOY . € (5G1) ¢ 5993636 36 36 36 36 36 36.36-96-36-6. 6.6 36 36 36 36 36-36-96-96-36-36 36 36 36 36 36 36 36-36-96-36-36 36 36 36 36 36 2 X %6
[ Hunt for SMM ] SmmBackdoor .c (592) :

bugs SmmBackdoor.c(593) : UEFI SHM access tool
SmmBackdoor .c (594) :

SmmBackdoor.c(595) : by Oleksiuk Dmytro (aka Cr4sh)
SmmBackdoor.c(596) : cr4shOBgmail .com

SmmBackdoor .c (597) :

SHMBackdoor . (598) ;593339636 3 396 36 36 3696 36 36.96.36 36 36-96-36 36 36-96.36 36 3696 36 363696 36 369636 36 369636 36 3696 36 36 %

SmmBackdoor .c (599) :
[ Corrupt SMRAM ] SmmBackdoor .c (617) : Started as infector payload
SmmBackdoor .c (620) : Image base address is 0xd7024200
SmmBackdoor .c (630) : Resident code base address is 0xd613f000
SmmBackdoor .c (380) : BackdoorEntryResident O : Started

SmmBackdoor .c (406) : Protocol notify handler is at 0xd613f6b8
SmmBackdoor .c (640) : Previous calls count is 1

Hijack SMM code ] SmmBackdoor .c (657) : Rumming in SHMH

SmmBackdoor .c (681) : SMM system table is at 0xd70069e0
SmmBackdoor .c (536) : SHMM protocol notify handler is at 0xd?024cec
SmmBackdoor .c (503) : Max. SW SMI value is OxEF

SmmBackdoor .c(514) : SW SMI handler is at 0xd7024b80
SmmBackdoor .c (369) : ProtocolNotifyHandler O : Protocol ready

[ execution

[ Payload

SMM backdoor
https://qithub.com/Cr4sh/SmmBackdoor



https://github.com/Cr4sh/SmmBackdoor

Full attack flow

[ Hunt for SMM ]

bugs
BIOS _CNTL—BIOS Control Register
(LPC I/F—D31:F0)
Offset Address: DCh Attribute: R/WLO, R/W, RO

[ Corrupt SMRAM ] Default Value: 20h Size: 8 bit

Lockable: No Power Well: Core

@ Bit Description

Hijack SMM code 7:6 | Reserved
execution SMM BIOS Write Protect Disable (SMM_BWP)— R/WLO.

5 0 = BIOS region SMM protection is disabled. The BIOS Region is writable regardless if

This bit set defines when the BIOS region can be written by the host.
@ processors are in SMM or not. (Set this field to 0 for legacy behavior)

1 = BIOS region SMM protection is enabled. The BIOS Region is not writable unless all
[ Pay|oad processors are in SMM.

Re-flash the BIOS

https://opensecuritytraining.info/IntroBIOS _files/Day2 03 Advanced%?2
0x86%20-%20B10S%20and%20SMM%20Internals%20-%20SPI1%20F|
ash%20Protection%20Mechanisms.pptx



https://opensecuritytraining.info/IntroBIOS_files/Day2_03_Advanced%20x86%20-%20BIOS%20and%20SMM%20Internals%20-%20SPI%20Flash%20Protection%20Mechanisms.pptx
https://opensecuritytraining.info/IntroBIOS_files/Day2_03_Advanced%20x86%20-%20BIOS%20and%20SMM%20Internals%20-%20SPI%20Flash%20Protection%20Mechanisms.pptx
https://opensecuritytraining.info/IntroBIOS_files/Day2_03_Advanced%20x86%20-%20BIOS%20and%20SMM%20Internals%20-%20SPI%20Flash%20Protection%20Mechanisms.pptx

Full attack flow

[ Hunt for SMM } Exploiting firmware SMI handler to attack VIMIM
bugs

Root partition

Virtual Machine
{ehildpartition) VMM allows VMto )
App m Attack invoke SMI handlers
’ (grants access to SW
: - SMI 1/O port 0xB2)
corrpt SRAT /

U

[ Hijack SMM code }

Compromised VM )
injects SMM payload
through the input
pointer vulnerability in

SMI Handlers : SMI handler )

Shl Pointer

execution System Firmware
SMM firmware )
Hardware payload modifies
hypervisor code or
-_ -_ - VMCS/EPT to install a
[ Payload o i backdoor =

.
Infect the hypervisor and guest VMs
http://c7zero.info/stuff/AttackingHypervisorsViaFirmware_bhusa1

5_dc23.pdf


http://c7zero.info/stuff/AttackingHypervisorsViaFirmware_bhusa15_dc23.pdf
http://c7zero.info/stuff/AttackingHypervisorsViaFirmware_bhusa15_dc23.pdf

We'll only focus on the first
phase in this talk!

[ Corrupt SMRAM }

U

[ Hijack SMM code }
execution

g

[ Payload ]




Attack surface

e A lot of attacker controlled parameters

Address of the
GUID of the handler
CommBuffer
P2 Administrator: Windows PowerS + v
C:\Users\carlsbad\Code\chipsec> python .\chipsec_util.py smi smmc ©x73DD7000 ©x73FOCFFF BDS5DECUF-005C-4238-8277-U45AC9112D315 0x79ffffe8 CommBuffer.bin exff

WARNING: *%kkkkhhkhkhkhhkkhkhkhhk kA hkh kA Ak hk Ak hk kA Ak kkkhhkkhkhhkkhkhkkkkkkkkhhkkkhdkkkkx
WARNING: Chipsec should only be used on test systems!

WARNING: It should not be installed/deployed on production end-user systems.
WARNING: See WARNING.txt

WARNING: **kkkkhkhkhkhhkhhkhhkhhkhhkhhkhhkhhkhkhhkhhkhhkhhkhhhkhhkhhhhkhhkhhkhhkhhkhhkhkhkhkhkhkhkd

[CHIPSEC] API mode: using CHIPSEC kernel module API
[CHIPSEC] Executing command 'smi' with args ['smmc', '©x73DD7000', '©Ox73FOCFFF', 'BDS5DECUF-005C-U4238-8277-45AC9112D315', 'Ox79ffffe8', 'CommBuffer.bin', 'Oxff']

Searching for 'smmc' in range 0x73dd7000-0x73fOcfff

Found 'smmc' structure at 6x73eu4d126

[*] Communication buffer on input

4F EC 5D BD 5C 06 38 42 82 77 45 AC 91 12 D3 15 | 0 ] \ 8B wE
00 60 60 0O 00 060 060 66 |

Contents of the
CommBuffer

[*] Communication buffer on output
4F EC 5D BD 5C €0 38 42 82 77 45 AC 91 12 D3 15 | 0 ] \ 8B wE
00 00 60 0O 060 060 060 06 |

ReturnStatus: ©x0® (EFI_SUCCESS)
[CHIPSEC] (smi) time elapsed ©.6005



Phys Mem

Restrictions

e To protect SMRAM, the Comm Buffer
cannot overlap with SMRAM

> SMRAM
e Otherwise, any handler that writes results to
the CommBuffer will also modify SMRAM

contents

Comm
Buffer




SmmEntryPoint (

L L : T-EFI_SMM ENTRY_ CONTEXT - - *SmmEntryContext
estrictions )
{
EFI_STATUS Status;
EFI_SMM COMMUNICATE HEADER - - *CommunicateHeader;

e Checked using InLegacygoot;

BOOLEAN IsOverlapped;
SmmI SBufferoutS VOID *Commun%ca?ionBuffer;
UINTN BuffersSize;

ideSmmValid ()

InLegacyBoot = mInLegacyBoot;
if (!InLegacyBoot) {

However, some

gSmmCorePrivate->InSmm = TRUE;

poorly written SMI
f1Eir1(j|Eir Eill()\A/E; LJE; t() CommunicationBuffer = gSmmCorePrivate->CommunicationBuffer;

BufferSize = gSmmCorePrivate->BufferSize;
bypass thIS if (CommunicationBuffer != NULL) {
: : IsOverlapped = InternalIsBufferOverlapped (

reStrICtlon (UINT8 *) CommunicationBuffer,

Buffersize,

(UINT8 *) gSmmCorePrivate,

51 (*gSmmCorePrivate)

)3

if (!smmIsBufferOutsideSmmvalid ((UINTN)CommunicationBuffer, BufferSize) || IsOverlapped) |

gSmmCorePrivate->CommunicationBuffer = NULL;
gSmmCorePrivate->ReturnStatus = EFI ACCESS DENIED;




#1: Not validating CommBufferSize

EFI_STATUS _ fastcall SmiHandler 1F906(
EFI_HANDLE DispatchHandle,

const void *Context,

CommBuffer_1F9@ *CommBuffer,
UINTN *CommBufferSize) Actual size of the CommBuffer is not
checked

unsigned __inté4 v4; // rax

if ( !CommBuffer || !CommBufferSize )
return 9x8000000000000002uibs;
v4d = _ readmsr(©x115u);
CommBuffer->field @ = (HIDWORD(v4) << 32) | v4;

return 0164;
Assumes the CommBuffer is at least 8

bytes long!




Phys Mem
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SMi
Handler

~ SMRAM




Phys Mem

~ SMRAM

[ty tRp J
CommBuffer SMRAM -1




Phys Mem

~ SMRAM

ARERL t Bt I )
CommBuffer SMRAM -1




Phys Mem

.
M 0bL I
{* Wl -4 ¢
2 o 4] 3 gt
M s
SmmEntryPoint HaSndler SMRAM
checks that E—
CommBuffer does
not overlap with HE .
1~ 3 r J
SMRAM CommBuffer | SMRAM - 1




Phys Mem

Check is successful,

execute SMI handler ” SMRAM

y
! W
t ek

1 " 2 ¢ J
CommBuffer SMRAM -1




Phys Mem

~ SMRAM

Handler blindly writes a QWORD LA e L
to the CommBuffer, corrupting )
the lower portion of SMRAM CommBuffer SMRAM - 1




if ( !CommBuffer || !CommBufferSize )
return EFI_INVALID PARAMETER;

= readmsr(MSR_IDT MCR5);
commBuffer->field @ = (HIDWORD(v4) << 32) | v4;

[ N

Handlers should explicitly check that
CommBufferSize matches the

expected size

\ /

if ( !CommBuffer || !CommBufferSize || *CommBufferSize != sizeof(comm buffer struct t) )
return EFI_INVALID PARAMETER;

= readmsr(MSR_IDT MCR5);
CommBuffer->field @ = (HIDWORD(v4) << 32) | v4;




#2: Unsanitized nested pointers

FI_STATUS _ fastcall SmiHandler 11AC(EFI_HANDLE DispatchHandle, const void *Context, void *CommBuffer, UINTN *CommBufferSize)

// [COLLAPSED LOCAL DECLARATIONS. PRESS KEYPAD CTRL-"+" TO EXPAND]

if ( CommBuffer &_& *CommBufferSize )
I

~

T
[switch ( *(_BYTE *)CommBuffer )] First byte is the operation code.
o Valid values are { 0, 2, 3 }
byte 2088 = 1;
return 0164;
case 2:
T e
break;
if. ..
break;
default: default clause writes a status
v_status = Bx8000000000000003uibd; . . .
¥k (_QWORD **)((char *)CommBuffer + 1) = v_status; variable to the memory location pOIﬂted
return 0i64; to by CommBuffer + 1
}
}
return Ox8000000000000002uibs;

[



Exploiting nested pointer issues

Phys Mem

Handler

g SRR a0
U3t se d

\ W
8 & 5

> SMRAM




Phys Mem

Exploiting nested pointer issues

> SMRAM

Comm
Buffer



Phys Mem

Exploiting nested pointer issues

> SMRAM

Comm
Buffer




Phys Mem

Exploiting nested pointer issues

> SMRAM

Handler inspects opcode field

Comm
Buffer




Phys Mem

Exploiting nested pointer issues

> SMRAM
.
An invalid opcode values will Comm
force the handler to fallback Buffer

into the default case




Phys Mem

Exploiting nested pointer issues

K
» T 09 M 0 HB0
. 4 &
SMI > SMRAM
Handler
T B
=1 @ TR
G s= e

(
\ =

| “Gr nt3 04 Co\
f 4

Address is also attacker
controlled, so we make it
point to SMRAM

Comm
Buffer




» Ox3000000000000003ui6a;
LABEL_15: / \

*(_QWORD *)CommBuffer->field 1 = v status;

Handlers are expected to call
SmmIsBufferOutsideSmmValid ()
to make sure client supplied pointers
do not overlap with SMRAM

/

v_status = 9x8000000000000003uib4;
LABEL_15:
if (!SmmIsBufferOutsideSmmValid(CommBuffer->field 1, sizeof(_QWORD)))
return EFI_ACCESS DENIED;
*(_QWORD *)CommBuffer->field 1 = v status;
return 0164;

status = ©x300000000000000Fui6a;
LABEL_15;

rn 9x8000000000000002uib4;




#3: Double-fetches from the CommBuffer

~
CommBuffer->field_18 (not in SMRAM) is
[smm_field 18 = CommBuffer->field 18; copied to a local variable in SMRAM
if ( v7 > dword 3120 - v6 ) Yy
v7 = dword 3120 - v6;
CommBuffer->field 10 = v7; ~
if ( SmmIsBufferOutsideSmmValid(smm field 18, v7) ) Handler checks that the copied pointer does
not overlap with SMRAM
if ( && CommBuffer->field 18 != (v6 + qword 3128) )
CopyMem(CommBuffer->field 18, (v6 + qword 3128), ) 1 -

Memory is copied using the original pointer
EFI_ACCESS DENIED; from the CommBuffer




Exploiting TOCTOU issues

Phys Mem

Handler

g SRR a0
U3t se d

\ W
8 & 5

> SMRAM




Exploiting TOCTOU issues

Phys Mem
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> SMRAM




Exploiting TOCTOU issues

Phys Mem

z )

field_18

> SMRAM




Exploiting TOCTOU issues

CommBuffer->field 18
is copied into a local
variable in SMRAM

Phys Mem

3
J
I -5 S T |
( be #t £p ¢
Ct0d M fu.L IR0 t8C
) | " o [ -l __r

| t0f sGfrafda @
§ 283 O R I
smm_field 18

( "mw \
field_18
R ann 4

-/

> SMRAM




Exploiting TOCTOU issues

Both copies point to
the same address

Phys Mem

SMI

| 0f) SGros B4 ¢
§ 24 L AEE

smm_field 18
IHE. " Y i

z )

field_18

> SMRAM




Phys Mem

Exploiting TOCTOU issues

> SMRAM
SmmIsBufferOutsideSmmValid

is called to make sure TR
smm_field 18 does not point to smm_field_18

SMRAM FELF R e

( "mw \
field_18
R ann 4

-/




Phys Mem

Exploiting TOCTOU issues

SMI > SMRAM
Handler

smm_field 18

While one CPU executes the SMI handler, the other
CPUs wait for it to finish in SMM (rendezvous)

Al |




Exploiting TOCTOU issues

While the SMI handler executes, a DMA attack
modifies CommBuffer->field 18 to point to
SMRAM

Phys Mem

SMi
Handler

INEENEE
I 3 ECE ) T

smm_field 18
IHE. " Y i

MRAM



Exploiting TOCTOU issues

Handler calls
CopyMem (CommBuffer->field 18,

I "R 4 T EE n
i\ od ARG B B A
Atk = 2 0 tntn )
[ uA r'l JuA
¢ tr l‘w [T 0 HRe
cee C 411 Q¢

Phys Mem

SMi
Handler

| t CF A3 64 C U
" P IECE 44 5 ¢

smm_field 18
IHE. " Y i

MRAM



smm _field 18 = CommBuffer->field 18;
if ( v7 > dword 3120 - v6 )
v7 = dword 3120 - v6;
CommBuffer->field 10 = v7;
if ( SmmIsBufferOutsideSmmValid(smm field 18, v7) )

{

if ( v9 & & CommBuffer->field 18 != (v6 + qword 3128) )
CopyMem(CommBuffer->field 18, (v6 + qword 3128), v9);

smm_field 18 = CommBuffer->field 18; Double fetches from the CommBuffer\
if ( v7 > dword_3120 - v6 )

v7 = dword 3120 - v6;
CommBuffer->field 10 = v7; Handlers are expected to copy
if ( SmmIsBufferOutsideSmmvValid(smm field 18, v7) )

are dangerous!

members of interest into SMRAM and

{

if ( v9 && smm field 18 != (v6 + qword 3128) use only the copy henceforth /
CopyMem(smm field 18, (v6 + qword 3128), v9);




Using Brick to automatically hunt SMM bugs




General

e Brick is an automated, static analysis tool for hunting SMM
vulnerabilities

e Based on IDA

o Rich ecosystem
o Higher level analysis via the Hex-Rays decompiler

e Demo time!



Phases

Harvest phase Analysis phase Summary phase



Harvest phase

e Extracts all the SMM binaries from the input file

D101101010107

P101101101001 | Harvest SMM modules > Directory with

PO101010111010

)1011010101071C SMM

0101010100101

ot e 5?}? Based on UEFIExtract, binaries

1011010101 uefi-firmware-parser library,
etc.

Directory, SPI dump,
capsule update, FV,
BIOS image etc.

Harvest phase Analysis phase Summary phase




Analysis phase

e Each SMM image is opened in IDA

e Runs a bunch of modules against each SMM binary:
o Processing modules
o Detection modules
o Informational modules

e Uses idahunt to parallelize the process

[ID'AY

r D
— | g@? / Processing \
— —
s o R R (@) oo
binaries a .—(}?ﬂ

| g? y K@ Informational /

UptoN concuﬁent IDA instances

Harvest phase Analysis phase Summary phase




Brick modules

e Implemented as IDAPython scripts
e \Written on top of the Bip framework

[ Processing modules} ﬁ Detection modules
: J

Ve

-

Preprocessor

~

J

Ve

-

efiXplorer

~

J

Ve

-

Postprocessor

~

e

J

Harvest phase

Ve

~

) g 0
Nested TOCTOU
pointers

S )

I 4 N
SMRAM SetVar info
overlap ) leak
seme b O;rlisented in this

Not presented in
this talk

Analysis phase

s

Legacy

[@ Informational modules}

~

protocols
\§ J

Reference
code

~

Summary phase



Detection heuristic - unsanitized nested pointers

for handler in CommBufferSmiHandler.iter all():

if not handler.CommBuffer. lvar.used:

self.logger.verbose(f'SMI {handler.name} does not reference CommBuffer"')

continue

if "'SmmIsBufferQutsideSmmValid®' in node.cstr:
buffer = node.args[©].ignore cast

if isinstance(buffer, CNodeExprVar) and buffer.lvar == handler.CommBuffer:

if bip utils.search_cnode filterlist(handler.hxcfunc, _is smm_validation, [CNodeExprCall], recursive=True):

self.logger.success(f'SMI {handler.name} seems to validate any pointers nested in the CommBuffer')

continue



Detection heuristic - unsanitized nested pointers

for handler in CommBufferSmiHandler.iter all():

Go over all the SMI

if not handler.CommBuffer. lvar.used:

handlers installed by the
image

self.logger.verbose(f 'SMI {handler.name]

continue

is_smm_validation(node: CNodeExprCall):

if "SmmIsBufferQutsideSmmValid'  in node.cstr:
buffer = node.args[©].ignore cast

if isinstance(buffer, CNodeExprVar) and buffer.lvar == handler.CommBuffer:

return Fa

if bip utils.search_cnode filterlist(handler.hxcfunc, _is smm_validation, [CNodeExprCall], recursive=True):

self.logger.success(f'SMI {handler.name} seems to validate any pointers nested in the CommBuffer')

continue



Detection heuristic - unsanitized nested pointers

» handler in CommBufferSmiHandler.iter all():
if not handler.CommBuffer. lvar.used:
self.logger.verbose(f 'SMI {handler.name’

continue

if "SmmIsBufferQutsideSmmValid'  in node.cstr:
buffer = node.args[©].ignore cast Is the CommBuffer

referenced at all?

if isinstance(buffer, CNodeExprVar) and buffer.lvar == handler.CommBU

if bip utils.search_cnode_filterlist(handler.

self.logger.success(f 'SMI {handler.name]

continue




Detection heuristic - unsanitized nested pointers

» handler in CommBufferSmiHandler.iter all():
if not handler.CommBuffer. lvar.used:

self.logger.verbose(f 'SMI {handler.name} does not reference CommBuffer")

continue

buffer = node.args[©].ignore cast

if isinstance(buffer, CNodeExprVar) and buffer.lvar == handler.CommBy Recursively scan the AST
e Ao HEONNIERME SRS of the handler, looking for
recurn-raise
- nodes that correspond to
function calls

if bip utils.search_cnode_filterlist(handler.
self.logger.success(f 'SMI {handler.name]

continue




Detection heuristic - unsanitized nested pointers

for handler in CommBufferSmiHandler.iter all():

Does the node represent a call to
SmmIsBufferOutsideSmmvalid?

if not handler.CommBuffer. lvar.used:

self.logger.verbose(f 'SMI {handler.name]

continue

buffer = node.args[©].ignore cast

if isinstance(buffer, CNodeExprVar) and buffer.lvar == handler.CommBuffer:

return False

if bip utils.search_cnode_filterlist(handler.
self.logger.success(f 'SMI {handler.name]

continue




Improving detection

(] Reconstruct|ng the CommBuffer 1l1lac ends
Iayout of the ; [00000010 BYTES. COLLAPSED STRUCT EFI_SMM BASE2 PROTOCOL.
CommBuffer allows us ; [000POO28 BYTES. COLLAPSED STRUCT EFI_SMM_ACCESS2 PROTOCOL
to determlne Whether or CommBuffer 11AC struc
not it holds nested Field 0 ‘
pointers field 9
field 11
field 19 dq
e Can be done via ﬁ:mlf%}ﬂ_uﬁ( i
HexRaysCodeXplorer
https://github.com/REhin
ts/HexRaysCodeXplorer
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https://github.com/REhints/HexRaysCodeXplorer
https://github.com/REhints/HexRaysCodeXplorer

Improved heuristic - unsanitized nested pointers

~ handler i 3uffer iter_all():

handler.CommBuffer._lvar.used:

self.logger.verbose(f'SMI {handler.name

Taking CommBuffer reconstruction
into account

_utils.search_cnode_filterlist(handler.hxcfunc, _is_smm_validation,
self.logger.success(f I
c nue

comm_buffer_type = handler.reconstruct_comm_buffer()

ePtr) for member
handler.name

handler.name



A word of false { positives, negatives }

e Simple heuristics have many advantages, but also imply that false
positives and false negatives will occur from time to time

e False positives (misleading alerts)
® Brick is just a helper tool, so manual examination of the results is a must
® A small degree of false positives is acceptable

e False negatives (misses)
O Main use case is scanning the entire firmware image

O  Finding even a subset of all vulnerabilities might be good enough to compromise
SMM

Harvest phase Analysis phase Summary phase




Results (so far)

e Two CVEs from Lenovo

o CVE-2021-3599: A potential vulnerability in the SMI callback function used to access
flash device in some ThinkPad models may allow an attacker with local access and
elevated privileges to execute arbitrary code.

o CVE-2021-3786: A potential vulnerability in the SMI callback function used in CSME
configuration could be used to leak out data out of the SMRAM range.

e About a dozen of other vulnerabilities in various stages of the

disclosure process
o Affecting all major vendors and OEMs
o Some affect the reference code shared between multiple vendors



Future work
e Add more detection modules

e Improve reliability

e Reduce running time

e You can contribute too!
o https://github.com/Sentinel-One/brick



https://github.com/Sentinel-One/brick

Thank you for your attention!




