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INTRODUCTION

e LPC1343is a Cortex-M3 MCU (pic of dev board from Olimex)
e Harvard architecture
e Microcontroller for embedded applications featuring a high level of integration

and low power consumption
e Previous work on the LPC1343/... @Chris Gerlinsky



GOAL

1. Study LPC debug locking mechanism

2. Targeting to unlock debug interface



LPC CODE READ PROTECTION

Table 314. Code Read Protection (CRP) options

Name Pattern Description
programmed in
0x0000 02FC
NO ISP 0Ox4E68 7370 Prevents sampling of pin PIOO_1 for entering ISP mode. PIO0_1 is
available for other uses.

CRP1 0x12345678 Access to chip via the SWD pins is disabled. This mode allows

partial flash update using the following ISP commands and
restrictions:

* \Write to RAM command cannot access RAM below 0x1000
0300.

* Copy RAM to flash command can not write to Sector 0.
* Erase command can erase Sector 0 only when all sectors are
selected for erase.
* Compare command is disabled.
* Read Memory command is disabled.
This mode is useful when CRP is required and flash field updates
are needed but all sectors can not be erased. Since compare
command is disabled in case of partial updates the secondary
loader should implement checksum mechanism to verify the integrity
of the flash.
CRP2 0x87654321 Access to chip via the SWD pins is disabled. The following ISP
commands are disabled:
* Read Memory
* Write to RAM
* Go
* Copy RAM to flash
* Compare

When CRP2 is enabled the ISP erase command only allows erasure
of all user sectors.

CRP3 0x43218765 Access to chip via the SWD pins is disabled. ISP entry by pulling
PIO0_1 LOW is disabled if a valid user code is present in flash
sector 0.

This mode effectively disables ISP override using PIOO0_1 pin. Itis
up to the user’s application to provide a flash update mechanism
using |AP calls or call reinvoke ISP command to enable flash update
via UARTO.

Caution: If CRP3 is selected, no future factory testing can be
performed on the device.




LPC CODE READ PROTECTION

Table 254. Code Read Protection hardware/software interaction

CRP option

No
No
No

CRP1
CRP1
CRP2
CRP2
CRP3
CRP1
CRP2
CRP3

User Code
Valid

No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No
No
No

PIO0_1 pin at
reset

High
Low
High
Low
High
Low

>xX X X X

JTAG enabled

Yes
Yes
Yes
No
No
No
No
No
No
No
No

LPC13xx
enters ISP
mode

Yes
No
Yes
No
Yes
No
Yes
No
Yes
Yes
Yes

partial flash
Update in ISP
mode

Yes
NA
Yes
NA
Yes
NA
No

NA
Yes
No

No




LPC13xx MEMORY MAP

LPC1311/13/42/43 AHB peripherals
4GB 1 1 OxFFFF FFFF
e reserved g
0xE010 0000 16 - 127 reserved
private peripheral bus ST G
reserved 3 : 12151  GPIO PIO3
WY 3 811 +  GPIOPIOZ2
AHB peripherals 0%5000 0000 47 : GPIO PIOA
0-3 GPIO PIO0
- reserved s
APB peripherals
23 - 31 reserved
0x4008 0000 221 SSP1 (LPC1313FBD48/01)
i — mmm e oo )
1GB AFB peripherals 4000 0000 : NG T —
i 185 system control
17, [OCONFIG
3 reserved 3 i 161 SSPO
i 15, flash controller
0 14, PMU
0.5GB 0x2000 0000 i
! 10 - 13 reserved
& reserved &
OxIFFF 4000 9 i [Eeeher
16 kB boot ROM ]
o i 8 . USB (LPC1342/43 only)
7t ADC
3 reserved g 1 32-bit counter/timer 1
5 +  32-bit counter/imer 0
CR0002000 4 ' 16-bit counterftimer 1
I-code/D-oode 8 kB SRAM (LPC1313/1343) 0x1000 1000 ;
memory space | 4 kB SRAM (LPC1311/1342) 3 j 16-bit counterftimer 0
0x1000 0000 T
' UART
s . 71 WDTWWDT
reserved = 2o b
0x0000 8000
32 kB on-chip flash (LPC1313/43) | o o
16 kB on-chip flash (LPC1342) + 256 words 0x0000 0400
(00002000 | active interrupt vectors
l 8 kB on-chip flash (LPC1311) , 0x0000 0000
0GB 0x0000 0000 _|

0x5020 0000

0x5004 0000
0x5003 0000
0x5002 0000
0x5001 0000
0x5000 0000

0x4008 0000
0x4005 CO00
Ox4005 8000
0x4004 C0O00
0x4004 8000
0x4004 4000
0x4004 0000
0x4003 CO00
0x4003 8000

0x4002 8000
0x4002 4000
0x4002 0000
0x4001 CO00
0x4001 8000
0x4001 4000
0x4001 0000
0x4000 CO00
0x4000 8000
0x4000 4000
0x4000 0000



RESET

o
LPC13xx BOOT PROCESS '

CRPL22
ENABLED?

ENABLE DEBUG
yes |

WATCHDOG
FLAG SET?

USER CODE
VALID?
CRP3MNOC_ISP
ENABLED?

yes

ENTER ISP
MODE?
(P100_1 =LOW)

EXECUTE INTERNAL
USER CODE

USB BOOT?
(PIO0_3 =HIGH)

ENUMERATE AS MSC) boot fomUSB
DEVICE TO PC LPC134x only

USER CODE
VALID?
boot from

RUN AUTO-BAUD UART

AUTO-BAUD
SUCCESSFUL?

[ RECEIVE cRYsTAL FREQUENCY |

| RUN ISP COMMAND HANDLER |




BOOTLOADER RE

INITIALIZE

CRPL/2/3
ENABLED?

ENABLE DEBUG
s

1fffe104 00 4a
1fffe105 10 47

1fffo108 od ol ff 1f

1fff010c 1a 4a
1fffo1ce 1b 4b
1fff0110 1b &8
1fffe112 1c 4d
1fff0114 2d &8
110116 1c 4e
1fff0118 36 68
1fff0lla 1c 68
1fffellc ac 42
1fff0lle 01 do
1ff0120 b4 42
1fffe12z o1 dl

11ff0124 16 4c

11ff0126 24 68

1fffe128 14 60

11ff012a 0d 4a
1fffel2c 13 68

(RP1_2 3 Enabled?

ldr r2, [PTR Check CRP Value+l 1fffol08]
bx rZ=xCheck CRP Value
PTR Check CRP Value+l 1fff0108 YREF[1]: 111f0104(R)
addr Chack_CRP Walue+l
Check CRP Waluz+l XREFIL,1]:  1fffolo6(j), 1fffoLCE(¥)
Check _CRP Value
ldr r2, [-=5YSCON Reserved (23¢-3f0)]
Tdr 7=, [->ROM_CRP_2fc]
ldr r3, [r3,2000] =>ROM_CRP_2fc
1dr rs, [->CRP3]
ldr rs, [r5,#0x0] =>(RP3 —
1dr %, [->CRP1] RSZCRPS
1dr 05, 106, 2000 =5GP0 R6=CRP1
1dr rd, [r3,20x0] ==DAT ODOBOZfC B4:Load the configured CRP value
cnp r4, rs B4:Compare it with CRP3
beq LOAD CRP2
cmp rd, ré B4:Compare 1t with CRP1
bne FLASH DEBUG_CTRL
LOAD CRP2 AREF(1]: 1fffolle(;)
1dr r4, [-»CRP2]
ldr r4, [r4,#0x0] =>CRPZ
FLASH DEBUG_CTRL XREF[L]:  1fffOL22(j)
str r4, [r2,#6x0] =»5YSC0N Reserved(23c-3f0) B4:Store CRP2 value or [Bx2fc] c...
into a reserved location!
1dr r2, [-»Peripherals: :FMC]
1dr r3, [r2,#000] =>Peripherals: : FUC



BOOTLOADER RE

(RP1_2 3 Enabled?

1fff0104 00 4a ldr "2, [PTR Check_CRP Value+l 1fffel08]
1fffe106 10 47 bx “Z=xCheck _CRP Value
PTR Check CRP Value+l 1fff0108 XREF[1]: 111f0104(R)
1fffo108 od 01 ff 1f  addr Check CRP Walue+l
[Ox2fc]:
. Check CRP Valusl XREF[1,1]: 1fffoLos(j), 1fffolce(*)
Check _CRP Value
1fffoloc 1a 4a ldr "2, [-5YSCON_Reserved (23¢-3f0)]
1fffolee 1b 4b ldr =, [->ROM_CRP_2fc]
CRP3 1ff6110 1b 68 ldr 2, [2,2000] =>ROM_CRP_2fc
- 1110112 1c 4d ldr =, [-=CRP3]
’RE‘-‘U 1fffol14 2d 68 ldr <, [r5,#0x0] =>CRP3 -
110116 1c 4e 1dr 5, [->CRPL Eg:gggi
10118 3 68 ldr 4, [75,80c0] =>CFP1 =
1fffella 1c 68 ldr -4, [r3,#0x0) =>DAT 000002fc B4:Load the configured CRP value
- o 1fffollc ac 42 cap 4, IS BA4:Compare it with CRP3
ENABLED? 1fffolle 01 dO beq LOAD CRP2
1££0120 b4 42 cnp 4, 1% B4: Compare it with CRPL
il 1fffo122 01 d1 bne FLASH DEBUG_CTRL
LOAD CRP2 WREFI1]:  1fffolle(j)
11ffol24 16 4¢ ldr 4, [->CRP2)
11ff0126 24 68 ldr 4, [r4,#0x0] =>(RP2
FLASH DEBUG CTRL WREFIL):  1fFf0122()
1fff0128 14 60 [str i, (T2, om0 =51 90 Reserved | 2ac-a1a] | B4:Store CRP2 value or [0x2fc] c...
into a reserved location!
1fff012a 0d 4a ldr "2, [->Peripherals: :FHC]
*R4=0x87654321=CRP2 1fffel2c 13 68 ldr 2, [r2,20x0] =>Peripherals: : RC
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BOOTLOADER RE

(RP1_2 3 Enabled?

1fff0104 00 4a ldr "2, [PTR Check_CRP Value+l 1fffel08]
1fffe106 10 47 bx “Z=xCheck _CRP Value
PTR Check CRP Value+l 1fff0108 XREF[1]: 111f0104(R)
1fffe1es od o1 ff 1f addr Check CRP Walue+l
[Ox2fc]:
. Check CRP Valusl XREF[1,1]: 1fffoLos(j), 1fffolce(*)
Check _CRP Value
1fffoloc 1a 4a ldr "2, [-5YSCON_Reserved (23¢-3f0)]
1fffolee 1b 4b 1dr =, [->ROM_CRP_2fc]
CRP3 1£0110 1b 68 ldr 2, [2,2000] =>ROM_CRP_2fc
- 1110112 1c 4d ldr =, [-=CRP3]
’RE‘-‘U 1fffol14 2d 68 ldr <, [r5,#0x0] =>CRP3 -
110116 1c 4e 1dr 5, [->CRPL Eg:gggi
10118 3 68 ldr 4, [75,80c0] =>CFP1 =
1fffella 1c 68 ldr -4, [r3,#0x0) =>DAT 000002fc B4:Load the configured CRP value
- o 1fffollc ac 42 cap 4, IS BA4:Compare it with CRP3
ENABLED? 1fffolle 01 dO beq LOAD CRP2
1££0120 b4 42 cnp 4, 1% B4: Compare it with CRPL
el 1fff122 01 dl bne FLASH_ DEBUG_CTRL
LOAD CRP2 WREFI1]:  1fffolle(j)
11ffol24 16 4¢ ldr 4, [->CRP2)
11ff0126 24 68 ldr -4, [r4,#0x0] =>(RP2
FLASH DEBUG CTRL WREFIL):  1fFf0122()
1fff0128 14 60 [str ", (72, 2000] =51 900l Reservedl2ac-210) | B4:Store CRP2 value or [0x2fc] c...
into a reserved location!
1fff012a 0d 4a ldr "2, [->Peripherals: :FHC]
*R4=0x87654321=CRP2 1fffel2c 13 68 ldr 2, [r2,20x0] =>Peripherals: : RC
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BOOTLOADER RE GF1_2_3 abled?

1fff0104 00 4a 1dr "2, [PTR Check_CRP Value+l 1fffel08]
1fffe106 10 47 bx “Z=xCheck _CRP Value
PTR Check CRP Value+l 1fff0108 {REF(1]: 1ffOL04(R)
1fffo108 od 01 ff 1f  addr Check CRP Walue+l
[Ox2fc]:
| Check CRP Valusl XREF[1,1]: 1fffoLos(j), 1fffolce(*)
CRP1 ’ Check _CRP Value
1fffoloc 1a 4a ldr "2, [-5YSCON_Reserved (23¢-3f0)]
1fffolee 1b 4b ldr =, [->ROM_CRP_2fc]
CRP3 1ff6110 1b 68 ldr 2, [r2,2000] =>ROM_CRP_2fc
- 1110112 1c 4d 1dr <, [->CRP3)
’RE‘-‘U 1fffol14 2d 68 ldr <, [r5,#0x0] =>CRP3 -
10116 1c 4e 1dr 2, [->CRPL Eg:gggi
10118 3 68 ldr 4, [75,80c0] =>CFP1 =
1fffella 1c 68 1dr -4, [r3,#0x0) =>DAT 000002fc B4:Load the configured CRP value
- o 1fffollc ac 42 cap 4, IS BA4:Compare it with CRP3
ENABLED? 1fff0lle 01 do beg LOAD_CRP2 R4=CRP1 | o
1££0120 b4 42 cnp B4: Compare it with CRPL
il 1fffo122 01 d1 bne FLASH DEBUG_CTRL
> LOAD CRP2 WREFIL]:  1fffolle(j)
11ffol24 16 4¢ 1dr 4, [->CRP2)
11ff0126 24 68 1dr 4, [r4,#0x0] =>(RP2
: FLASH DEBUG CTRL WREFIL):  1fFf0122()
1fff0128 14 60 [sir 4, [r2, #0x0] =51 500 ReservedZ3c-310) | B4:Store CRP2 value or [Bx2fc] c...
into a reserved location!
1fff012a 0d 4a 1dr "2, [->Peripherals: :FHC]

*R4=0x87654321=CRP2 1fffel2¢ 13 68 1dr "2, [r2,#010] =>Peripherals: : FHC 12



BOOTLOADER RE GF1_2_3 abled?

1fff0104 00 4a ldr "2, [PTR Check_CRP Value+l 1fffel08]
1fffe106 10 47 bx “Z=xCheck _CRP Value
PTR Check CRP Value+l 1fff0108 XREF[1]: 111f0104(R)
1fffo108 od 01 ff 1f  addr Check CRP Walue+l
[Ox2fc]: ] T
| Check CRP Walustl KREF[1,1]:  1fffOL06(7), 1fTTdlCe(*
CRP1 h Check _CRP Value
1fffoloc 1a 4a ldr "2, [-5YSCON_Reserved (23¢-3f0)]
1fffolee 1b 4b 1dr =, [->ROM_CRP_2fc]
CRP3 1ff6110 1b 68 ldr 2, [r2,2000] =>ROM_CRP_2fc
- 1110112 1c 4d ldr =, [-=CRP3]
’RE‘-‘U 1fffol14 2d 68 ldr <, [r5,#0x0] =>CRP3 -
110116 1c 4e 1dr 5, [->CRPL Eg:gggi
10118 3 68 ldr 4, [75,80c0] =>CFP1 =
1fffella 1c 68 ldr -4, [r3,#0x0) =>DAT 000002fc B4:Load the configured CRP value
- o 1fffollc ac 42 l cap 4, IS |B4:Conpare it with CRP3
ENABLED? 1fffolle C1 dO beq LOAD_CRF2 R4=CRP1
|:> 1££0120 b4 42 cnp 4, 1% B4: Compare it with CRPL
il 1fffo122 01 d1 bne FLASH DEBUG_CTRL
. LOAD CRP2 WREFIL]:  1fffolle(j)
11ffol24 16 4¢ ldr 4, [->CRP2)
11ff0126 24 68 ldr -4, [r4,#0x0] =>(RP2
\ FLASH DEBUG CTRL WREFIL):  1fFf0122()
1fff0128 14 60 [sir 4, [r2, #0x0] =51 500 ReservedZ3c-310) | B4:Store CRP2 value or [Bx2fc] c...
into a reserved location!
1fff012a 0d 4a ldr "2, [->Peripherals: :FHC]

*R4=0x87654321=CRP2 1fffel2¢ 13 68 ldr "2, [r2,#010] =>Peripherals: : FHC 13



BOOTLOADER RE GF1_2_3 abled?

1fff0104 00 4a ldr "2, [PTR Check_CRP Value+l 1fffel08]
1fffe106 10 47 bx “Z=xCheck _CRP Value
PTR Check CRP Value+l 1fff0108 {REF(1]: 1ffOL04(R)
1fffe1es od o1 ff 1f addr Check CRP Walue+l
[Ox2fc]: ] T
Check CRP Walustl KREF[1,1]:  1fffOL06(7), 1fTTdlCe(*
CRP1 ’ Check _CRP Value
CRP2/NO ISP/NO CRP... 1fffolec 1a 4a 1dr 2, [->5YSCON_Reserved (23c-3f0)]
CRP3 - - 1ff610e 1b 4b Tar =, [->ROM_CRP_2fc]
1ff6110 1b 68 ldr 3, [r3,2010]=>ROM_CRP_2fc
1110112 1c 4d ldr , [-f{ﬁ?ﬂ,
’ 1fff0114 2{! 8 1dr ".. [ "o, ROX J] =>[RP3 R5=CRP3
1fffolls 1c 42 ldr &, [->CRPL] _
1fff0118 36 68 ldr 5, [r6,#0x0] ==CRP1 R6=CRP1
1fffella 1c 68 ldr -4, [r3,#0x0) =>DAT 000002fc B4:Load the configured CRP value
- o 1fffollc ac 42 l cap 4, IS BA4:Compare it with CRP3
ENABLED? 1fffolle 01 dO beq LOAD CRP2
|:> 1££0120 b4 42 cnp 4, 1% B4: Compare it with CRPL
il 1fffo122 01 d1 bne FLASH DEBUG_CTRL
. LOAD _CRP2 WREFIL]:  1fffolle(j)
11ffol24 16 4¢ ldr -4, [-=CRP2]
11ff0126 24 68 ldr 4, [r4,#0x0] =>(RP2
\ FLASH DEBUG CTRL WREFI1]:  1fff0122(j)
1fff0128 14 60,,I [str ", (72, 2000] =51 900l Reservedl2ac-210) | B4:Store CRP2 value or [0x2fc] c...
into a reserved location!
1fff012a 0d 4a ldr "2, [->Peripherals: :FHC]
1fffol2c 13 68 ldr "2, [r2,#010] =>Peripherals: : FHC

14
*The value that disables JTAG:0x87654321=CRP2




BOOTLOADER VULNERABILITY

Load configuration

Startup from Non-Volatile
memory/EUSED!

Execute Locking

Mechanism

Corrupting the configuration values
Register corruption

Bypass the load

Bypass/Corrupt compare instruction

CRP1 0x12345678
CRP2 0x87654321
CRP3 0x43218765
NO_ISP  0Ox4E697370
NO_CRP OxFFFFFFFF
0x000000000

0xB4B4B4B4....

15




WHAT IS FAULT INJECTION (GLITCHING)?

e Hardware corruption on a normal device
e Causes undefined behavior

e Examples [bit flip, instruction skip, change an instruction, ...etc]

16



TECHNIQUES

e Clock

e \oltage

e Electromagnetic
e Laser

e And more...

https://www.mdpi.com/2079-9292/9/7/1153/htm

Mominal Clock I

Clock Delayedl

Clock Delayed2

Trigger Signal

Faulty Clock I

17


https://www.mdpi.com/2079-9292/9/7/1153/htm

TECHNIQUES

e Clock

e \oltage

e Electromagnetic
e Laser

e And more...

Supply Voltage

3.2

2.4

1.6

0.8

A 4

Time
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TECHNIQUES

e Clock

e \Voltage

e Electromagnetic
e Laser

e And more...
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TECHNIQUES

e Clock

e \Voltage

e Electromagnetic
e Laser

e And more...

https://www.alphanov.com/en/products-services/double-laser-fault-injection

=
!
!
:
:
'
:
.
!

h
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https://www.alphanov.com/en/products-services/double-laser-fault-injection

IS IT DIFFICULT?

Julio Della Flora @jcldf
https://twitter.com/jcldf/status/1235859271176171521
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https://twitter.com/jcldf
https://twitter.com/jcldf
https://twitter.com/jcldf
https://twitter.com/jcldf/status/1235859271176171521

IS IT DIFFICULT?

https://www.fraunhofer-innovisions.de/cybersicherheit/laser-fault-injection/
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https://www.fraunhofer-innovisions.de/cybersicherheit/laser-fault-injection/

EXAMPLES
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https://www.youtube.com/watch?v=_EOPWQvW-14



https://www.youtube.com/watch?v=_E0PWQvW-14

EXAMPLES

Bypassing Android MDM Using Electromagnetic Fault Injection
By A Gas Lighter For $1.5 (Arun 24-September-2020)
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EXAMPLES

How | hacked a hardware crypto wallet and recovered $2 million (Joe Grand)
Wallet.fail (Thomas, Dmitry, Josh)

Kraken Security Labs (Nick)

Glitching Trezor using EMFI Through The Enclosure (Colin O’flynn)

My TREZOR

25


https://www.youtube.com/watch?v=dT9y-KQbqi4
https://www.youtube.com/watch?v=mqEfldjCqVY
https://www.hackster.io/news/kraken-security-labs-can-now-voltage-glitch-trezor-wallet-cryptocurrency-away-f1ee6cc76933
https://colinoflynn.com/2019/03/glitching-trezor-using-emfi-through-the-enclosure/

BEFORE THE ATTACK

e Inspired by Recon Brussels 2017 talk, by Chris Gerlinsky.
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BEFORE THE ATTACK

e Inspired by Recon Brussels 2017 talk, by Chris Gerlinsky.

. I AM READY TO GET HURT AGAIN.
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ATTACK SETUP

na3

5002

VDD(

PIO1 11/
USB_DM
USB_DP

VAVCCNREF

VSS

30 &00 P1_170
42 . X 42 P1_11
19 . 19 u2D- oD
0 20 D+ . XD+
3.3V_CORE_¥
44 Py T > "“/:' 0_3.3\},
) G4 CLOSE
e 1 _|100nA
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ATTACK SETUP

LISB

LS
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POWER ANALYSIS

A30 mV

A40 mV

VE.!IY’l:’}

A50 mV ._W‘WNM“W i "f“fm‘u

A
"Mu R Ui

AG0 mV

A70 mV {

A8O Tl

“131.89 us 141.89 ps 151.89 s 161.89 s 171.89 s 181.89 us

_ ----------- Tbase -148.6 psfTrigger 1) 11§
10.0 me 10.0 m 10.0 ps/div Norm 3.2896 V

1MS 10 GS/s Edge Positive




POWER ANALYSIS

A10 mV

A20 mV

A30 mV H| l" NO_.CRP
A40 mV : H
A50 mV : 1
|t
Y ‘ & "|1||

A70 mV

A8O Tl

1292 us 1342 us 139.2 us 1442 us 1492 us 154 .2 us 1592 us 164.2 us 169.2 us 1742 us 1792 us

----------- Thase -148 6 usfTrigger 15 1418
I 10.0 mVi 10.0 mV | 10.0 ps/div Norm 3.2896 V
5.00 ps/div| 5.00 ps/div | 1MS 10 GS/s Edge Positive

Sill




THE ATTACK

e We did the attack first with a RESET setup, but we didn’t succeed !!
e After we changed the setup. POWER ON is the trigger now.
e And did the attack we succeeded !
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THE ATTACK

RESET

INITIALIZE

CRP1/213
ENABLED?

ENAELE DEBUG

WATCHDOG

FLAG SET?

CRP3MO_ISP
ENAELED?

ENTER ISP
MODE?
(PIO0_1 =LOW)

USER CODE
VALID?

EXECUTE INTERNAL
USER CODE
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Recorded demo
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http://drive.google.com/file/d/1UDcERR18Xss868MXr-fNLDYcAYOKV-TD/view

RESULT (CRP1 GLITCH)

CRP1 *

' Tbase -153.5 usfTrigger 1% 128

10.0 mV! ; 5.00 ps/div Stop 3.2896 V
-3.30900 V/; B : 1MS  20GS/s Edge Positive

L 332320 Vi E X1= 14759840 us AX=  7.84865us
|t 33u77V: 5 X2= 15544705 us 1/AX= 127.4104 kHz

Sy




RESULT (CRP1 & NO CRP)

T 33477Vt 330503V

1MS 20 GS/s Edge Positive
Ay 843mV Ay 604mV:

X1= 14759840 us AX=  7.84865 us
X2= 155.44705 us 1/AX= 127.4104 kHz

A70 mV
ABOT
“130.66 s 140.66 s 150.66 us 160.66 us 170.66 us 180.66 us
M W 5 Tbase -153.5 psfTrigger (25 1519
10.0 mV | 10.0 mV}! ; 5.00 ps/div Stop 3.2896 V
330900 V|  5.00 ps/div}} 4 :
1l 332320V, 331107V g
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RESULT (CRP2 GLITCH)

. |
i |
! |
! |

CRP2 4 l
! |
I
1 f
| |
i |
i |
! |
| |
i |
i |
! |
b &

: Thase -153.5 s Trigger 1) 128
: | 5.00 ps/div Stop 3.2896 V
-3.30680 V|: + | 1MS 20 GS/s Edge Positive

1 3.32411 Vfi X1= 146.89030 us AX= 8.51580 us
‘£ 3.:73176833 ¥:: X2= 155.40610 us 1/AX= 117.4288 kHz
i._L = :.,,_'!‘,,.‘:_ ________________
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RESLUT (CRP2 & NO_CRP)

I I | |
| [ [ |
I I | |
[ [ | |
CRP? T g
| 1 [ |
I I | 1
! g |
! b
. |
Wl} |
}” Wl
I
M1 C2 M|1
[ ) 5 Tbase -153.5 psfTrigger () 1518
‘ 10.0 mV, 10.0 mV | ; 5.00 ps/div Stop 3.2896 V
-3.30520 V| 5.00 ps/div ! + | 1MS 20 GS/s Edge Positive
L 332411V 331096 V! g X1= 14683030 us AX= 851580 us
t  331633V| 1  3.30292V | ; X2= 15540610 us 1/AX= 117.4288 kHz
By -778mV/Ay -803mV: -




RESLUT (CRP1,2 & NO CRP)

[335111v)

i)

A10 mV
i r

A20 mV
A30 mV
A40 mV
A50 mV
A60 mV

A70 mV

A80 r.@i
1285 us

10.0 mV
5.00 ps/div |

>

5.00 ps/div 5.00 ps/div |

NO_CRP

1335 s 1385 us 1435 us 1485 us : 1535 us 158.5 us 163.5 us 168.5 us 1735 s 1785 us

(M3 [ | Thase -153.5 psfTrigger (25 818
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21.4.14 Boot process flowchart 21.4.14 Boot process flowchart
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Fig 66. Boot process flowchart Fig 67. Boot process flowchart 42

https://www.keil.com/dd/docs/datashts/philips/user _manual Ipc214x.pdf https://www.nxp.com/docs/en/user-quide/UM10139.pdf



https://www.keil.com/dd/docs/datashts/philips/user_manual_lpc214x.pdf
https://www.nxp.com/docs/en/user-guide/UM10139.pdf

PHILIPS — NXP
UM10139

Volume 1: LPC214x User Manual
Rev. 01 — 15 August 2005

21.7 Code Read Protection (CRP)

User manual | .

Code read protection is enabled by programming the flash address location 0x1FC (User
flash sector 0) with value 0x8765 4321 (2271560481 Decimal). Address 0x1FC is used to
allow some room for the FIQ exception handler. When the code read protection is enabled
the JTAG debug port, external memory boot and the following ISP commands are
disabled:

* Read Memory

* Write to RAM

* Go

* Copy RAM to Flash
The ISP commands mentioned above terminate with return code
CODE_READ_PROTECTION_ENABLED. The ISP erase command only allows erasure
of all user sectors when the code read protection is enabled. This limitation does not exist

if the code read protection is not enabled. IAP commands are not affected by the code
read protection.

Important: CRP is active/inactive once the device has gone through a power cycle.

*The value that disables JTAG:0x87654321=CRP2

https://www.keil.com/dd/docs/datashts/philips/user _manual Ipc214x.pdf

UM10139

LPC214x User manual
Rev. 4 — 23 April 2012 User manual

Table 289. Code Read Protection levels

Name Pattern
programmed
in 0x000001FC

NO_I O0x4E69 7370

CRP1 0x12345678

CRP2 0x87654321

CRP3 0x43218765

Description

Prevents sampling of pin P0.14 for entering ISP mode. P0.14 is available
for other uses.

Access to chip via the JTAG pins is disabled. This mode allows partial
Flash update using the following ISP commands and restrictions:

Write to RAM command can not access RAM below 0x40000200
Copy RAM to Flash command can not write to Sector 0

Erase command can erase Sector 0 only when all sectors are
selected for erase

Compare command is disabled

This mode is useful when CRP is required and Flash field updates are
needed but all sectors can not be erased. Since compare command is
disabled in case of partial updates the secondary loader should
implement checksum mechanism to verify the integrity of the Flash.
Access to chip via the JTAG pins is disabled. The following ISP
commands are disabled:

Read Memory
Write to RAM

* Go

Copy RAM to Flash
Compare

When CRP2 is enabled the ISP erase command only allows erasure of
all user sectors.

Access to chip via the JTAG pins is disabled. ISP entry by puling P0.14

LOW is disabled if a valid user code is present in Flash sector 0.

This mode effectively disables ISP override using P0.14 pin. Itis up to

the user's application to provide Flash update mechanism using IAP

calls if necessary.

Caution: If CRP3 is selected, no future factory testing can be

performed on the device. 43
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LPC FAMILY

e Sharing same CRP mechanism and boot process (based on user manuals)

o Cortex-M4 o Cortex-M3 o Cortex-MO o ARMY7
B LPC5411X B LPC18XX B LPC8XX B LPC2XXX
B LPC5410X B LPC17XX m LPC51U68
B LPC43XX B LPC15XX B LPC11XX
B LPC43SXX B LPC13XX B LPC122X
B LPC40(8/7)X

e \We've successfully apply our attack on
O LPC812 & LPC1114 & LPC1343

ECRP is introduced in LPC546xx
OTP banks is used in LPC540xx...
e LPC55xx (Cortex-M33 ARM trustzone)



CONCLUSION

e We reversed the bootROM and took power consumption traces

e Applied the attack based on RESET trigger. (Did Not succeed)

e Changed the setup, our glitch trigger now based on POWER ON
(Succeeded!)

e CRP locking mechanisms exist since Philips time

e Contacted NXP to disclose (professional and fast)

45



Q&A
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Thank you...



Resources

LPC1311/13/42/43 User manual
https://github.com/leveldown-security/SVD-Loader-Ghidra

https://github.com/CPELyon/lpctools

Gerlinsky, C. (2017, January 28). Breaking Code Read Protection on the NXP
LPC-family Microcontrollers. Recon.
https://recon.cx/2017/brussels/talks/breaking _crp _on_nxp.html

ChipWhisperer-Lite https://www.newae.com/chipwhisperer
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