Hacking a Smart Doorbell:
An loT hacking guide
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Agenda

Hacking a Smart Doorbell

e Mobile Application Security Fundamentals
e Bluetooth Low Energy Sniffing
e Getting access to the video stream



X9 Smart Wireless Doorbell

X9 Smart Wireless Remote Video Doorbell 3]¢
Camera, Intelligente Visuelle Tiirklingel Mit

. . GRATIS Lieferung 3. - 15.
Voice Change HD, Nachtsicht-WLAN- November. De
Sicherheits-Tiirklingelkameras, Unterstiitzung © Liefernan Da
Fur Remote-Videoanrufe, Einfache Inst Auf Lager

(e: mu

Menge: 1 v

3 1 49€ In den Einkaufswagen

Preisangaben inkl. USt. Abhdngig von der Lieferadresse kann die USt. an der Kasse Jetzt kaufen

variieren. Weitere Infor
iu dein Elektro P nikgerat

enskunden st h fiir ein

Fiir weitere Informationen,
Impressum, AGB und
Widerrufsrecht klicke bitte auf
* [Unterstiitzt Videoanrufe] : Die Tiirklingelkamera verfiigt iiber eine X9- den Verkdufernamen..
WLAN-Videotiirklingel, die Videoanrufe unterstiitzt und problemlos auf
Besucher reagieren kann, Sicherheit mit Komfort kombiniert. Gleichzeitig kann

Auf die Liste
es Bilder aufnehmen und zum Schutz in der Cloud speichern.
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UART - Root Shell

USB to Serial
UART







Android App
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Attack Scenario
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Network Communication

FAIDA_

o frida --codeshare cipolloni/universal-android-
[ ssl-pinning-bypass-with-frida -f com.naxclow.home




Network Communication

Dashboard Target Proxy

Intruder

Repeater Collaborator Sequencer

Intercept HTTP history WebSockets history {0} Proxy settings

' Filter: Hiding CSS, image and general binary content

Host
https:/fhome.naxclow.com
https://home.naxclow.com
https:/fhome.naxclow.com
https:/fhome.naxclow.com
https:/fhome.naxclow.com
https://home.naxclow.com
https:/fhome.naxclow.com
https:/fhome.naxclow.com
https://home.naxclow.com
https://home.naxclow.com
https:/fhome.naxclow.com
https:/fhome.naxclow.com
https://s2.dcloud.net.cn
https://home.naxclow.com
https:/fhome.naxclow.com
https:/fhome.naxclow.com
https://home.naxclow.com
https://home.naxclow.com
https:/fhome.naxclow.com
https:/fhome.naxclow.com
https:/fhome.naxclow.com
https://home.naxclow.com
https:/fhome.naxclow.com
https:/fhome.naxclow.com
https:/fhome.naxclow.com
https://home.naxclow.com
https:/fhome.naxclow.com
https:/fhome.naxclow.com

Method
GET
POST
POST
POST
GET
POST
GET
GET
GET
GET
POST
GET
POST
POST
POST
GET
GET
POST
POST
POST
GET
GET
POST
GET
POST
GET
POST
POST

URL
fapp/api/UniPush/getCID
/app/api/ApiAlertRecord/search
/app/api/ApiAlertRecord/searchUnRead
Japp/api/ApiAlertRecord/allRead
/app/api/ApiSysDevicesService/getUserSer...
/app/api/ApiAlertRecord/searchUnRead
/app/api/ApiAppVersion/getNew\Version?ver...
/app/api/ApiSysDevices/getDevicesList
/app/apijwebSocket?token=ey|0eXAiOiKV1...
Japp/api/ApiAppUser/getCurDate
/app/api/ApiAlertRecord/searchUnRead
/app/api/ApiSysDevicesAlertSetting/getSett...
Jcollect/plusapp/startupjv2
/app/api/ApiAppUser/setLangage
/app/api/ApiAppUser/setTimeZone
fapp/api/UniPush/getCID
Japp/api/ApiSysDevicesService/getUserSer...
/app/api/ApiAlertRecord/allRead
/app/api/ApiAlertRecord/searchUnRead
/app/api/ApiAlertRecord/searchUnRead
/app/api/ApiSysDevices/getDevicesList
/app/api/ApiSysDevices/getDeviceByCode?...
Japp/api/ApiAlertRecord/answerRecord
/app/api/ApiServer/getTarConf?clientid=tou...
/app/api/ApiAlertRecord/searchUnRead
Japp/api/ApiSysDevicesAlertSetting/getSett...
/app/api/ApiMgtt/sendSetting
/app/api/ApiSysDevices/setDevTime

Decoder

Params

Edited

Comparer Logger

Status code

Length
324
569
6283
294
291
1008
306
722
299
303
572
325
185
294
294
324
291
294
6722
1448
722
939
304
472
572
325

Organizer

MIME type
JSON
JSON
JSON
JSON
JSON
JSON
JSON
JSON

JSON
JSON
JSON
HTML
JSON
JSON
JSON
JSON
JSON
JSON
JSON
JSON
JSON
JSON
JSON
JSON
JSON
JSON
JSON
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Certificate Validation Vulnerabilities

A
(z
L0

GET

home.naxclow.coﬁ

-

Test certs

home.naxclow.com
er.dcloud.net.cn



Certmitm

INFO - 10.42.0
INFO - 10.42.0
INFO - 10.42.0
INFO - 10.42.0
INFO - 10.42.0
INFO - 10.42.0
INFO - 10.42.0.
INFO - 10.42.0
CRITICAL - 10.

GET -

>
home.naxclow.com | — | g——onnp
— (111 o

-
Test certs — (|
LA, "o
“ certmitm home.naxclow.com

92: 47.251.54.125:443:home

.92: 47.246.44.224:443:gacl.
.92: 47.246.44.226:443:gac2.
.92: 163.181.92.237:443:bgac.dcloud.net.cn for test self signed = [SSL: SSLV3 ALERT CERTIFICATE UNKNOWN] sslv3 alert certificate unknown ( ssl.c:1007)
.92: 47.110.136.107:443:s1.dcloud.net.cn for test self signed = [SSL: SSLV3 ALERT CERTIFICATE UNKNOWN] sslv3 alert certificate unknown (_ssl.c:1007)

.92: 47.251.54.125:443:home.
.92: 47.251.54.125:443:home.

er.dcloud.net.cn
dcloud.net.cn for test self signed = [SSL: SSLV3 ALERT CERTIFICATE UNKNOWN] sslv3 alert certificate unknown ( ssl.c:1007)
dcloud.net.cn for test self signed = [SSL: SSLV3 ALERT CERTIFICATE UNKNOWN] sslv3 alert certificate unknown ( ssl.c:1007)

naxclow.com for test self signed = [SSL: SSLV3 ALERT CERTIFICATE UNKNOWN] sslv3 alert certificate unknown (_ssl.c:1007)
naxclow.com for test replaced key = [SSL: SSLV3 ALERT CERTIFICATE UNKNOWN] sslv3 alert certificate unknown ( ssl.c:1007)

.naxclow.com for test self signed = [SSL: SSLV3 ALERT CERTIFICATE UNKNOWN] sslv3 alert certificate unknown (_ssl.c:1007)
.92: 47.251.54.125:443:home.
2.0.92: 123.207.69.251:443:
CRITICAL - 10.42.0.92: 123.207.69.251:443:

naxclow.com for test replaced key = [SSL: SSLV3 ALERT CERTIFICATE UNKNOWN] sslv3 alert certificate unknown ( ssl.c:1007)
er.dcloud.net.cn for test self_signed = data intercepted!
er.dcloud.net.cn for test self_signed intercepted data = 'b'POST /sc HTTP/1.1\r\nContent-Type: application/x-www-form-urlencoded\

r\nUser-Agent: Dalvik/2.1.0 (Linux; U; Android 16; ONEPLUS A5016 Build/QKQ1.191014.012)\r\nHost: er.dcloud.net.cn\r\nConnection: Keep-Alive\r\nAccept-Encoding: gzip\r\nCon
tent-Length: 405\r\n\r\n{"c":"-8001","0s":29,"dh":1728,"pv":"1.8.8","i" : "mWRuTDK2viWw4Ask4ELgpkubE11HBhgtNs6Rr62nM9YrN2ef\\/BaMas+Im3wUU62ZzhRybjsf3My6M71fmiRAzow==", "vb":"
1.9.9.81902","m": "network error","vd":"OnePlus","p":"a","dw":1080,"v":"1.8.8","mc":"com.naxclow.home|_UNI__1ECAD77|129841100008|google","appid":"_UNI__1ECAD77","md":"ONE
PLUS A5010","name":"X Smart Home",'"paid":"129841100008","net":3,"pn":"com.naxclow.home"}""

INFO - 10.42.0.92: 47.246.46.127:443:gcl.dcloud.net.cn for test self signed = [SSL: SSLV3 ALERT CERTIFICATE UNKNOWN] sslv3 alert certificate unknown (_ssl.c:1007)
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Attack Scenario




BLE Sta CI( Host (OS)

GAP
Link Layer GATT
e MAC address of client and S ATT
server devices
e Encryption L2CAP

—— Host Card Interface

Link Layer

Physical Layer

Controller (firmware)




BLE Sta CI( Host (OS)

GAP
— Host Card Interface F—— GATT
e SW interface to HW SMP ATT
e Packets can be captured here
L2CAP

—— Host Card Interface

Link Layer

Physical Layer

Controller (firmware)




BLE Stack Host (OS)
ATT GAP
Attribute Protocol (ATT) GATT
e Defines the format and rules for SMP
reading and writing attributes ATT
L2CAP
e Read
o Write — Host Card Interface
* Notify Link Layer
e Indicate
Physical Layer
Controller (firmware)




BLE Stack

GATT

Generic Attribute Profile (GATT)
e Defines how data is organized

and exchanged

e Establishes hierarchy of
o Services
o Characteristics

Host (OS)

GAP

GATT

SMP

ATT

L2CAP

Host Card Interface

Link Layer

Physical Layer

Controller (firmware)




Doorbell - Generic Attribute Profile (GATT)

Characteristics Descriptor

Device Name Characteristic
Smart Doorbell Configuration

/

(( )) Generic Appearance
Access
1cfOfeb63ect




GATT Services e

Characteristic

Descriptor: string
(e.g. “Battery Level”)

Descriptor:
subscription status

Properties: read, write, notify
(authenticated or not)

Characteristic [...]

Service [...]




BLE Enumeration Tools

(N
GO

nRF Connect Bettercap




Bettercap - Doorbell Enumeration

Handles Service > Characteristics Properties Data
0001 -> 0005 | Generic Access (1800)
0003 Device Name (2a00) READ
0005 Appearance (2a01l) READ Unknown
0006 -> 0006 | Generic Attribute (1801)
0007 -> 0013 | 1lcfOfe663ecf4dbea9fce287abl24b96
0009 1f80af6a2b714e3594e5001854d8f16f | WRITE
000b 1f80af6b2b714e3594e5001854d8T16f | WRITE
0ood 1f80af6c2b714e3594e5001854d87f16f | READ, NOTIFY 10 0
0010 1f80af6d2b714e3594e5001854d8f16f | WRITE
0012 1f80af6e2b714e3594e5001854d8f16f | READ, WRITE, NOTIFY | 10 O




BLE Sniffing Tools

< BLE Communication > Q

Central Peripheral




BLE Sniffing Tools

Capture from a
device under our

control Capture BLE
Packets over the

alr
HCl / /
Interface < BLE Communication >

Central Peripheral




Android BLE Packet Capture

& Developer options

On
Memory

Get logs

Bug report

Enable Bluetooth HCI
snoop logs

Desktop backup password

Stay awake

Enable Bluetooth HCI snoop log

Running services

Non-Standard NFC Tag Support




Android BLE Packet Capture

2




Android BLE Packet Capture

‘ D < Live captures via ADB

adb shell su -c "'nc -s 127.0.0.1 -p 8872\

-L /system/bin/tail \
-f -c +0 /data/misc/bluetooth/logs/logs/btsnoop_hci.log




Android BLE Packet Capture

‘ D < Live captures via ADB

...using this filter:

any
Loopback: lo
wlx00c0ca9874a6
virbro
br-28f3018d9f05
docker0
bluetoothl
bluetooth0
bluetooth-monitor
nflog

nfqueue
dbus-system
dbus-session

nRF Sniffer for Bluetooth LE: /dev/ttyACMO-3.6

Android Logcat Crash ONEPLUS_A5010 7e862139: android- Iogcat -text-crash-7e862139
Android Logcat Events ONEPLUS_A5010 7e862139: android-logcat-text-events-7e862139

crucche A

Ao

All interfaces shown ~
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nRF Sniffer for Bluetooth LE

Key features

Sniffer

[E] Documentation

J Downloads -

https://www.nordicsemi.com/Products/Development-t
ools/nrf-sniffer-for-bluetooth-1le



BLE Packet Capture > Snitfle | DEWO_

Sniffle is a sniffer for Bluetooth 5 and 4.x (LE) using TI CC1352/CC26x2 hardware




BLE Packet Capture > Snitfle | DEWO_

Sniffle is a sniffer for Bluetooth 5 and 4.x (LE) using TI CC1352/CC26x2 hardware

e BT5/4.2 extended length advertisement
e Capturing advertisements from a target MAC on all three primary
advertising channels




BLE Packet Capture > Sniffle DEWO_

Sniffle is a sniffer for Bluetooth 5 and 4.x (LE) using TI CC1352/CC26x2 hardware

# Scan for BLE devices
scanner.py

# Follow and capture BLE packets for a spectific
connection

sniff_receiver.py <MAC> <output_file>




PR ENB TS VT ' ~/software/Sniffle/python_cli WERISI python3 sniff_receiver Aumi
.py -m 55:6A:00:09:20:13 -e -0 doorbell.pcapng -c 38 O

Current

Smart doorbell X9

daniel@®framework n [:


https://docs.google.com/file/d/1sq9-CUQGYPuZYE2xW2N2MnJ5u9I6xW8u/preview

Challenges

sniffle_ble
capture.pcap

Challenge

| sniffed the setup process of my camera
doorbell. What's my WiFi Password?

https://github.com/code-byter/doorbell-hacking



BLE Payload

“s”: "RogueAP”,
“p”": “12345678",
“u”: “tourist8488890423”

©
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Network Communication - Doorbell

®

doorbell_wifi
capture.pcap

tl 0111016116100100101110110111011001110101101001001011101101110110 (( @))



Wireshark Content

[btatt.opcode == 0x16
No. Source Destination Protocol Info
435 Master_0xc658936d Slave_0xc658936d ATT  Sent Write Request, Handle: 0x0012 (Unknown: Unknown), Offset: ©
441 Master_0xc658936d Sla c658936d ATT  Sent Prepare Write Request, Ha : 0x0012 (Unknown: Unknown), offset: 18
447 Master_0xc658936d Slave_0xc658936d ATT  Sent Prepare Write Request, : 0x0012 (Unknown: uUnknown), Offset: 36
453 Master_0xc658936d Slave_0xc658936d ATT  Sent Prepare Write Request, : 0x0012 (Unknown: uUnknown), Offset: 54
461 Master_0xc658936d Slave_0xc658936d ATT  Sent Prepare Write Request, : 0x0012 (Unknown: Unknown), Offset: 72

Frame 441: 46 bytes on wire (368 bits), 46 bytes captured (368 bits)
Bluetooth
Bluetooth Low Energy RF Info
Bluetooth Low Energy Link Layer
Bluetooth L2CAP Protocol
Attribute Protocol
>repare Write Request (0x16)
0x0012 (Unknown: uUnknown)
18
Value: 3a22626c65576861636b696€674062736964




Network Communication - Doorbell

v Source: 12:20:09:00:6a:55 (12:2 9:00:6a:55)
Address: 12:20:09:00:6a:55 (1 0:09:00:6a:55)
3 S PR T . +vvvv v... = LG bit: Locally administered address (this is NOT the factory default)
. sisin O ne e = IG bit: Individual address (unicast)

Type: IPv4 (0x0800
Internet Protocol Version 4, Src: 10.42.0.230, Dst: 93.104.75.159
User Datagram Protocol, Src Port: 10006, Dst Port: 44626
Data (1024 bytes)

[Length: 1024]

4b 9f 27 16 ae 52 04 08 86 ef




JPEG FILE INTERCHANGE FORMAT

0000
0010
0020
0030
0040
0050
0060
0070
00860
00960

02 cc 1b f4
94 1c 01 58
90 5c 27 16
fa 00 00 00
[EfNE8 co 10
90 00 ff co
11 61 83 11
08 07 07 07
12 13 of 14
20 22 2c 23

Start of Image

Application Marker Length

Version

eb
00
ae
00
4a
00
01
09
1d
1c

00
00
52
00
46
11
ff
09
Ta
1c

00
fc
04
00
49
08
db
08
1f
28

11
08
00
46
01
00
Qa
Te
37

ca
05
34
00
00
ed
43
Qc
1d
29

98
ec
6b
00
01
02
00
14
Ta
2c

74
5d
ec
do9
01
80
08
od
1c
30

a6
68
03
00
00
03
5]¢)
Qc
1c
31

08
4b
00
00
02
01
06
Ob
20
34

00
of
00

45 006
Pa 2a
01 00

00 [fifld8

80
21
07
Ob
24
34

01 eb
00 02
06 05
fc 19
2e 27
34 1f

............ S.'
" #..(7),01444.



Image Extraction

from import

1L in
while not
4=




Doorbell Alert

47.251.54.125 10.42.0.230 80 - 14211 [ACK] Seq=1 Ack=24740 Win=64021 Len=0
47.251.54.125 10.42.0.230 TCP 80 -~ 14211 [ACK] Seq=1 Ack=26092 Win=64021 Len=0

Frame 113: 1406 bytes on wire (11248 bits), 1406 bytes captured (11248 bits) on interface wlx00c0ca9874a6, id 0

Ethernet II, Src: 12:20:09:00:6a:55 (12:20:09:00:6a:55), Dst: Alfa_98:74:a6 (00:c0:ca:98:74:a6)

Internet Protocol Version 4, Src: 10.42.0.230, Dst: 47.251.54.125

Transmission Control Protocol, Src Port: 14211, Dst Port: 80, Seq: 24740, Ack: 1, Len: 1352

[21 Reassembled TCP Segments (26091 bytes): #75(219), #77(1400), #79(1400), #81(1400), #83(1400), #85(1400), #87(1400),
ext fer Protocol

Form recordType" = "alert"

Form ¢ "type" = "1"

Form : "random" = "PMLLKJ"

Form : "battery" = "3934"

Form : "token" = "fle427bdg2"

Form : "base64" = "/93j/4AAQSKZIRgABAQACYAHJAAD/WAARCAHGAOADASEAAhEBAXEB/9SAQWAFBAQEBAMFBAQEBQYFBYgNCAgGHBWIRDAOKDRM




Doorbell Alert

11:48 W
< Video call

Someone is ringing the bell at the door, waiting to
answer...

Frame 113: 1406 bytes on wire (11248 bits), 1406 bytes captured (11248 bits) on interface wlx00c0ca9874a6, id ©
Ethernet II, Src: 12:20:09:00:6a:55 (12:20:09:00:6a:55), Dst: Alfa_98:74:a6 (00:cO:ca:98:74:a6)

Internet Protocol Version 4, Src: 10.42.0.230, Dst: 47.251.54.125

Transmission Control Protocol, Src Port: 14211, Dst Port: 80, Seq: 24740, Ack: 1, Len: 1352

[21 Reassembled TCP Segments (26091 bytes): #75(219), #77(1400), #79(1400), #81(1400), #83(1400), #85(1400), #87(1400),

nsfer Protocol

"devicesCode" "122009006a55"

"recordType" = "alert"

“"type" = "1"

"random" = "PMLLKJ"

"battery" = "3934"

"token" "fle427bd82"

"base64" = "/9j/4AAQSkZIRGABAQACYAHJAAD/WAARCAHgGAOADASEAAhEBAXEB/9SAQWAFBAQEBAMFBAQEBgYFBggNCAgHBWYRDAOKDRM

Hana up Answer




Attack Scenario .




Attack Scenario .




How to protect yourselt?

- Connect your Doorbell to a separate WiFi network
- Setup your Doorbell in a trusted environment



