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AGENDA

® Motivation

® Introduction into EMFI

® Setup
® Exemplary Results
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MOTIVATION

® Modern security features == classic attacks obsolete !7@

® Firmware experimentation severely limited

® Faultinjection: bypass chosen instructions cdsJad Profit?

https://commons.wikimedia.org/wiki/
File:Segger_J-Link_PRO.jpg

® Relatively new field, many devices have no countermeasures

® Tools and setup for such attacks not fully open-source / freely available / accessible
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INTRODUCTION INTO EMFI

® Faultinjection: introduce faults into a

system to force it to behave in unintended
way

® Physical Fl: affect chip’s internal behavior
through external conditions

e &% EMFI: electromagnetic pulses £ on SoC's § T
and memory - induce currents ——
~— affect transistor behavior
~ change execution path
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INTRODUCTION INTO EMFI

® Mitigations - if deployed at all - typically
require expensive hardware changes

(new revision of board / component)
1c bool debug enable

® Impact of physical Fl attacks is limited

(require physical proximity to the target) ‘
. Py P Y J if (debug enable) {

enable debugging ()

}
® However: well suited for firmware }

research on locked-down targets void loop() {}

DAVIDE TOLDO | MAY 2023 | HWIO USA
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RTB2004; 1333.1005K04; 202675 {02.400 2021-11-18)

N |1]]] Q Nl y - \ Norm 200 ns/ Trig?: 265

Undo  Delete FFT Annotation ) 1.62 V 1.25 GSa/s 800 ns Sample
Y

Reset Line
[y

® Location & timing essential:
fault exactly at the desired
instruction and SoC area

“ﬁ

| U T WerwwmeMmNm(\mvw{ﬁ\ drmwvvmmwmﬂmmm

EMFI Trigger ™

C3 :Umw.k a.wmml

® FPGA: 400MHz = 2.5ns steps

® Code, binary and power trace || |
analysis help discover timing = -0 —rlmrR
. File:GD32F103CBT6-Si-HD.jpg
for potential fault

1200ns delay 200ns pulse

DC 3
10:1

Boot starts Fault i|'1jected
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EMFISETUP =

positioning platform

2o Fault Campaign Visualization

normal
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1.25 GSa/s 12504ps

Data: =>
CRASH DUMP! WHOLE DATA: b''
Rebooting target.
[0.0,0.0] | width: 20, delay: 100, tries: 21, voltage: 500
Dat.
CRASH DUMP! WHOLE D. e
Rebooting target.
[0.0,0.0] | width: 20, delay: 100, tries: voltage: 500
Data: =>
CRASH DUMP! WHOLE DATA: b'"*
Rebooting target.
[0.0,0.0] | width: 20, delay: 100, tries: voltage: 500
Data
CRASH DUMP! WHOLE DATA: b'"'
Rebooting target.
[0.0,0.0] | width: 20, delay: tries: voltage: 500
Data: =>
CRASH DUMP! WHOLE DATA: b''
Rebooting target.
[0.0,0.0] | width: 20, delay: 100, voltage: 500
Data: =>
CRASH DUMP! WHOLE DATA: b''
Rebooting target.
[0.0,0.0] | width: 20, delay: tries: voltage: 500
Data: =>
3 & & CRASH DUMP! WHOLE DATA: b'"'
| ! |- 5 g Rebooting target.
L SRy e O = = : 2 o S z P ) 4 [0.0,0.0] | width: 20, delay: 100, tries: voltage: 500
3 ot 8 L @8 » 7 ] T8 £ / ) & 4o P Data: =>
00@@@ OOOCO 00K @ ; ‘ = y / : CRASH DUMP! WHOLE DATA: b**
e 5 ' : o / < = 2 s \= ! Rebooting target.
. PY-4cm¥*é& b 22 ! : : | : 2 [0.0,0.0] | width: 20, delay: voltage: 500
saei ’ : Data: =>
CRASH DUMP! WHOLE DATA: b''
Rebooting target.
[0.0,0.0] | width: 20, delay: voltage: 500
Data: =>
CRASH DUMP! WHOLE DATA: b''
Rebooting target.

%o
5
[ JeRvR R R TR RUE R

>
‘ll!!lllll‘ ‘III!III ‘IIIHIIII ‘IIIIII' ‘lIIHHIIII ‘IIIIII‘ 'lll:ll‘ "II:II" ‘IIHIII‘ ‘llllll..l‘lllllll ‘lli!lll ‘lIIIIIIIIIIIIIIII!il
alt
ctrl e cnd  H ¥® omd - -

Delay Generator
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EMFISETUP =i

POSITIONING PLATFORM

® CNCs or 3D printers can be used
interchangeably due to GCODE

® Both are available for very low cost, come with
motor controllers and everything needed

® Lead screws have approx. 10x more backlash
.d if budget allows, use belts

® Motorized XY stages offer small benefit for the
price and loT target

DAVIDE TOLDO | MAY 2023 | HWIO USA https://www.thk.com



EMFISETUP i

DELAY GENERATOR

® FPGA: chip.fail FOSS bitstream @stacksmashing

® Raspberry Pi Pico: custom firmware (WiP)

® ChipWhisperer @colinoflynn

ChipWhisp

@ Axy 3 g
leis :
) ADC 2

i VR

https://www.raspberrypi.com/products/ il
g I‘aspbgrry-;)/ﬁpico/ i https://www.newae.com/products/NAE-

CWHUSKY
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EMFISETUP i

EMFI PULSER

® ChipSHOUTER by @colinoflynn
® PicoEMP by @colinoflynn, @stacksmashing et al.

® SiliconToaster by Ledger

DAVIDE TOLDO | MAY 2023 | HWIO USA
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EMFISETUP i

CUSTOM HARDWARE & SOFTWARE

HARDWARE RESET FPGA BREAKOUT
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EMFISETUP =

CUSTOM HARDWARE & SOFTWARE

> python3 main.py dave@emtfi: ~/EMFI_Control-master 2.0 O e e S B TS T 2.0 I I e S TS B T
[-8.19999999999999996, A. 199999999999999961 | width: 48, : 4 ies: B, voltage: R e e I I
7 Data: => A x value: 100 SN O S TR e DN AT O N [ ] R e P I I R N o
A Vi - e [-@.19999999999999996, 8. 199999999999999961 | width: 48, : ies: voltage: 1'5_797. ! o 1'5_797. ! o
VAR VRV Data: => A x value: 160 L2 m K L
I/ IN_/_/ \_/_/ [-@.19999999999999996, 8. 199999999999999961 | width: 48, : ies: voltage: E, E P
1.0q% | 31 1.0q%1 | ‘ 31
Data: => A x value: 188 =, A k- i ,
: : [-8.19999999999999996, @. 19999999999999996 1 width: 48, g , ies: 3, voltage: : i . E | i .
- | ! I ' ! i I '
type <help -v> for usage information! Date: > [ vilie ion 054 : 130 054 : ! 130
$ help -v [-@.19999999999999996, 8. 19999999999999996 1 width: 48, : i ies: 4, voltage: Y L ! - Y E., ! ! -
Data: => A x value: 100 in mm 2 129 in mm 21 =
Documented commands (use 'help -v' for Verbose/'help <t0pj_c>' for details): [-A.1999999999999999F, § . 19999999999999996 ] width: 48, 2 3 i s voltage: 0-0'__| | -- O-O___I i 3 .
— —— N o Data: => A x value: 188 RETNE 128 RETI |28
. [-8.19999999999999996, @ . 19999999999999996 ] width: 48, : ‘ ies: 6, voltage: i | N B i i .
ch1p51ze Set chip size for automatically scanning it Data: =5 A % valtie: 198 0514 %7 =051 | L
connect Connect to selected serial device [-8.19999999999999996, 8. 199999999999999961 | width: 4a, : , tries: 7, voltage: P - [ —_—
cs_reset Reset ChipSHOUTER Data: => A x value: 160 _ _ ‘ . ‘ —104% 126 Y 2
emfi Perform a single EMFI injection [[);?;ggggggzgeg?gg?g?ég.19999999999999996] width: 48, : ; voltage: kL . A 12 | =
get_xy Get absolute position coordinates relative to origin (float) [-8.19999999999999996, A. 19999999999999996]1 | width: 48, : B8, tries: 9, voltage: —1.5- NI - Sisd s e chip behavior
go_xyz Move in X, Y and Z direction to specific location in mm from origin (float) Data: => A x value: 164
help List available commands or provide detailed help for a specific command [[)’?-19939399999?9999%3-19999999999999995] width: 48, : : : 18, voltage: . SETet i@ s RORD D R 0 I L R T Y normal
: : o . atd: = X value: —&. T T T T T T T —4&. T T T T T T T
history View, run, edit, save, or clear previously entered commands [-9.19999999999999996 , 8. 19999999999999996] | width: 48, : ies: 11, voltage: -20 -15 -1.0 -05 00 05 10 15 20 -20 -15 -1.0 -05 00 05 1.0 15 20
list List available serial devices and estimated device types Data: => A x value: 160 Xin mm X in mm crash
loglevel Change the verbosity of log messages [-8.19999999999999996, 8. 19999999999999996]1 | width: 48, 5 . ies: 12, voltage: 2.0 - 2.0 -
measure_emfield Measure EM field at current location ?aéaig;;ggggg;%ggégéag R T e _ e S R R T T NE I S R
move Move in X, Y and Z direction by specified distances in mm b e i CLOER e : 4 oD ode 15 e -~ @ 15 e -~ @ B brownout
mute Mute ChipSHOUTER's internal buzzer [-8.19999999999999996, @ . 19999999999999996] | width: 4@, : , tries: 14, voltage: s - 132 B : 1a2
quit Exit this application Data: => A x value: 168 _ _ ok = i F F— fault
scan Scan across either chip, while injecting faults or across EM probe while [[]—?.19929299999?9999?63.19999999999999996] width: 48, : i : 15, voltage: o 1.. 181 el U ' 131
. ata: = x value: ! . I ! ! .
. collecting voltage measurements [-@.19999999999999996, A . 199999999999999961 | width: 4@, . 888, tries: 16, voltage: o5 HEN a0 . L o
set_origin Set current position as origin / (0,0) Data: => A x value: 188 e ] | b 2T Lo S
Move in X direction by specified distance in mm [-@.19999999999999996, A. 19999999999999996]1 | width: 4@, : ies: 17, voltage: Y R | | 2 Y G2 P
Move in Y direction by specified distance in mm Data: => A x value: 188 MMl - NMMood " T
M in 7 di ti b ified dist . [-@.19999999999999996, 8. 19999999999999996 1 width: 48, : i ies: 18, voltage: 3! 28 a1 ' 28
ove in irection by specified distance in mm Data: = A% valic. 16m 5 | = E .
[-8.19999999999999996, B . 19999999999999996]1 | width: 48, : , tries: 19, voltage: 054 | = 054 -
$ list Data: => A x value: 1608 i - Tl i -
Available serial devices: [-@.19999999999999996, 8. 19999999999999996 1 width: 48, : ies: B, voltage: - Rs! [P 1.0 G5 i [
) : . ) . ) Data: => A x value: 108 —1.03-- = -104-- poos
[o] /deV/Cu.usbser}al—NA515154: ChlpSIHOUTER Serial - ChipSHOUTER Serial [USB VID:PID=@{103:6015 SER=NASISIS4 LOCATION=20-1.3] [-@.19999999999999996 , @ . 19999999999999996]1 | width: 48, : : ies: 1, voltage: o ;; e ot ; ; i
[1] /dev/cu.usbserial-14110: USB Serial [USB VID:PID=1A86:7523 LOCATION=20-1.1] (generic usb serial: table or target) Data: => A x value: 168 s s s .5 5 I
[2] /dev/cu.usbserial-210292A3FFBCO: Digilent USB Device - Digilent USB Device [USB VID:PID=0403:6010 SER=210292A3FFBC LOCATION=20-1.4] [[]‘?19929299999?9999‘15ég'19999999999999995] width: 44, : ,» tries: 2, voltage: ' :
ial— . igi i — Diai i . = . 0 = =20— ata: = X value: [ e e R T N T VT TR I e Y T N T VR T
[3] /dev/cu.usbser}al 2102‘_.92A3FFBC1.I Digilent USISB va1ce. Digilent US? Device [USB.VID.PID 04}03:601 SER=210292A3FFBC LOCATION=20-1.4] [-@ 19999999999999996 @ 199999999999999961 | width: 4@, : tries: voltage: . SR I T T T . TSI I L T
[4] /dev/cu.usbserial-1420: USB Serial [USB VID:PID=1A86:7523 LOCATION=20-2] (generic usb serial: table or target) Date = o vilie imn 20 -15 -1.0 —-05 00 05 10 15 20 20 -15 -10 -05 00 05 10 15 20
[-8.19999999999999996, 8. 199999999999999961 | width: 48, : 880, tries: 4, voltage: X in mm X in mm

EMFICONTROL FAULT CAMPAIGN RESULT VISUALIZATION
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EMFISETUP
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RESULTS !/

VFI PROTECTED IOT CHIP

® Secure boot, RISC-V single core processor, no
published glitching research on this version yet.

I Norm 500 ns/ Trig?: 2s
1.66 V 1.25 GSafs 48 ns Sample

® “Simple loop” test:

® GPIO high = 100 additions = GPIO low
- check result.

® Glitch in the middle & see if the result
changes.

. Nt hariupii-sincws AR A AN A gt A B A B Tl A D 0 P Ay A T e WA N A A

i
1 2
1,048 us -G48 ns :ﬁ 3 ns 452 ns 952 ns

M e A A B A Sk ML e AR G~ S
- 2B 200 e L8 e o 1,452 ys 1,952 us 2,452 ys
t1: 600 ns V1:3.3902V V2:3.3511 V At: 1.5 ps AV: 39.08 mV AY/AX: 26.04 k¥ fs
DC - ’ég
C1 1v/ - 01 c4

Meénhu
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FAULT CHARACTERIZATION

. Toolchain compiles to FreeRTOS with brownout detection (although not dedicated for
EMFI detection) and other safety checks.

Loop was optimized away; even without optimizations no success; so: inline assembly!

) UART transfers corrupted by FI - switch from built-in USB-UART interface to UART via
GPIO pins.

Listing: newelf6.elf G & o3
S 42000014 15 07 c.addi (

42000074 b7 d7 c8 3f lui ,0x3fc8d void loop(void) 42000016 15 07 c.addi ( void loop(void)
42000078 03 a7 c7 3f W ,0x3fc( ) L 42000078 15 07 C.addi ‘ ‘
4200007c 93 07 30 06 i ,99 { Zggggg:i 12 g; zzggi | -
42000@80 63 c7 e7 02 blt ’ ,LAB_42@@@@ae ’ ':_"'1.;'. o R e 420000fe 15 @7 C:addl ( _d;q*.tal‘.'.'r'ite(.f,L);
42000084 b7 d7 8 3f lui ,0x3fc8d —digitalWrite(7, "\x01'); 42000100 15 07 c.addi ( __digitalWrite(9,1);
42000088 83 a7 87 3f lw ,0x318( ) __digitalWrite(@, '\x01'); 42000102 15 07 c.addi ( nt = nt + 500;
4200008c 13 87 57 00 addi ,a5,0x5 for (1 E 0; < 100; = + 1) { 42000104 15 @7 c.addi ( _d;Qitc:il:-'n:r:LU:-'('vf"":’.)l;’
42000090 b7 d7 c8 3f lui ,0x3fc8d nt = count + 5; 42000106 15 07 ¢.addi ‘ e
42000094 23 ac e7 3e  sw ax3f8( ) ¥ s e 1 ‘ i o e g Ry

' T b e e 4200010a 15 07 c.addi s siprint((Print
42000098 b7 d7 c8 3f lui , 0x31c8d —d‘q“dlu""‘kl‘(i' Ii"':’l)' 4200010c 15 07 c.addi ( ’ siprint((Print :
4200009c 83 a7 c7 3f lw ,0x3fc( ) _digitalWrite(0,'\0"); 4200010e 15 07 c.addi n rint::print((Print :
42000020 13 87 17 00 addi ,a5,0x1 if ((1 == 100) & (count == 500)) - 42000110 15 07 c.addi ‘ rint::print((Print :
420000a4 b7 d7 c8 3f lui ,kj'fl 3fc8d ' :Zprlnt((Pant *)& 4 Ly [ 42000112 15 @7 c.addi ¢ ' ffp':lHt((P’:lnt ’
420000a8 23 ae e7 3e SW ,0x3fc( ) rintiiprint((Print *)&Serial,i,’ e peae : | S:ﬁiig:ﬂ:i :
420000ac el b7 c.] LAB_42000074 tiprint((Print *)&Serial,&D g sl Qe | e e

- aan o 000118 15 @7 c.addi ( «:pri 1
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FAULT CHARACTERIZATION
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FAULT CAMPAIGN

A

® Successful Instruction Skip!! £ 55

® No die-shots available, but CPU maybe
in the top left?

® Complete top left corner is “protected”
by brownout detectors.

try num x y voltage delay width normal fault brownout timeout crash data

-1.0 1.0 470 100 20  FALSE @ FALSE FALSE FALSE TRUE b"

-1.0 1.0 470 100 20 FALSE FALSE TRUE FALSE FALSE b'dESP-ROM:esp32c3-apil-2(
-1.0 1.0 470 100 20 TRUE | FALSE FALSE FALSE | FALSE b'No luck, try again! 100|[\r\n'
-1.0 1.0 470 100 20  FALSE @ FALSE FALSE FALSE TRUE b"

-1.0 1.0 470 100 20 FALSE FALSE TRUE FALSE FALSE b'dESP-ROM:esp32c3-apil-2(
-1.0 1.0 470 100 20 TRUE | FALSE FALSE FALSE | FALSE b'No luck, try again! 100|[\r\n'
-1.0 1.0 480 100 20 FALSE TRUE FALSE FALSE FALSE b'Glitch! 99|\r\n'

1]/-1.0 1.0 480 100 20 FALSE FALSE TRUE FALSE FALSE b'dESP-ROM:esp32c3-apil-2(
2(-1.01.0 480 100 20 FALSE @ FALSE FALSE FALSE ATRUE b"

o © 0 N O O »
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FAULT CAMPAIGN

Fault Campaign Visualization

® (i Clock - related crashes in the center- T R T T o behavior
I‘ight red area; proximity to oscillator. E . @ - normal
2. —=— i crash
® Die-shots i could help more accurately G | M brownou
map the SoC (requires decapping). o . | ™ :iml":"“t
W sesmm m
. EEE ECEEE L
g EEEEE L
W &
ch
5 N
—2.0 —1|;| '—Oil() I©_|05|O|0(|)_” ;)r\;l lo;.lO Ih'1.5 2.0
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IMPACT

Fault Campaign Visualization

‘ "NO Way to fix, bUtooo you Can buy the 20 :_OEJ :_\_JJ :-02_: :_O-"J :_ﬁ_: :_03_: :_f\)_ I :____L_: Chip behavior
next version @&" - Limited Results, 2020 - 4 . normal
—g_' E :_—3_5 crash
® Generally advanced attack, right now Lofis 57| M brownou
not reliable enough to do "in the field". [ mEEm s
: _-— | B | — fault
i 2 EEE LB
® Be aware that security features /.code Yoo mmm o s L
paths that check them can be skipped. 51 | EEEE 128
sty 5
® Look into other chips (different F .
_1.04'8! 126
architecture, maybe also more secure?) o - T =
161 o | :25
e . g g g o e gl b g g i =
ol [ E N
—-2.0 -1.5 -1.0 —-0.5 0.0 0.5 1.0 1.5 2.0
X
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CONCLUSION

® Low-cost, mostly FOSS / OSHW setup

® ~$200 X-Y stage
® ~$2000 EMFI pulser
® ~$100 delay generator

® Can be improved with little extra cost

® 3D printer (belts)
® Hardware reset
® Higher voltage pulser

® Secure against VFI, side channels, ...
but not against serious attackers &
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Q&A

C) github.com/unixbOy/EMFI-Resources

@unixbOy@chaos.social

¥ @unixbOy

dtoldo@seemoo.de
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