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Living in a fool’s wireless-
secured paradise

Stefan Kiese




Hardware Security Conference

Topics

* Wireless (consumer) alarm systems
 Hardware
* Software

* Hacking it ;)
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About me

Security Analyst @ ERNW
Heidelberg, Germany

nterested in hardware
nacking, SDR, loT

Beard ;)
Twitter: @netOSKi
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o-(#®) ERNW

d providing security.

www.ernw.de
www.troopers.de

WWWw.insinuator.net
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Wireless (consumer)
alarm systems
Cheap (510 - $250)
Easy to get
Easy to install

WIRELESS

Mostly, you get what
you pay for
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Hardware Tools
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SDR:
HackRF One Logic Analyzer:
Yardstick One Intronix LogicPort LA1034

INTRONIX

LOGICPORT

34 CHANNEL LOGIC ANALYZER

pcTestinstruments.com

S . All-rounder:
cope: JTAGulator
Tektronix MS02012B i
Bus Pirate
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Pix‘ sources:

HackRF+YS, greatscottgadgets.com
LogicPort, pctestinstruments.com
MS02012B, tek.com

JTAGulator, jtagulator.com

Bus Pirate v3, dangerousprototypes.com
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Software Tools
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GNU Radio Companion:

Options Variable Variable Variable Variable Variable Variable
ID: ﬂammgc_',...clockrECWEW ID: samp_rate || ID: capture_freg ID: target_freq ID: cutoff_freq || ID: trans_width | | ID: samp_per_sym
Title: Flamingo...ck Recovery | | values 2M Value: 433.3M Value: 422.92M | | Value: 30k Value: 15k Value: 5
Author: Stafan Kiese

Generate Options: WX GUI

osmocom Source
Sample Rate (sps): 2M
Cho: Frequency (Hz): 433.3M

Cho: Freq. Corr. 10 - :
Cho: D:gﬁ:;h::::)mf Frequency Xlating FIR Filter
cho: 10 Balance Mode: off :| L [ Decimation: 20

ChO: Gain Mode: Automatic Taps: firdes.lon_passiL, s...

Ch0: RF Gain (dB): 10 Center Frequency: 620k

Cho: IF Gain (dB): 20 Sample Rate: 2M

Cho0: BB Gain (dB): 20

Clock Recovery MM

I Complex to Mag~2

Add Const ]
Constant: -200m

Threshold

Omega: 5

[ Gain Omega: 7.65625m Add Const Multiply Const
Mu: 500m ] “ _[ Constant: -900m ]{ Constant: 1.8

Bl B

Gain Mu: 175m
Omega Relative Limit: 5m

Initial State: 0

Char To Float
Seale: 1

File Sink

File: ...lock_19022015_SR-5_1
Unbuffered: Off

Append file: Overwrite

Audacity:

WX GUI Scope Sink
Title: Binary Slicer
Sample Rate: 100k

V Scale: S00m

Grid Position: 1, 2, 2, 2
Trigger Mode: Auto

Y Axis Label: Counts

WX GUI Scope Sink
Title: ComplexzMag
Sample Rate: 100k

V Scale: S00m

Grid Position: 1, 1,1, 1
Trigger Mode: Auto
Y Axis Label: Counts

Other useful tools:

* E.g. minicom (for use of JTAGulator and BP)

e Sigrok or other LA-soft
e Baudline

e Rfcat

e Python

File Edt Wiew Transport Tracks Generate Effect Analyze Help
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Project Rate (Hz): Selection Start:

| 10000t ~ SnapTo [] |000,002 036 samples~ |000,000,132 samples~

Click and drag to select audio

O End @ Length

000,000,

Audio Position:

000 samples=
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Usual attack vectors

Hardware:  Over the air:
 UART (Debug info, e Wifi
console)  Bluetooth
* SPI(e.g.r/w EEPROM) Proprietary protocols

 JTAG (e.g. r/w flash,
reprogram uC)

* |°C(e.g.comm. w/
components)

2015/10/02 Stefan Kiese
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Comparison of the alarm systems

AS 1

Many
unidentified
TPs exposed

Simple
record&replay

Costs about
S100

2015/10/02

AS 2
 JTAG + UART
exposed as TP

* Alsosimple
record&replay

e Costs also
about $S100

Stefan Kiese

AS 3

No interfaces
exposed

Roll
Imp

EEP

ing Code
emented

ROM

Costs about

$60
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Alarm system 1

Loooong transmissions...
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Alarm system 1

1. Let’s start with a simple 3. ,Synthesizing” signal in
record&replay attack GNU Radio

- successful - successful

2. Trying to regain the RF 4. Manipulating messages
transmission N

- 288 Bits x 90,
Manchester encoded

unsuccessful

2015/10/02 Stefan Kiese by payatu
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Alarm system 2

You shouldn‘t be allowed to i1ssue this CMD, dude!
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Alarm system 2

1. Record&replay again... 3. JTAGulating UART

- successful - 2 UARTs exposed, no
yvalid“ output on
common baudrates

2. Motion Detector is
allowed to disarm the
base 4. JTAGulating JTAG

—>  Just bruteforcethe =2  unsuccessful
Device ID

2015/10/02 Stefan Kiese by payatu
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Hardware Security Conference
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Alarm system 3

Keep on rollin‘, baby!
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Alarm system 3

1. Record&replay again... 3. Some interesting

S unsuccessful unlabelled ICs on PCB

—>  acc. to russian board
one for signal horn

4. EEPROM

2. Trying to regain the RF
transmission

- 65 bits x 6, two-
parted Rolling Code >  Connected to pC via
SPI; no results yet
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What could vendors do better?

 Use Rolling Code * Use anti-tampering

e Remove IDs from ICs techniques

. Use two-way * Send keep-alive packets

communication
* Use encryption

 Be aware of the comm.
protocols
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Any questions?

> (®) ERNW
roviding security.
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Thanks for your...

...and have a
nice day!
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