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Introduction

Hardware security directly ensures the integrated

circuit (IC) security, since hardware includes the

interconnection of ICs. Globalization of the IC

design flow is the main reason for hardware

vulnerabilities.

HW Threats Challenge
Is there any unique

solution against the
Hardware attack?

Threat Model

Proposed an Automated Design Flow

➢To the given netlist, the internal nodes are

identified to which the HTs are inserted

probably.

➢Insert the low overhead checkers at a selected

subset of internal nodes.

➢The logic malfunctions are identified and

reported by the online checkers.

➢The number of checkers inserted are restricted

to have a low hardware overhead with

maximum HT detection accuracy.

Single-rail and Double-rail Checker

Conclusions 

➢100% detection coverage with controlled

design overhead of 10%.

➢Avoids the functionality change of the original

circuit due to the checker module, since the

checker module is functionally free circuit.

➢Resistant to cell replacement attack, since

reverse-engineering is not possible

➢Extended easily to secure the system designed.

Proposed Countermeasure

HT Detection Metrics

Design Overhead 

Improved HT Detection Coverage 

• Detection Coverage 

• Design Overhead
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