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A TALE OF FAULT INJECTORS
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Hardware Hacking Handbook
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public https://www.cl.cam.ac.uk/~sps32/ahsa2017_prob.pdf



HOW DOES A CHIP WORK?
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Chris Tarnovsky, 

Hardware Hacking Handbook
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SIMULATING FAULTS
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byte x, A1, A2, _01_, _02_, _03_;

_01_ = ~A1;

_02_ = ~A2;

_03_ = _01_ | _02_;

x = _03_;

public
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byte x, A1, A2, _01_, _02_, _03_;

_01_ = ~A1 & 1;

_02_ = ~A2 & 1;

_03_ = _01_ | _02_ & 1;

x = _03_ & 1;
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byte x, A1, A2, _01_, _02_, _03_;

_01_ = ~A1;

_02_ = ~A2;

_03_ = _01_ | _02_;

x = _03_;
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DEMO PICORV32
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PicoRV32 netlist

Simulation
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• Show output
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DEMO

• Xxx screenshots
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519 -> 393 faults
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OPENTITAN
AES ROUND TRUNCATE
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Commits:

B50dc9d7c6148ad94cd77ab24d59da027567f1d2: before

Fd3708aa4d674ce7ed871e4f41ad7fc7abfa2f69: after 

countermeasure

https://github.com/lowRISC/opentitan
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COMPARING TWO OT VERSIONS

• Let’s compare countermeasure addition:
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RESULT OVERVIEW
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Before After

Total 27846112 27807584

No fault 27564705 27527206

Round truncate 16 17

Other faults 281391 280361



FINAL THOUGHTS
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public https://github.com/Riscure/FiSim



33

<PLUG>
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</PLUG>
hardwarehacking.io



REALLY FINAL THOUGHTS
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