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INTRODUCTION

ǒ LPC1343 is a Cortex-M3 MCU (pic of dev board from Olimex)

ǒ Harvard architecture 

ǒ Microcontroller for embedded applications featuring a high level of integration 

and low power consumption

ǒ Previous work on the LPC1343/é @Chris Gerlinsky
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GOAL

1. Study LPC debug locking mechanism 

2. Targeting to unlock debug interface
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LPC CODE READ PROTECTION
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LPC CODE READ PROTECTION
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LPC13xx MEMORY MAP
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LPC13xx BOOT PROCESS
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[0x2fc]:

CRP1

CRP2/NO_ISP/NO_CRPé

CRP3

*The value that disables JTAG:0x87654321=CRP2
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BOOTLOADER VULNERABILITY

Startup 
Load configuration 

from Non-Volatile 

memory/FUSED!

Execute Locking 

Mechanism

CRP1 0x12345678

CRP2 0x87654321

CRP3 0x43218765

NO_ISP 0x4E697370

ððððððððððððð

NO_CRP 0xFFFFFFFF

0x000000000

0xB4B4B4B4é.

Corrupting the configuration values

Register corruption 

Bypass the load

Bypass/Corrupt compare instruction 

é
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WHAT IS FAULT INJECTION (GLITCHING)?

ǒ Hardware corruption on a normal device

ǒ Causes undefined behavior 

ǒ Examples [bit flip, instruction skip, change an instruction, éetc]
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ǒ Clock 

ǒ Voltage 

ǒ Electromagnetic 

ǒ Laser 

ǒ And moreé

TECHNIQUES

https://www.mdpi.com/2079-9292/9/7/1153/htm 17
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ǒ Clock 
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ǒ Clock 

ǒ Voltage 

ǒ Electromagnetic 

ǒ Laser 

ǒ And moreé

https://www.alphanov.com/en/products-services/double-laser-fault-injection 20
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IS IT DIFFICULT?

Julio Della Flora @jcldf

https://twitter.com/jcldf/status/1235859271176171521
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