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Hello!
I am Mathieu Stephan

- Embedded systems engineer

- Former writer for Hackaday

- www.limpkin.fr

- Mooltipass project founder

http://www.limpkin.fr


The Mooltipass Ecosystem

- Credentials, notes & files storage

- SSH & WebAuthn authentication

- TOTP support

- Multiple users

- Cross platform (tools)

- Native browser integration

- Open software & hardware



Globally Distributed Contributors

me
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Three Hardware Devices

Dec. 2014
Nov. 2016

May 2021



Made in Aluminum

...designed to be tamper-evident



Its Latest Model: the Mini BLE

Secure Domain

The Rest...



Dual Microcontroller Design

- One MCU dedicated to secure operations

- Another for communicating with the outside world

- ‘Old school’ fixed frame length UART link between them

… so that:

- Protocol stacks run in the non secure MCU

- Complex libraries (CBOR) run in the non secure MCU
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The Microcontrollers

- Both ATSAMD21

- Internally store:

- Unique encryption & signing keys

- User profile data

- Can be updated through uniquely signed firmware updates 



Flashing the Firmware

Custom-made programming jig



Firmware 
Features



Firmware - AES Encryption

- Using BearSSL, CTR mode

- Checked against NESSIE vector sets



Firmware - Encrypted Storage

- Dedicated flash memory used for storage

- 2 types of data

- Credentials (logins/passwords, WebAuthn data)

- Encrypted blobs (small files, notes)

- Sorted linked list data structure

- Multiple databases for >100 users



Firmware - Smartcard Use

- Ubiquitous form of read-protected memory

- 16-bit PIN access (“0000” to “FFFF”)

- Permanently locked after 4 incorrect PINs

- Cheap (<$1) in volume



Firmware - RNG

- Using the onboard accelerometer

- Using the 2LSb of the 16bits output word

- Checked using dieharder tests



Firmware - USB & Bluetooth HID

- HID keyboard and ‘proprietary’

- Proprietary channel for integration plugins

- Keyboard channel for manual password recall



Manual Credential Recall

- Using HID, key presses are sent to type credentials

- > 50 layouts currently supported

- Look-up tables generated by parsing the Unicode 

Common Locale Data Repository

- Allows credential typing on any platform / application



Firmware - WebAuthn

- Support added by a single contributor

- Essentially a private / public key registration

- Also called FIDO2, successor of FIDO U2F

- Website adoption in progress...

www.example.com

challenge

signed assertion

challenge

signed assertion



Firmware - Graphics Library

- Designed from the ground up

- Optimized for speed

- RLE compression for bitmaps

- Support for multiple fonts

- Support for non contiguous character blocks



Firmware - Data Storage Flash

- Designed a simple read-only file system to store:

- Generic and language-specific bitmaps

- Character to HID key presses look up tables

- Strings for each supported language

- Firmware updates

- Fonts

… CRC-checked and CBCMAC checked



Firmware - noteworthy features

- On device language switching

- Customizable behavior (prompts/notifications...)

- On device card & user profile operations

- Credential categories with selection filter

- Custom NiMH charging algorithm

- Custom SoC algorithm
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Browser Extensions

- Chrome

- Firefox

- Opera

- Edge

- Safari (beta)



Command Line Tool

- https://github.com/raoulh/mc-cli

- Written in go



SSH agent

- https://github.com/raoulh/mc-agent

- Also written in go

- Retrieves private keys from the device



Python Framework

- https://github.com/oSquat/mooltipy (for the mini)

- scripts/python_framework (for the mini BLE)

https://github.com/oSquat/mooltipy


Contributors Wanted!

Firmware:

- Bluetooth custom service for smartphones

- (Long) list of enhancements on our github

Android / iOS

- Autofill service app



Thanks!
Questions?

You can find me at:
limpkin on irc.libera.chat
mathieu@themooltipass.com
github.com/mooltipass

mailto:mathieu@themooltipass.com

